UNIVERSITY OF CALIFORNIA, DAVIS

SANTA BARBARA « SANTA CRUZ

EEC173B/ECS152C Spring 2009
Homework 4 (May 28)

1. (28 points) Ad Hoc Networks: Routing.
Today’s mainstream proposals for ad hoc network routing are DSR and AODV protocols.

a) (5 pt) What are the differences between AODV and the standard distance vector
algorithm?

b) (5 pt) Would it be efficient to make use of AODV or DSR protocols for routing in
today’s Internet? Explain why.

c) (6 pt) Assume that you need to implement a messaging service in a mobile ad hoc
network in which each user is sending messages at a rate of 1 message/10 minutes.
Would you use AODV or DSR for message routing? If Yes, explain how. If No, what
would be your other proposals?

d) (6 pt) Consider the ad hoc network presented in Figure 1 where S runs DSR to find a
route to D. Which route is most likely to be returned by the routing protocol? What is the
minimum number of nodes that need to fail (or be compromised) in order to partition the
network?
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e) (6 pt) What are the benefits of location information for routing in ad hoc networks?
Which problems arise?

2. (16 points) Ad Hoc Networks: Throughput.
Explain how each of the following situations influences throughput.

a) (4 pt) The message sources and destinations are necessarily neighbors
b) (4 pt) The nodes send video traffic at a constant rate to randomly chosen destinations

c) (4 pt) The nodes communicate by occasionally sending messages (e.g., SMS) to
randomly chosen destinations.

d) (4 pt) Nodes are mobile, but the application is not latency-sensitive.
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3. (26 points) Ad Hoc Networks: Security

a) (5 pt) Why is security important for routing? Describe one simple attack by which a
single malicious node can disable all communication of its neighbors.

b) (6 pt) List at least 3 mechanisms of DSR that are prone to attacks. Explain why with
examples of attacks.

c) (5 pt) Consider the scenario given in Figure 1. Describe two attacks that the attacker A
(described in the previous question) can perform to disrupt the communication between S
and D.

d) (5 pt) In order to encourage the intermediate nodes to forward its traffic, S pays an
amount "to each node in the path. Describe an attack that allows the attacker A to earn
more money than it deserves.

e) (5 pt) Consider an ad hoc network running a DSR protocol. If all nodes in the network
share pairwise keys, and if all mutual communication between nodes is encrypted with
the keys that they share (both packet headers and payload), does this make the network
resistant to attacks? If yes, explain how. If no, describe the attacks that you believe can
harm the network routing protocol operation.



