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Abstract. Steganography can be used to hide information in audio me-
dia both for the purposes of digital watermarking and establishing covert
communication channels. Digital audio provides a suitable cover for high-
throughput steganography as a result of its transient and unpredictable
characteristics. Distortion measure plays an important role in audio ste-
ganalysis - the analysis and classification method of determining if an
audio medium is carrying hidden information. In this paper, we propose
a novel distortion metric based on Hausdorff distance. Given an audio
object x which could potentially be a stego-audio object, we consider
its de-noised version z’ as an estimate of the cover-object. We then use
Hausdorff distance to measure the distortion from x to z’. The distor-
tion measurement is obtained at various wavelet decomposition levels
from which we derive high-order statistics as features for a classifier to
determine the presence of hidden information in an audio signal. Exten-
sive experimental results for the Least Significant Bit (LSB) substitution
based steganography tool show that the proposed algorithm has a strong
discriminatory ability and the performance is significantly superior to ex-
isting methods. The proposed approach can be easily applied to other
steganography tools and algorithms.

1 Introduction

Steganography is the art and science of hiding a secret message within an in-
nocuous and open carrier medium, such as digital audio, image, and video. To
achieve covert communications without raising suspicion, media containing some
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hidden information (stego-objects) should be indistinguishable from media with-
out any hidden information (cover-objects). The rapid proliferation of Voice over
Internet Protocol (VoIP) and other Peer-to-Peer (P2P) audio services provide
vast opportunities for covert communications [1]. By slightly altering the binary
sequence of the audio samples with existing steganography tools, covert com-
munication channels may be relatively easy to establish. Moreover, the inherent
redundancy in the audio signal and its transient and unpredictable character-
istics imply a high hidden capacity. This is further aided by the fact that the
human ear is insensitive to small distortions in the audio signal. All these make
audio a good candidate for use as a “cover” for covert communications to hide
secret messages.

The countermeasure to steganography is steganalysis. In particular, steganal-
ysis seeks to identify suspected information streams; determine whether or not
they have hidden messages encoded into them; and, if possible, recover the hid-
den information. Steganalysis can also serve as an effective way to judge the
security performance of steganography techniques, leading to new steganogra-
phy methods followed by new and improved steganalysis techniques for their
detection. As covert communications greatly increase the possibility of unknown
malicious activities from a security standpoint, there is significant demand in
steganalysis technique to detect hidden information in open digital media con-
tent. In this paper, similar to most of the steganalysis work, we focus on the
detection of the presence of hidden content, rather than message recovery or
other functions.

In recent years, there has been significant effort in the steganalysis of digital
images [2][3][4]. Typically, natural images tend to be contiguous and smooth,
which leads to high spatial coherence among adjacent pixels. Since the hid-
den message is usually independent of the cover-image, embedding the hidden
message into the cover-image may decrease or even destroy the inherent natu-
ral correlation. As a result, most of the image steganalysis algorithms attempt
to determine some particular statistical features that can capture this change.
Although most image steganalysis algorithms claim that they can be easily ex-
tended to other types of media files (e.g., audio), many of the models capture
statistical regularities inherent to the spatial composition of images, which are
not present in other types of media files such as audio [5]. As a result, deeper re-
search must be conducted on the feature extraction when identifying stego-audio
files.

Compared to image steganalysis, audio steganalysis is relatively unexplored.
Johnson et al. proposed a universal steganalysis algorithm that exploits the
statistical regularities of recorded speech [5]. In [6], audio quality metrics were
adopted to capture the distortion introduced by the hidden information. Later in
[7], Avcibas proposed an audio steganalysis algorithm using content-independent
distortion measures. However, all these audio distortion measurements are seek-
ing ways in which the existing quality metrics can reflect the sensitivity to the
presence of hidden messages.



In this paper, we propose an audio steganalysis scheme that measures audio
distortion using Hausdorff Distance [8]. Among various distance measures, Haus-
dorff distance was chosen because of its successful applications in matching given
templates in arbitrary target images [9]. Its strong discriminatory power makes it
very helpful in the distortion measurement process. High order statistics derived
from this distortion measure can then be used to generate features for a classi-
fier. Unlike previous work in audio steganalysis that used the traditional audio
quality metrics, such as signal-to-noise ratio (SNR), Perceptual Audio Quality
Measure (PAQM) [6], and other such metrics, the proposed distortion measure
is designed specifically to detect modifications to pure audio content as follows.

Given an audio object x which could potentially be a stego-audio object,
we consider its de-noised version z’ as an estimate of the cover-object. After
appropriate segmentation, we apply wavelet decomposition to both z and z’
to generate wavelet coefficients [10] at different levels of resolution. Next, Haus-
dorff distances are used to test the similarities between the wavelet coefficients of
the audio signals and their de-noised versions. The statistical moments of these
Hausdorff distances are used as the features to train a classifier on the difference
between known cover-audio objects and stego-audio objects with different hid-
den content loadings. Simulations with numerous audio sequences show that our
algorithm provides significantly higher classification rates than existing schemes
that use standard audio quality metrics or statistical moments without consid-
ering audio quality. Moreover, as the proposed scheme makes no assumptions
about the embedding technique used, it should be easily applicable to other
steganography tools and algorithms.

The paper is organized as follows. Section 2 provides the related work. In
Section 3, we briefly introduce the general idea of steganalysis based on audio
distortion before presenting the novel steganalysis distortion metric based on
Hausdorff distance and the corresponding high-order statistics used as a feature
vector. In Section 4, we implement our technique and present our experimental
results and performance comparisons. Section 5 concludes the paper.

2 Related Work

In recent years, there has been significant research effort in steganalysis with
primary focus on digital images. Since there are similarities between images and
audios, in this section, we review some image steganalysis algorithms which may
be helpful for the audio steganalysis. It should be noted that many steganalysis
techniques are specific to some particular data hiding methods [2]{11][12][13]
[14]. However, since the data-embedding method is typically unknown prior to
detection, we focus on the design of a unified steganalysis algorithm to detect the
presence of steganography independent of the steganography algorithms used.
Moreover, we focus on passive detection as opposed to active warden steganalysis
[6] which aim to detect and modify the hidden content.



2.1 High-Order Statistics and Steganalysis

A number of prior studies have shown that high-order statistics are very effective
in differentiating stego-images from cover-images. In [15], Farid proposed a gen-
eral steganalysis algorithm based on image high-order statistics. In this method,
a statistical model based on the first (mean) and higher-order (variance, skew-
ness, and kurtosis) magnitude statistics, extracted from wavelet decomposition,
is used for image steganography detection. In [16], a steganalysis method based
on the moments of the histogram characteristic function was proposed. It has
been proved that, after a message is embedded into an image, the mass center
(the first moment) of histogram characteristic function will decrease. In [10],
Holotyak et al. used higher-order moments of the probability density function
(PDF) of the estimated stego-object in the finest wavelet level to construct the
feature vectors. Due to the limited number of features used in the steganalysis
technique proposed in [16], Shi et al. proposed the use of statistical moments of
the characteristic functions of the wavelet sub-bands [17]. Because the n'" statis-
tical moment of a wavelet characteristic function is related to the n'* derivative
of the corresponding wavelet histogram, the constructed 39-dimensional feature
vector has proved to be sensitive to embedded data.

Usually, the steganalysis algorithms based on the high-order statistics can
achieve satisfactory performance on image files, regardless of the underlying
embedding algorithm. However, these statistical models may not be appropriate
for audio files because these models capture statistical regularities inherent to
the spatial composition of images which is not present in audio [5].

2.2 Distortion Measures and Steganalysis

The concept of using distortion measures to classify cover-objects and stego-
objects was introduced by Avcibas et al. in 2003 [18]. Since the presence of
steganography communication in a signal can be modeled as additive noise in
the time or frequency domains [16], the de-noised versions of the image signals
can be used to represent close approximations of the cover-images. It has been
shown that the distortion (measured by the distance in the feature space) of
the cover-image to its de-noised version is different than the distortion between
a stego-image and its de-noised version. Specifically, some image quality met-
rics, e.g., Minkowsky [18], correlation, and human visual system (HVS) based
measures [19][20], are selected as the feature set to distinguish between cover-
images and stego-images. This concept was extended to audio steganalysis in
[6]. Similar to [18], the potential of distortion audio metrics is used to build a
steganalyzer to discriminate between cover-audio objects and stego-audio ob-
jects. Particularly, the traditional audio quality metrics, such as SNR, PAQM,
and other such metrics are tested for their sensitivity to the presence of stegano-
graphic content. In [7], Avcibas proposed an audio steganalysis algorithm using
content-independent distortion measures. By removing content dependency dur-
ing the distortion measurement, the paper shows that the discriminatory power
is enhanced.
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Fig. 1. Schematic descriptions of (a) additive noise steganography model, (b) de-
noising a cover-audio object, and (c) de-noising a stego-audio object.

Note that all these algorithms attempt to find good features from the stan-
dard quality metrics which are designed to evaluate the perceptual and objective
quality performance of images or audio. As the primary motivation for develop-
ing these quality metrics was for purposes other than steganalysis, the capability
of distinguishing changes in quality due to embedding content using steganogra-
phy may be limited. Consequently, we argue that it is better to define a distortion
metric that is designed specifically to detect modifications to audio content. Fur-
thermore, since the high-order moments have been helpful in image steganalysis,
we believe they can also contribute in audio steganalysis if used properly.

3 Methodology

In this section, we first review steganography message embedding techniques
and set up a steganalyer based on audio distortion. Then based on the approxi-
mate additive noise model, an audio steganalysis using high-order statistics of a
distortion measure with Hausdorff distance is proposed.

3.1 Steganalysis Based on Audio Distortion

Due to the natural noise in the media transmission process, e.g., quantization,
sensor, and channel, a number of steganography hiding schemes try to disguise
the hidden message as a naturally present noise. As such, a generalized ad-
ditive noise scheme has been developed in [20] that is capable of embedding
data with any given distribution. Moreover, the work in [15] shows that most
of the steganography algorithms, e.g., Least Significant Bit (LSB) steganogra-
phy, spread spectrum image steganography, or even more robust and stealthy
steganography schemes such as Discrete Cosine Transform (DCT) steganogra-
phy, can be approximated as an additive noise scheme.

The same additive noise model can also be applied to audio files. The steganog-
raphy message embedding process is shown in Figure 1. Let z.(n) denote a cover-
audio object and xz4(n) be its stego-version. Let N(n) be an independent and
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Fig. 2. Schematic description of (a) training and (b) testing for the steganalysis.

identically distributed (i.i.d) Gaussian noise; then the stego-audio object can be
expressed as z5(n) = z.(n)+ N(n) with the additive noise model. A good feature
should enlarge the distance between z.(n) and z4(n). However, it is important
to note that, in a real communication environment, a reference audio file needs
to be used since we cannot get specific information about the original cover-
audio object. The de-noised version of an audio file has already been shown to
be a good estimation of the cover signal [6]. Note that the de-noised version of
stego-audio is still the de-noised cover-audio with some i.i.d. Gaussian noise.

The training and testing procedures for the steganalysis are shown in Figure
2. Let @.(n) and Z5(n) be the de-noised versions of a cover-audio object and a
stego-audio object, respectively. The defined distortion metric, in fact, is simply
trained to differentiate between the distances, denoted as d.(n) and ds(n), of the
cover-audio object and stego-audio object to their de-noised versions. Instead of
using d.(n) and ds(n) as audio features, further feature calculation procedures
are performed before going to the classifier training process. The test audio file
xr(n) will go through the same procedures of distortion measure and feature
selection until the resulting feature vector fr(n) is achieved, and then used to
judge the test file type with the training model.

In addition to feature calculation, the classifier plays an important role in the
steganalysis process. It affects the classification performance in terms of success
classification rate as well as the computational complexity. In our work, we use
the freely available package Library for Support Vector Machines (LIBSVM)
[21], which is powerful software for data classification and is widely used in
steganalysis.

3.2 Feature Calculation

Wavelet de-noising. The goal of the de-noising process is to recover the char-
acteristics of the original cover-audio object while also removing as much noise



as possible. Considering the non-stationary characteristics of audio signals [5],
a smoothing filter may not be very suitable for estimating the cover-object.
Among many other techniques, Wiener filtering is a powerful tool for additive
noise reduction. In its basic form, Wiener theory assumes that signals are station-
ary processes. However, this assumption is not realistic for audio signals, whose
characteristics change in time and therefore are considered non-stationary sig-
nals. As a result, we consider adopting the wavelet de-noising technique. Using
the thresholding technique [22], wavelet approximation allows an adaptive rep-
resentation of signal discontinuities. Wavelets also provide unconditional basis
for a variety of function spaces and thus provide better approximation power
than Fourier basis to help recover the characteristics of the cover-audio signal
more effectively.

Distortion Measure. Once we get the de-noised version of an audio signal, a
distance measurement will be applied to measure the distortion or degradation
of the original audio signal. Such a measurement should respond to the presence
of a hidden message in an accurate, consistent, and monotonic (with respect
to the size of the hidden message) way. It should be noted that, instead of
gathering information directly from audio files, signatures of the audio files are
generated based on their wavelet coefficients at different levels of resolution and
will be used to test the distance of the audio file and its de-noised version.
The wavelet transform is chosen for its well-known capability of multi-resolution
decomposition [23], which can help to enlarge the influence of the additive noise
present as a result of embedding. Since the hidden information may only modify
a small portion of the cover-objects, the distortion is calculated at their pre-
defined small segments separately. At this point, the time-frequency localization
[23] characteristic of the wavelet transform may also provide some information
about the discontinuities that occur.

Since the distortion metric should be sensitive to the presence of a hidden
message and its reaction should be proportional to the embedding strength,
Hausdorff distance [8] is used as a dissimilarity measure. Among dissimilarity
measures over binary images, the Hausdorff distance has often been used in the
content-based retrieval domain and is known to have successful applications in
object matching [18]. On the other hand, Hausdorff distance is very sensitive to
noise [24][9]. A small distortion can result in a significant distance between two
objects. However, in steganalysis, the main issue under consideration is not the
content of an audio file but the minor distortions introduced during the data-
hiding process. As a result, this characteristic of Hausdorff distance makes it
very helpful in the steganalysis.

The Hausdorff distance is basically a max-min distance. Suppose the length of
each segment of the audio file is M. After de-noising and wavelet decomposition
at level p, for m*" segment, the wavelet coefficients of the audio file and its de-
noised version are C?, = {cL ,c2,,...,c¢} and C? = {& &, ...,& }, where

q = M /2P. Then, its distortion measure with Hausdorff distance is:

HP = maz{h(C?,,CP),h(CP,,CP)} (1)



where
h(Ch,,Ch) =mazi—1 .. q{minj—12.. qllc, — [} (2)

is the directed Hausdorff distance from C?, to C?, and ||c},, — &, | is some un-
derlying norm on the point of ¢!, and ¢é/,. Here, we use the absolute difference.

Feature Calculation. As in [6], to get good local distortion estimation, the
segment size M that the audio file is split into should not be very large (in
our experiment, we set M as 1024 audio samples). As a result, the number of
Hausdorff distances after the distortion measurement is still very large. It is
unrealistic to use these distances directly for steganalysis. A feasible approach is
to extract a certain amount of data (features) from these distances and use them
to represent the distortion measurement for steganalysis. Because the task of the
segmentation is to test the distortion regularity for the audio files, high-order
statistics based on the moments will be used as the final feature.

Suppose the entire audio length is L samples, then the total number of seg-
ments is f%} For wavelet decomposition level p, where p = 0,1,..., P, the
overall distortion measured using Hausdorff distance is:

Dp:<Hf7H2pa7HpL> (3)
Eva
and the feature vector VP = (v],v%,...,v%.) can be extracted according to the
following equation.
i (7)) - dt

==l 0 Gy 9K (4)

where dé-’ is the amplitude of j** frequency component ff to the distortion dis-
tances DP and K is the total number of moments.

In this way, for each wavelet decomposition level, we have K features. For a
total P-level wavelet decomposition plus the level 0 which is the signal itself, we
have (P + 1) x K features which form a high-dimensional feature vector:

V=WV . . vp) (5)

for steganalysis.

3.3 Algorithm Summary

In summary, the proposed feature calculation algorithm proceeds along the fol-
lowing steps:

Step 1. For a given audio file x(n), apply wavelet de-noising to get its de-
noised version Z(n).

Step 2. Partition the signal z(n) and #(n) with pre-defined segment length

M. Calculate the wavelet coefficients C?, and C?, at different levels p for segment
m.



Step 3. For each wavelet decomposition level p, calculate the distortion
measure H?, with Hausdorff distance in Equation (1) for all the segments.

Step 4. Set up the feature vector V? by calculating the moments of D? using
Equation (3) for each wavelet decomposition level p.

Step 5. Set up the high-dimensional feature V using Equation (5).

4 Experimental Results

To evaluate the performance of the proposed steganalysis algorithm, we ran-
domly picked 994 wav files from the wav surfer database [25]. All these wav
files are parts of movies or television programs and have different audio charac-
teristics. These audio files (compressed to MP3 formats) are transformed into
standard PCM wav format using Nero Wave Edit before processing. The sam-
pling rate is 44.1 kHz with 16 bits per sample. The audio file lengths vary from
one second to 298 seconds. As for the steganography tool, we have used Steghide
[26] due to its robustness against a number of different steganalysis tools. For
the results presented in this paper, we have set P (the number of wavelet de-
composition levels) to 4 and K (the number of high order moments) to 5. This
implies that a 25-D feature vector is generated for each audio file.

4.1 Performance Comparison with Other Audio Steganalysis
Algorithms

In this section, we compare the performance of the proposed algorithm with
three known algorithms referred to in Section 2. Each experiment randomly
selects 895 of the 994 original audio as cover-audio objects. For each audio object,
we create a corresponding stego-audio object with a specific amount of hidden
content (measured with hidden ratio). As a result, 895 stego-audio files and
their original 895 cover-audio files are used for training the classifier. Here, the
hidden ratio is the percentage of the size of the hidden message to the hidden
capacity (the maximum size of the information that can be hidden) which is
determined by Steghide. From the remaining 99 audio files, we obtain 99 pairs,
each pair consisting of the original audio and the corresponding stego-audio
with a specific hidden ratio. These 99 pairs of audio are used for testing. Note
that in this section, we only focus on the feature effectiveness and assume that
the hidden ratio information is known before testing, i.e., the hidden ratios are
the same in the training and testing processes. The performance metric used is
the correct classification rate* with the average computed from 10 independent
experiments.

Of the three different reference algorithms considered for comparison, the
first two were selected to test the importance of high-order statistics in audio
steganlalysis. Particularly, one algorithm (HOMWC) [15] is directly based on the

4 The correct classification rate is the average detection rate to all the original audio
objects and stego-audio objects.
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Fig. 3. Comparison of correct classification rate with other audio steganalysis algo-
rithms.

high-order moments of the wavelet coefficients of the audio signal. The second
algorithm (SMCFWS) [17] is based on statistical moments of the characteristic
functions of wavelet sub-bands. In order to make a fair comparison of the per-
formance of the algorithms, we have considered the first 5 moments for the first
4 wavelet decomposition levels as in our algorithm as well. The third algorithm
(QMGAQM) [6] is based on the quality measurement with general audio quality
metrics. Similarly to the study in [6], a 5-D feature vector based on SNR and
PAQM and other such metrics is used to train the classifier.

Figure 3 plots the correct classification rate as a function of the hidden ratio.
It is clearly observed that the correct classification rate achieved by our proposed
algorithm is more than 90% with 100% hidden ratio and 85% for 50% hidden
ratio. Even with only 10% hidden ratio, our approach can still achieve more
than 66% successful detection. More importantly, the proposed algorithm shows
strong monotonic characteristics with different hidden ratios. On the other hand,
it is observed that the SMCFWS algorithm does not perform well. Although the
algorithm using moments of wavelet coefficients (HOMWC) is fairly good, our
algorithm can still get more than 10% improvement in the correct classification
rate. This does not come as a surprise since these algorithms work very well
in the stego-image identification due to their ability to capture the statistical
regularities inherent in the spatial composition of images which are not present
in audio. Note that the performance of the algorithm with audio quality metrics
(QMGAQM) is fairly good at low hidden ratio. However, the classification rate
does not show strong monotonic characteristics with respect to different hidden
ratios. This confirms our aforementioned doubt that the standard audio quality
metrics may or may not reflect modifications to pure audio content.



4.2 Performance with Respect to Different Hidden Ratios

In the previous section, we compared the feature effectiveness with different
audio steganalysis algorithms using the same hidden ratio at the training process
and testing. However, in a real system, the hidden ratio information will be
unknown before the test. In this section, we evaluate the performance of the
proposed algorithm by considering different hidden ratios during the training
process. Similar to the previous section, we randomly select 895 original audio
files as cover-audio objects. Their corresponding stego-audio files are generated
based on five different hidden ratios: 10%, 30%, 50%, 80%, and 100%. For each
hidden ratio, we created 895 stego-audio objects and used them in conjunction
with the original 895 cover-audio objects for training the classifier. This leaves
99 pairs of audio files (original audio objects and their stego-versions with the
same hidden ratio) to be used for testing. The performance metrics used are the
false positive (FP) and false negative (FN) rates reported as an average of ten
independent experiments.

Figure 4(a) and 4(b) plot the detection performance at different hidden ratios
during the training and testing processes. They show that both FP and FN of our
algorithm are influenced by the hidden ratio in the training process. Specifically,
the higher the hidden ratios used in the training process, the lower the FP. This is
consistent with the fact that distortion is higher with higher hidden ratios. Thus,
at high hidden ratios, the test cover-audio object is less likely to be misjudged
as a stego-audio object. However, the large distortion introduced by the high
hidden ratios in the training process will make the system more likely to miss-
classify stego-audio objects with lower hidden ratio. Consequently, there is a
trade-off between FP and FN. Concerning this trade-off, we find it is reasonable
to train our SVM models with audio files embedded with multiple hidden ratios.
Therefore, during the training process, for each cover-audio object, multiple
versions of the stego-audio objects with the selected set of the hidden ratios are
used. Considering the unknown properties of the test audio and computation
cost for the training process, only limited combinations of the hidden ratios may
be selected. In our study, we find 30% and 80% hidden ratios can help to train
the system with a good representation of the cover-audio objects and stego-audio
objects simultaneously.

Figure 4(c) plots the simulation results for the test audio objects contain-
ing different hidden ratios with a training set that contains stego-audio objects
with both 30% and 80% hidden ratios (denoted as 30% + 80%). The low FP
rate and FN rate indicate that, in most cases, the system can distinguish the
cover-audio objects and stego-audio objects successfully. More importantly, these
results show that multiple training hidden ratios greatly improve the robustness
of our algorithm. Our improved robustness can be observed as both FP rate
and FN rate are almost unchanged with different test hidden ratios, which is
very helpful since we usually do not know the hidden ratio of a stego-object in
advance.

Figure 4(d) plots the correct classification rates by the influence of different
hidden ratios in the training process. Note that the smaller the difference between
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Fig. 4. Detection performance at different hidden ratios. (a) FP rate with different
training hidden ratios; (b) FN rate with different training hidden ratios; (c) FP rate
and FN rate with the 30% + 80% training hidden ratio; (d) correct classification rate
with different training hidden ratios.

the test hidden ratio and the training hidden ratio, the better classification
performance we achieve. Moreover, with the help of multiple training hidden
ratios, the correct classification rate shows strong robust characteristics and for
most cases the correct classification rate is much higher than the best one we can
get with only one training hidden ratio. Although there is still some small gap
between the performance of multiple hidden ratios at higher hidden ratios, e.g.,
80% and 100%, the improvement in classification can be achieved by increasing
the number of training hidden ratios.

4.3 Analysis of Feature Contributions

To measure the effectiveness of each feature in the 25-D feature vector, we define
the relative feature distance as:

A= 100% (6)

Us
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Fig. 5. Feature effectiveness with respect to different wavelet decomposition levels and
statistical orders.

where v, and vg are the feature vectors obtained from cover-audio objects and
stego-audio objects, respectively. Figure 5 plots the relative feature distance for
100 audio files randomly selected from our audio database. The hidden ratio in
this section is set to be 100%. The results show that the differences between the
features of the cover-object and stego-object are less noticeable with the higher
wavelet decomposition level. This is because the embedded information corre-
sponds to high frequency noise. In the wavelet decomposition process, the lower
levels correspond to the higher frequency bands and higher levels lead to decreas-
ing frequency bands. As a result, the feature at the lower wavelet levels will better
detect changes resulting from noise. Finally, Table 1 shows the contribution of
each dimension of the 25-D feature vector to the classification performance by



separately applying each dimension as a one-dimensional (1-D) feature for ste-
ganalysis. The performance is measured with the correct classification rate for
the randomly-selected 895 cover-audio objects and their stego-versions in the
training process. The results show that the correct classification rates are dif-
ferent for different 1-D features. Particularly, the correct classification rate is
much higher at the lower wavelet decomposition levels compared to the higher
levels, and the original signal gets a median correct classification rate within the
different wavelet decomposition levels. Also, within the same level, the correct
classification rate increases with the increasing moment order. These results con-
firm our previous analysis for the different feature effectiveness. In addition, it
can be observed that the correct classification rates using any 1-D feature vector
or any 5-D feature vector are significantly lower than using the combined 25-D
feature vector. In other words, the 25 features collectively perform much better,
thus these features are complementary in steganalysis.

Table 1. Correct classification rate of 1-D feature for the training data.

Moment Order Level 0 Level 1 Level 2 Level 3 Level 4

1 55.30 57.42 55.02 51.79 51.06
2 62.94 65.56 55.91 53.01 51.78
3 65.90 77.23 56.19 53.57 52.40
4 66.35 79.80 58.25 55.80 52.57
5 67.18 82.75 59.04 56.25 52.68
5-D feature vector 68.97 85.77 69.87 60.71 54.30
25-D feature vector 89.45

5 Conclusion

In this paper, we presented an audio steganalysis method that is based on audio
distortion measurement and high-order statistics in the feature selection. A dis-
tortion metric based on Hausdorff distance was designed specifically to detect
modifications and additions to audio media. We considered the de-noised version
of the audio object as an estimate of the cover-object. We then used the Hausdorff
distance to measure the distortion. The distortion measurement was obtained at
various wavelet decomposition levels from which we derived high-order statistics
as features for a classifier to determine the presence of hidden information in an
audio signal. Results from simulations with numerous audio sequences showed
that our algorithm provides significantly higher detection rates than existing
schemes that use standard audio quality metrics or statistical moments without
considering audio quality.
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