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Quickest Detection in Multiple ON—OFF Processes

Qing Zhao, Senior Member;, IEEE, and Jia Ye

Abstract—We consider the quickest detection of idle periods in
multiple ON—OFF processes. At each time, only one process can be
observed, and the observations are random realizations drawn
from two different distributions depending on the current state
(ON or OFF) of the chosen process. The objective is to catch an
idle period in any of the ON—OFF processes as quickly as possible
subject to a reliability constraint. We show that this problem
presents a fresh twist to the classic problem of quickest change
detection that considers only one stochastic process. A Bayesian
formulation of the problem is developed for both infinite and finite
number of processes based on the theory of partially observable
Markov decision process (POMDP). While a general POMDP
is PSPACE-hard, we show that the optimal decision rule has a
simple threshold structure for the infinite case. For the finite case,
basic properties of the optimal decision rule are established, and
a low-complexity threshold policy is proposed which converges
to the optimal decision rule for the infinite case as the number of
processes increases. This problem finds applications in spectrum
sensing in cognitive radio networks where a secondary user
searches for idle channels in the spectrum.

Index Terms—Bayesian formulation, cognitive radio, ON-OFF
process, partially observable Markov decision process (POMDP),
quickest change detection, spectrum sensing.

1. INTRODUCTION

A. The Classic Quickest Change Detection

HE classic formulation of sequential quickest change de-
T tection dates back to 1931 [1] where the application of
on-line quality control of a manufacturing process was consid-
ered. In the conventional setting, the problem is to detect an
abrupt change in the distribution of a single stochastic process,
which is available through a series of observations {Xt}t21
drawn sequentially in a one-at-a-time manner. As illustrated in
Fig. 1, before an unknown change point Tj, the observations
X1,...,X1,—1 are i.i.d according to a distribution fy(z); after
Tb, the observations X1, , X1,+1, . .., are i.i.d with a different
distribution f;(z). The objective is to design a detection rule
given by a stopping time Ty to detect as quickly as possible that
the change has happened. The constraint is on the reliability of
the detection that captures the frequency of false alarms. The
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Fig. 1. Quickest change detection in a single stochastic process.

essence of the problem is the tension between the objective and
the constraint: the desired reliability can be achieved through
the accumulation of measurements, which comes at the price of
increasing the detection delay.

There are two standard formulations of the classic quickest
change detection: Bayesian and minimax. The Bayesian for-
mulation was developed by Shiryaev during the 1960s [2]-[4],
where the change point 7 is assumed to be random with a cer-
tain (known) prior distribution and the objective is to minimize
the expected detection delay subject to an upper bound on the
probability of raising a false alarm. Shiryaev considered the geo-
metric/exponential prior distribution of the change point and es-
tablished the optimal detection rule, which is often referred to as
the Shiryaev—Roberts procedure [2]-[5]. Generalizations of the
Shiryaev—Roberts procedure and its asymptotic optimality (as
the probability of rasing a false alarm approaches 0) under ar-
bitrary prior distributions and non-i.i.d observations have been
obtained (see, for example, [6] and [7]).

The minimax formulation was proposed by Lorden in
1971 [8], in which the change point is assumed to be an un-
known deterministic parameter and the objective is to minimize
the worst-case conditional detection delay subject to a lower
bound on the average run length to false alarm. It was shown
in [8] that the well-known cumulative sum (CUSUM) algo-
rithm proposed by Page in 1954 [9] is asymptotically (as the
average run length to false alarm tends to infinity) minimax
optimal with respect to Lorden’s measure of the worst-case
average detection delay. It was later shown by Moustakides
that the minimax optimality of the CUSUM algorithm holds
without the asymptotic condition [10]. In 1985, Pollak adopted
a different measure of the worse-case average detection delay
and showed that a randomized version of the Shiryaev—Roberts
procedure is asymptotically optimal (within an additive o(1)
term) under this minimax formulation [11]. To date, it is not
known what exactly minimizes Pollak’s measure of the worst
average detection delay in general. Recently, Polunchenko and
Tartakovsky showed in [12] that Pollak’s randomized version of
the Shiryaev—Roberts procedure is not optimal by constructing
a counterexample, for which the Shiryaev—Roberts procedure
with a specific deterministic starting point is, in fact, optimal.
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Fig. 2. Quickest detection in multiple ON—OFF processes (Is(!) denotes the
time spent in the /th process before switching to the (I + 1)th process; Tu(L)
denotes the time spent in the last process (the Lth process) before declaring an
idle period).

B. Quickest Detection in Multiple ON—OFF Processes

In this paper, we formulate a new form of quickest detection
by considering multiple independent ON—OFF processes. The ob-
jective is to catch an idle/OFF period in any of the stochastic pro-
cesses as quickly as possible subject to a reliability constraint.
As illustrated in Fig. 2, assume that the user starts to monitor
one of the processes at ¢ = 0. At each time, the user needs to
decide whether to continue in the current process, switch to a
new process, or declare that the current process is idle which
ends the decision horizon.

One application of this problem is cognitive radio for oppor-
tunistic spectrum access, where a secondary user searches for
channels temporarily unused by primary users in a spectrum
consisting of multiple channels [13]. The objective is to detect,
as quickly as possible, whether the sensed channel has become
idle in order to maximize the transmission time before primary
users reclaim the channel. The design constraint is on the inter-
ference to primary users, i.e., the probability of declaring a busy
channel as idle.

Quickest detection in multiple ON—OFF processes has two fun-
damental differences from the classic quickest change detection
problem. First, each ON—OFF process has an infinite number of
change points. Second, the presence of multiple processes offers
an additional dimension of freedom for the quickest detection:
the user does not have to wait faithfully in a single channel for an
idle period. As a consequence, in addition to a detection rule that
balances the tradeoff between detection delay and detection re-
liability as in the classic quickest change detection, a switching
rule is needed to determine when to abandon the current process
and seek opportunities in a new process. The tradeoff here is
between avoiding long realizations of busy periods and inter-
rupting the accumulation of “evidence” (measurements) which
is crucial in detecting changes in distribution. The switching rule
needs to be designed jointly with the detection rule to achieve
optimality.

C. Main Results

The contribution of this paper is twofold. First, we develop a
Bayesian formulation of quickest detection in multiple ON—OFF
processes, a problem that has not been formulated or studied in
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the literature. Second, we establish the basic structures of the
optimal detection and switching rules in both the infinite and
the finite regimes in terms of the number of ON—OFF processes.

In the infinite case, we consider a large number of homo-
geneous independent ON—OFF processes and the user always
switches to a new process should it decide to abandon the
current one. We formulate the problem as a partially observ-
able Markov decision process (POMDP). While POMDPs are
PSAPCE-hard in general [14], we show that for the problem at
hand, the optimal decision rule has a simple threshold structure
when the busy and idle times of the ON—OFF processes obey
(potentially different) geometric/exponential distributions. The
threshold structure is with respect to the posterior probability
A¢ that the process currently being observed is idle at time ¢
(given the entire observation history). Specifically, the user
should switch to a new process when A; € [0,7;), should
continue observing the current process when \; € [1)s,7q), and
should declare that the current process is idle when \; € [ng, 1],
where 7, and 74 are, respectively, the switching and detection
thresholds. Furthermore, we show that when process switching
can be done instantaneously (i.e., negligible comparing with the
time for taking a measurement), the optimal switching threshold
ns 18 the prior probability (before taking any measurements)
that a process is idle, which is the fraction of idle time in the
ON-OFF process. The detection threshold 74 is determined by
the reliability constraint. When switching to a different process
takes 7, units of time, we show that the threshold structure
of the optimal policy still holds. The only difference is that
the optimal switching threshold 7, is smaller than the prior
probability that a process is idle.

In the finite case, we address quickest detection with
memory: switching back to a previously visited process is
allowed, and measurements obtained during previous visits
are taken into account in decision making. We show that this
freedom of switching with memory significantly complicates
the problem. The resulting POMDP changes from a one-di-
mensional problem to an N-dimensional problem, where N is
the number of ON—OFF processes. Our objective is to establish
the basic structure of the optimal decision rule and develop
low-complexity policies with strong performance. In particular,
we show that the optimal action of declaring always occurs in
the process with the largest posterior probability of being in the
idle state. The monotonicity of the detection threshold is also
established. Based on the basic structure of the optimal policy,
we propose a low-complexity threshold policy. Specifically,
under the proposed policy, the user always observes the process
with the largest posterior probability of being idle and declares
when the largest posterior probability exceeds the detection
threshold. The near optimal performance of this threshold
policy is demonstrated by a comparison with a full-sensing
scheme which defines an upper bound on the optimal perfor-
mance. Furthermore, we show that this low-complexity policy
converges to the optimal policy for the infinite case as the
number IV of processes increases.

Extensions to arbitrarily distributed busy and idle times,
in particular, heavy-tail distributions are discussed. For
heavy-tailed busy time, we show that the persistency property
of heavy-tail distributions makes it particularly important to
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adopt a switching strategy to avoid realizations of exception-
ally long busy periods. Extensions to heterogeneous ON—OFF
processes and the impact of non-negligible switching time are
also discussed.

D. Other Related Work

There is a large body of literature on various formulations
of quickest change detection in a single stochastic process (see
[15] for an overview of classic results). There are a number of
recent results on variations of quickest change detection for the
application of sensor networks and target tracking. For example,
quickest change detection in distributed sensor systems was ad-
dressed in [16] and [17], where distributed sensors take i.i.d.
measurements from a common stochastic process and transmit
quantized data to a fusion center for final decision-making. Op-
timal and asymptotically optimal decentralized detection rules
were obtained in [16] and [17] under different criteria. In [18],
nonparametric change detection algorithms were developed for
detecting a change in the spatial distribution of alarmed sensors
in large-scale sensor networks. In [19], the CUSUM algorithm
was adopted for detecting spawning targets and was used jointly
with particle filters to handle radar signal processing, data as-
sociation, and target tracking simultaneously. In the context of
cognitive radio for opportunistic spectrum access, the CUSUM
algorithm was applied in [20] and [21] for detecting the return
of primary users (i.e., the starting point of a busy period) in a
given single channel.

In [22] and [23], Shiryaev considered quickest detection of a
target that may appear in one of N directions. Once appeared,
the target does not leave or change direction. The resulting
problem is thus to detect quickly and reliably a single random
change point in one of N processes when all other N — 1 pro-
cesses contain no change. Shiryaev used the Wald’s sequential
analysis and the Neyman—Pearson method to solve the problem
and characterized the average detection delay.

To our best knowledge, this work and the preceding confer-
ence versions are the first that address quickest detection in mul-
tiple ON—OFF processes.

II. CLASSIC QUICKEST CHANGE DETECTION UNDER
BAYESIAN FORMULATION

In this section, we give a brief overview on the classic
quickest change detection under Bayesian formulation and the
Shiryaev—Roberts procedure [2]-[5], where the change point
Ty has a known geometric distribution parameterized by p.
Specifically,

Pr[To = k] = p(1 —p)* (1 = Xo), VE>0

where \g 2 Pr[T, = 0] is the probability that the change occurs
before the observation starts. The problem of quickest change
detection is to design a detection rule given by a stopping time
T, (see Fig. 1) under the following objective and constraint:

min E[(T; — Tp) "] subjectto Pr[T; < To] < ¢ (1)
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where (T; — Tp)* 2 max{0, Ty — T} is the detection delay,
Pr[Ty < To] the false alarm probability, and the expectation
and the probability are averaged over the prior distribution of
the change point.

Shiryaev showed that a sufficient statistic for quickest change
detection is the posterior probability \; that the change has al-
ready occurred given the measurements obtained up to ¢:

A £ Pr[Ty < t]X1, X, .., Xy, )
Based on Bayes rule, the sufficient statistic A; can be computed
recursively at each time ¢ using the new observation X; = z.
The Shiryaev—Roberts procedure for quickest change detection
is thus given by the following stopping rule on the posterior
probability A;.

Ty = inf{t : Xy > na}, (3)
where the detection threshold 7,4 is determined by the reliability
constraint ¢ given in (1). A closed-form expression of the detec-
tion threshold 7, is generally intractable. Setting n; = 1 —( has
been shown to be asymptotically optimal as the reliability con-
straint becomes more strict, i.e., as ¢ approaches 0. Extensions
of the Shiryaev—Roberts procedure to arbitrary prior distribu-
tions of the change point and its optimality under both Bayesian
and minimax formulations and various asymptotic conditions
have been studied extensively in the literature (see Section I-A).

III. QUICKEST DETECTION IN MULTIPLE PROCESSES:
THE INFINITE REGIME

In this section, we consider the case where there are an infi-
nite number of ON—OFF processes and the user always switches
to a new process should it decide to abandon the current one. A
Bayesian formulation of the problem is developed and the op-
timal decision rule is obtained.

A. Problem Statement

We consider an infinite number of independent homogeneous
ON-OFF processes. Let {B;}52___ and {I;}$2___ denote, re-
spectively, the lengths of each busy and idle periods in a par-
ticular process. We assume that the busy periods { B;}52 ___ are
i.i.d. with a geometric distribution parameterized by pp, and the
idle periods {I;}52 __ are i.i.d. with a geometric distribution
parameterized by p;. The average busy and idle times are de-
noted by mp = 1/pp and my = 1/py, respectively. Let Ag

denote the fraction of idle time. It is given by

mr

o= —
mp+ mr

“)
This discrete-time model is equivalent to a continuous-time
model where each ON-OFF process is a two-state contin-
uous-time Markov chain (i.e., exponentially distributed busy
and idle times) and the user samples the process at discrete
times with a given sampling rate (see [24] on basics of Markov
chains).
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As illustrated in Fig. 2, let L be the total number of chan-
nels visited by the user until it declares, correctly or mistak-
enly, an idle period (for the example given in Fig. 2, L = 4).
It is a random variable depending on the switching and detec-
tion rules and the random observations in each process. Let
Ts(l) (I =1,...,L—1) denote the time spent in the /th process
before switching to the (I + 1)th process. Let Ty (L) denote the
time spent in the last process (the Lth process) before declaring
an idle period. The problem of quickest detection in multiple
processes can be formulated as jointly choosing a sequence of
switching rules {7;(1)},2;' and a detection rule T;(L) under
the following objective and constraint:

ZT
<ZT )+ Tu( )) = busy

where [E[Z Ts(l) + T4(L)] reflects the expected waiting
time before catchmg an idle period, and Z,(¢) is the state of the
Lth process at time ¢. We can see from (5) that quickest detec-
tion in multiple stochastic processes is fundamentally different
from that in a single process, and is significantly more complex
in that a sequence of stopping times (75(1),T5(2), ..., Ts(L —
1), Ta(L)) need to be designed.

min E )+ Tu(L)

subjectto  Pr

<¢ 3

B. A POMDP Formulation

In this section, we show that one approach to solving the
problem given in (5) is to formulate it as a POMDP over a
random horizon as detailed below.

1) State Space: The underlying system has three states: Z; €
{0,1, A}, where 0 and 1 indicate, respectively, that the current
process is busy and idle, A is an absorbing state, indicating the
end of the decision horizon.

2) Action Space: There are three actions at each decision
time: S (switch and take a measurement in a new process), C
(continue taking measurements in the current process), and D
(declare that the current process is idle).

3) State Transition: Due to the memoryless property of the
geometric distributions of the busy and idle times, the underly
dynamic system is Markovian. The transition probabilities
under each action are given in Fig. 3. For example, when the
current state is 0 and action C is taken, with probability 1 — pp
the system stays in 0, with probability pg, the system transits
to state 1. Whenever action D is taken, the system transits to
the absorbing state A.

4) Observation Model: The observation at time ¢ is X; under
actions S and C. The distribution of X} is given by either fo(z)
(if Zx = 0) or f1(x) (if Z; = 1) depending on the current state
of the underlying system. Under action D, no observations are
available.

5) Cost Structure: The actions of S and C have a unit cost
that measures the delay in catching an idle period. Declaring a
busy process as idle incurs a cost of - that models the tradeoff
between detection delay and detection reliability. It is set to
satisfy the reliability constraint ¢ given in (5). Note that it is
not necessary to specify the value of v based on (. As shown
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Fig. 3. The state transition diagram: the infinite regime.

in Section III-C, the value of + is translated into a detection
threshold chosen to satisfy the reliability constraint ¢ in the op-
timal decision rule.

The objective is to choose actions sequentially in time to min-
imize the expected total cost over an infinite horizon, or equiva-
lently, over a random horizon defined by the hitting time of the
absorbing state A. It is clear from the cost structure that the ex-
pected total cost (excluding the potential cost of v at the end of
the decision horizon) is the expected delay in catching an idle
period.

Since the underlying system state Z; (the state of the current
process at time t) is not directly observable from the measure-
ments { X}, _,, what we have here is a POMDP. Based on [25]
and the i.1.d. nature of the observations, we know that a sufficient
statistic for choosing the optimal action at each time is the in-
formation state or the belief value: the posterior probability A,
that Z; = 1 (the current process is idle) given the measurements
obtained up to ¢:

A £ Pr[Z = 11X, Xy, .., X4, (6)
Comparing (6) with (2), we can see that in the special case of a
single stochastic process with a single change point 7 as con-
sidered by Shiryaev, these two forms of sufficient statistic \; are
equivalent.

It can be shown that A\; has the following recursive update
depending on the action a;_; and the observation X;:

_ T()‘0|$)
A= {T()\t_1|a;),

where 7 (A|x) denotes the updated information state based on a
new measurement z. Let p 2 1 — p forp € [0, 1]. We have

at—1 :S7 thiﬂ

at—1 = C, Xt =X (7)

T (A—1|2)
£ Pr[Z, =1\ 1, 2]
. (M—1pr + M—1pB) f1(z)
— (Aem1Pr + M—1pB) [1(2) + (M—1pr + Me—1DB) fol(z)
®)

Note that when action S is taken, the new information state is up-
dated from )y, the fraction of idle time which is the probability
of hitting an idle period right away. We consider the nontrivial
case where \g < 1 — ( so that the user cannot declare without
taking any measurements. A policy 7, for detecting an idle pe-
riod is a function that maps an information state A; € [0, 1] to
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Fig. 4. The threshold structure of the optimal policy.

an action a; = T (A¢). Quickest detection in the regime of in-
finite ON—OFF processes can thus be formulated as the following
stochastic optimization problem:

mr

T = argrgin Ex. Zwa(At)P‘O = )
*~ t=0

mp + my
where R _(,) is the cost incurred under action 7o (A¢).

C. The Optimal Policy: A Threshold Policy

Referred to as the value function, V'(\;) denotes the min-
imum expected total remaining cost when the current informa-
tion state is A;. It specifies the performance of the optimal policy
w%, starting from the information state A;. Let Vs(A:) denote
the expected total remaining cost when we take action S at the
current time and then follow the optimal policy 7%, . Let Vo (A¢)
and Vp(A;) be similarly defined. We thus have

V(M) = min{Vs(A), Ve(Ae), Vb(Ae)}- (10)

? ?

From the cost structure, we obtain the following:

Vs(h) =1+ / Pl d)V(TOole))de (1)

xr

Ve(h) =1+ / P M) V(T(AJz))de  (12)

Vp(Ae) = (1= Ae)y (13)

where
P(x;X) = (Apr + Apg) f1(z) + (Apr + Aps) fo(z)  (14)

is the probability density of observing x at time ¢ + 1 when the
process has probability A to be idle at time ¢. We then arrive at
the following lemma which is the key to the threshold structure
of the optimal policy.

Lemma 1: V(M) = Ve(Ao) and is independent of ;.
Vb (At) is linearly decreasing with \;. Vo (A;) is concave and
monotonically decreasing with A; when pp + py < 1.

Proof: See Appendix A. ]

Lemma 1 establishes basic properties of the value functions
under three possible current actions (see an illustration in
Fig. 4). Based on Lemma 1, it is easy to see that V- (A+) and
Vs(A¢) have a unique intersecting point 7s = M\g. Noticing
that Vp(0) > V(0) and Vp(1) < Vie(1), we can show that
Ve (At) and V() have a unique intersecting point 74 > Ag
(see Fig. 4). We thus have the following theorem.
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Theorem 1: When pg + pr < 1, the quickest detection 75
of an idle period in multiple ON—OFF processes is given by two
thresholds 75 and 74 € (75, 1]: switch to a new process if Ay <
715, continue in the current process if A € (7s,74), and declare
if Ay > ngq, ie,

S7 )\t € [0,778)
’/T:o()‘t> = C*, )‘t € [775777d) (15)
])7 )\t € ['I’]d7 1]

Furthermore, the optimal switching threshold ns = Ao, the frac-
tion of the idle time.

This simple threshold structure of the optimal policy 7%,
agrees with our intuition: switch to a new process when the
prospect of catching an idle period in a new process is better
than staying in the current one (i.e., Ay < Ag). The condition
of pp + pr < 1 generally holds. In particular, if the geometric
distributions of the busy and idle times result from sampling
exponential distributions (as it is often the case in practice
where the processes are in continuous time), this condition is
always satisfied. In the discrete case, as long as the average
busy and idle times are longer than two samples, this condition
would hold.!

The detection threshold 74 is chosen to satisfy the interfer-
ence constraint (. Setting 773 = 1 — ( always meets the con-
straint but potentially leads to suboptimal performance. Numer-
ical methods developed for POMDP can be used for computing
the optimal detection threshold (see, for example, [26]).

IV. QUICKEST DETECTION IN MULTIPLE PROCESSES:
THE FINITE REGIME

In this section, we consider a finite number of ON—OFF pro-
cesses and address switching with memory. The basic structure
of the optimal decision rule are established, based on which a
simple threshold policy with strong performance is proposed.

A. An N-Dimensional POMDP

Consider N homogeneous and independent ON—OFF pro-
cesses. At each time instant, based on all the observations
obtained so far, the user decides whether to declare or to con-
tinue taking measurements, and in which process such an action
should be taken. We show below that this freedom of switching
with memory significantly complicates the problem. The re-
sulting POMDP changes from a one-dimensional problem to
an N-dimensional problem.

1) State Space: The system state at time ¢ is given by
{Z1(t),..., Zn(t)}, where Z;(t) € {0,1} denotes the state of
the ¢th process at time ¢. We then augment the state space by
an absorbing state A which indicates the end of the decision
horizon.

2) Action Space: The action space is {C;, D;}Y; where
C; and D, denote, respectively, the action of continuing taking
measurements and the action of declaring in the ith process.

ITn the special case of pg + pr = 1, the underlying Markov system reduces
to ani.i.d. system. Past observations in a process do not bear any information for
inferring the current busy/idle state of this process. One should simply decide
whether to declare based on the current observation, and staying in the same
process or is equivalent to switching to a new process.
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Cj/pB

Fig. 5. The state transition diagram: the finite regime.

3) State Transition: The state transition of the 4th process
under all possible actions {C}, D;} ;\7:1 are given in Fig. 5. Note
that the busy/idle state of the ith process evolves independently
of the action as long as the user decides to continue sensing.
Whenever the action of declaring is taken, the system state tran-
sits to A.

4) Observation Model: The observation at time ¢ is X; under
action Cj. The distribution of X, is given by either fo(z) or
fi(x) depending on the current state Z,(t). Under action D;,
no observation is available.

5) Cost: Action C}; has a unit cost. Declaring a busy process
as idle incurs a cost of .

6) A Sufficient Statistic: The information state or the belief
vector [25] as a sufficient statistic is now an [V-dimensional
vector: A(t) 2 [Ai(t),..., An(t)], where \;(t) is the poste-
rior probability that the ith process is idle given all the past
measurements.

Given the action a; and the observation X; at time ¢ (if ob-
servation is available), the belief value of the ith process can be
updated as follows:

T(Ni(t = 1)|z)
Ait) = {T()\i(t —1))

where 7 (A|z) denotes the updated belief based on a new mea-
surement z as given in (8), and 7 (\) denotes the updated belief
based purely on the underlying Markov chain defined by the
geometric distributions of the busy and idle times, i.e.,

at—1 = Ci, Xi==x

. 1
Oj?]#z (16)

at—1 =

T(X) = Apr + Aps. (17)

A policy mn for detecting an idle period in N ON—OFF pro-
cesses is a function that maps a belief vector A(¢) to an action
ar = wn(A(t)). We arrive at the following stochastic control

problem:

oo

D> B

t=0

(18)

(A A( )]

. _ .
TNy = argrg_lllvn[Eﬂ

where R | (At)) is the cost incurred under action 7 (A(t)) and

AO) = {Do,-.., Ao}

B. Basic Structures of the Optimal Policy

In this section, we establish the basic structure of the optimal
policy. For simplicity of the presentation, we first consider the
case of N = 2. Extensions to N > 2 is straightforward. The
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Fig. 6. The basic structure of the optimal policy: the finite regime.

time index in \;(t) is omitted. Let V' (A1, A2) denote the value
function. We have

V()‘17 >‘2> = min{VCl (>‘17 /\2)7 VCQ ()‘17 )‘2>7

VDI (/\17)‘2)7 VDZ(/\17)‘2)} (19)
where Vi, (A1, A2) and Vp, (A1, A2) are the value functions for
a given current action. From the cost structure, we obtain the
following:

Ve, (s do) =14 / Plas M)V (T |2), T (M) de

J T

Ve, (s do) =14 / Pla: \a)V (T (), T(s|z))de

J T

Vb, (A1, A2) = (1 = \i)y (20)
where P(z;)\) is given in (14). We then have the following
lemma that characterizes the value functions.
Lemma 2:
L2.1: Whenpp+pr <1, Ve, (A1, A2) are concave and mono-
tonically decreasing with \; for all ¢.
L2.2: Vg, (A1, A2) are symmetric with respect to the plane
)\1 = )\2, i.e., V01 ()\1, )\2) = V02 (/\2, )\1)
L2.3: Vp, (A1, A2) is linearly decreasing with \; for all 4.
Proof: See Appendix B. ]
Based on Lemma 2, we obtain the following basic structure
of the optimal policy.
Theorem?2: Whenpg+pr < 1, the optimal action a* (A1, \2)
under the belief vector (A1, A2) is in the following form:

D, if A1 > X2, A1 > na(Xe)
a* (A1, A2) = ¢ Do, if A < A2, A2 >ma(A1) 2D
Cy or Cy, Otherwise
where 74(\) : [0, 1] — [0, 1] is the detection threshold which is

monotonically increasing in A. Furthermore, the action of con-
tinuing has a symmetric structure, i.e.,

a*(/\l,/\z) =C & a*()\g,/\l) = (C,. (22)

Proof: See Appendix C. [ |

Fig. 6 illustrates the basic structure of the optimal policy given

in Theorem 2. The threshold interface 14(\) between action C'

and D and its monotonicity are illustrated. The partition of the

region for action C' into C; and Cs is unknown except its sym-

metric structure.
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Fig. 7. A low-complexity threshold policy 7 n for the finite regime.

The result holds for the general case of N > 2. Specifi-
cally, under the optimal policy, the user always declares on the
process with the largest belief value, and the declaring threshold
is monotonically increasing with the belief values of the rest
N — 1 processes. The proof follows the same line as in the case
of N = 2.

C. A Low-Complexity Threshold Policy

In this section, we propose a low-complexity threshold policy
based on the basic structure of the optimal policy established in
the previous subsection.

As illustrated in Fig. 7 where we consider N = 2, under the
proposed threshold policy 7y, when both A; and A, are below
their corresponding detection thresholds 74(A2) and 74( A1), the
user continues taking observations on the process with a larger
belief value. Otherwise, the user declares that an idle state has
been reached on the process with a larger belief value. In the
case of general N, let A™" = {A1,..., Ni_1, Nit1,---, AN T
We have

v (A) = C;, ifi= arglgmja%xN{)\j} and \; < n4(A .)
D;, ifi= arglgljang{)\j} and \; > ng(A™").

(23)

We show in the theorem below that this low-complexity
threshold policy converges to the optimal policy 7%, for the
case of infinite processes.

Theorem 3: As the number N of processes increases, 7
converges to the optimal policy 7% for detecting an idle period
in an infinite number of ON—OFF processes.

Proof: See Appendix D. [ |
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V. EXTENSIONS AND DISCUSSIONS

A. Extension to Arbitrary Distributions

We now discuss extensions to ON—OFF processes with arbi-
trarily distributed busy and idle times. We focus on the infinite
regime and show how the threshold policy 7% can be imple-
mented for quickest detection in arbitrarily distributed ON—OFF
processes. When the busy and idle times are not geometrically
distributed or the observations are not i.i.d., the posterior prob-
ability ); is no longer a sufficient statistic in general. While the
optimality of 7% may be lost in this case, it can still be im-
plemented, and simulation results demonstrate its strong per-
formance as shown in Section VI.

Assume that the busy and idle times have distribution
{g90(k)}32; and {g1(k)}32,. respectively. We are particularly
interested in scenarios where the busy time distribution g is a
heavy-tail distribution. For example, in the context of cognitive
radio for opportunistic spectrum access, the connection time of
the primary users may have a heavy-tail distribution (see [27]
and [28] on the self-similar nature of the communication traffic
and its relation to heavy-tail distributed file size).

A commonly used heavy-tail distribution is the Pareto distri-
bution:

0, k<a
g0(k) = {a“(k‘“ - (k+1)7%), k>a

where a > 0 is the minimum busy time and « is the tail index.
We consider @ > 1 so that the busy time has a finite mean but
potentially infinite variance. It is easy to show that for a Pareto
distributed busy time B,V s > 0,

Pr[B>7r+s|B>7] /1 as 7—o0.

This is the persistency property of heavy-tail distributions. In
other words, a busy time that has lasted longer than a certain
threshold is more likely to persist into the future, and such ex-
ceptionally large realizations, albeit rare, dominate the average
behavior. This persistency property of heavy-tail distribution
makes it crucial to design an optimal switching rule to avoid
exceptionally long busy periods.

To implement 7%_, we only need to compute the belief value
At defined in (6). For arbitrarily distributed busy and idle times,
however, the belief can no longer be computed recursively as
given in (7). At each ¢, all the observations obtained in the cur-
rent process are needed for computing \;. For notation sim-
plicity, assume that the time index is reset to £ = 1 when the user
switches to a new process, i.e., X1, ..., X; are obtained from
the same process. We thus have (24), shown at the bottom of the
page, where Pr[7Zy = z1,..., 7Z; = 2] can be computed based

t—1
II f-, (X)) (X)) Pr[Zy = 21, ., Zoy = 241, Zp = 1]

(2150-52¢-1)€{0,1} 11 j=1
At -

(24)

> f[ [ (X5)Pr[Zy =21, 7 = 2]

(21,--,20)€{0,1}* j=1
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on the distributions of the busy and idle times. Specifically, let

r0,; denote the length of the ith segment of 0’s in (21, ..., 2:),
and 1 ; the length of the 7th segment of 1’sin (z1,...,2:). We
have
Pr[Z) = z1,...,Zs = 2]
(1- Ao)go(T01) IT 90(r0,i) IT 91(r1,6), ifz1=0
_ i>1 i>1
) Aogi(rin) IT go(roy) IT 91(r1e), if z1=1
i>1 i>1
(25)

where gy and g; are, respectively, the distributions of the
residual busy and idle times when the user starts observing
a process (after switching). Note that go and g; are different
from gg and g; (except when gg and g; are geometric) since the
time instant at which the user starts observing a process is not
synchronized with the starting point of a busy or idle period.
Based on the distribution of the so-called forward renewal time
or the residual life of a renewal interval [29], we have

1 oo
go(k) = . Zgo(l)-, k>0
1=k

g1(k) can be similarly obtained from g;. For Pareto distributed
busy time, we have

(26)

0<k<a
k>a

a—1
g_O(k) = { aao‘a_l ((k _ 1)7(a71) _ k*((:tfl))7

which remains to be a heavy-tail distribution with a tail index of
a — 1 (a heavier tail).

A recursive implementation of 7% can be obtained under the
assumption that the user will declare an idle period before the
process changes back to a busy period (i.e., the user experi-
ences at most a single change from busy to idle in each observed
process). This assumption holds approximately when channel
idle periods are longer than the detection time with high proba-
bility, which is the scenario when opportunistic spectrum access
is feasible. Under this assumption, we can obtain a recursive im-
plementation by considering the likelihood ratio A; defined sim-
ilarly to the case of quickest detection in a single process [6].
Specifically, the likelihood ratio A can be recursively updated
as follows:

A

[P =

A = G§(t—1) « go(t) f1(Xy) @7
( G5 (1) A1+ Gﬁ(t) fé(Xf)7 £>0

where G§(t) = 3277, go(k) is the complement cumulative
distribution of the residual busy time.

The threshold policy 7%, on A; is equivalent to a threshold
policy on ;\t: switch to a new process when ;\t < 75, continue
in the current process when A; € (7s,7q), and declare when
A > 714, where the switching threshold 77, = Ao /(1 — Ao), and
the detection threshold can be set to 7y = (1 — ¢)/C.

Extensions to non-i.i.d. observations can be similarly ob-
tained when the joint distributions of the observations are used
in (24) to calculate ;.
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B. Impact of the Switching Time

We have assumed that process switching time is negligible.
We show here that the threshold structure of the optimal policy
m’ still holds for the general case with an arbitrary switching
time 75. The only difference is that the optimal switching
threshold 7, is smaller than Ay when 7, > 0. This can be shown
by noticing that Vs(A:) = 75 + Vo (Ao), i.e., the horizontal line
in Fig. 4 is raised up by 7, and intersects with V() at a point
smaller than ). It is possible that when the switching time 7,
is sufficiently large, the optimal policy is to never switch.

C. Extension to Heterogeneous ON—OFF Processes

The N-dimensional POMDP formulation of quickest detec-
tion in N ON—OFF processes can be readily extended to handle
heterogeneous ON—OFF processes. In this case, the belief value
Ai(t) of the ith process 1s updated based on (16) by using the
parameters pgs), pI s f0 , and f1 of this particular process.
While the basic threshold structure of the optimal policy given
in Theorem 2 may be lost, the proposed low-complexity policy
7y can still be applied and has been observed to achieve near
optimal performance in simulation examples.

VI. SIMULATION EXAMPLES

In this section, we study the performance of 7% and 7y
through simulation examples. We consider the application of
cognitive radio for opportunistic spectrum access. The primary
signals are modeled as Gaussian signals in Gaussian noise, i.e.,
fo(z) and fi(z) are Gaussian distributions with zero mean
and variances o2 and o2, respectively. The signal-to-noise
ratio (SNR) is given by 10log (62 — 0?)/o?. In all the exam-
ples, the detection threshold 74 is set to 1 — (.

A. Infinite Regime

We first consider geometrically distributed busy and idle
times. Shown in Fig. 8 (left) is the expected time to catch an
idle period as a function of A, the fraction of idle time in each
channel. Compared to the strategy that stays in a single channel,

m’_ offers significant improvement over a large range of \g.

oo

When )\ is close to 1, these two strategies have comparable
performance. This is because when )\ is close to 1, with high
probability the user will hit an idle period immediately in the
first channel. This is confirmed in Fig. 8 (right), which plots the
expected number of channels visited under 7% as a function of
Ao. This figure also shows that even when )\ is small, the user
only needs to visit a small number of channels before catching
an idle one. Yet a significant reduction in detection time is
achieved over the single-channel strategy. This observation
also suggests that we do not require a large number of channels
to see the optimality of 7%

We now consider the case where the idle time has a geometric
distribution and the busy time has a truncated Pareto distribu-
tion with a truncation window length W. The distribution of the
residual busy time is given by

(e=1)(A=(5)")
aa®(a=(a—1) W —(a—1)
—(a—1 —(a—1 —a
o))y BTl 1 <k S W
0 E>W.

1<k<a

go(k) =
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Fig. 9. Average detection time versus 1 g for Pareto distributed busy time
(Ao = 0.5,a = 200, = 1.01, m;y = Ao/(1=Xg)mp, ( = 0.1,
SNR = 10).

Fig. 9 shows the expected detection time as a function of
the average busy time mp. Specifically, we increase both the
average busy time mp (by increasing the truncation window
W) and the average idle time m; while keeping the fraction
Ao of idle time fixed. We observe that the average detection
time of the single-channel strategy increases quickly with m g,
as expected. In sharp contrast, 7% maintains the same average
detection time, independent of the average busy time in every
channel. This is due to the channel switching mechanism in 7%
that avoids large realizations of busy period.

B. Finite Regime

In Fig. 10, we show the performance of 7 for different V.
We increase both mp and my while keeping A fixed. We ob-
serve that the average detection time decreases quickly as NV
increases, and the performance of 7y quickly converges to that
of the optimal policy 7% for the infinite-channel case.

Shown in Fig. 11 is the performance of 7y at different SNR.
We use the full-sensing scheme (i.e., the user can sense all chan-
nels simultaneously) as a benchmark, which provides a lower

pr = pe(1—2X0)/Ao, SNR = 10,¢ = 0.1).

1500

- 9 = Single Channel Strategy
-X -

m— Full-Sensing

-
o
o
o

Average Detection Time
a
o
o

Fig. 11. Average detection time versus SNR (m; = 500, mp = 600,( =
0.1, N = 4).

bound on the minimum detection time. We observe that 7
achieves near optimal performance and offers significant im-
provement over the single-channel strategy.
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VII. CONCLUSION

In this paper, we have formulated and studied a new form
of quickest change detection: quickest detection of an idle pe-
riod in multiple ON—OFF processes. A Bayesian formulation of
the problem is developed within a decision-theoretic framework
based on the theory of POMDP. The simple threshold structure
of the optimal decision rules are established.

Future work includes investigating the optimality of the pro-
posed low-complexity policy 7 in the finite regime and the
asymptotic (¢ — 0) optimality of the threshold policy 7%, for
infinite ON—OFF processes with arbitrarily distributed busy and
idle times. In this paper, we have focused on the Bayesian for-
mulation of quickest detection in multiple ON—OFF processes.
Whether a minimax type of formulation of the problem can
be developed is open for discussion and interpretation. Note
that in the classic quickest change detection that deals with a
single change point, one can consider the worst-case detection
delay over all possible values of the change point. This formu-
lation does not directly extend to quickest detection in multiple
ON-OFF processes with an infinite number of change points in
each process. One possibility is to consider the minimization of
the worst-case detection delay over all possible distributions of
the busy and idle times. Whether this leads to a well formulated
problem with tractable solutions is open for exploration.

APPENDIX A
PROOF OF LEMMA 1

It follows directly from (11) and (12) that Vs(A:) = Ve(Ao)
and is independent of \;. The linearity of Vp(A;) is obvious
from (13).

The concavity and monotonicity of Ve (\;) is proven
by considering the finite horizon problem of length K,
i.e., the user needs to declare within K units of time. Let
VE), VE(), VE(XN) denote the corresponding value
functions. We have

VE) = min{VE (M), VEO), Vb(A)}, K >0
VOA) =Vp(M) = (1= Ay). (28)
Furthermore, it is easy to see that V; € [0, 1],

Vo(A) = lim VE ().

It thus suffices to show that VS ()\;) is concave and monotone
for all K, which is proven by induction.

Consider first the concavity of V£ ();). The initial condition
holds as shown below.

oo

VA (M) :1+/ P(z; M\)VY(T (\|x))d

— 00

=14 /00 P(z; \)y(1 = T (A\t|z))dx

J —o0

=1+ /OO v[ps — (1 = pp — pr)Ai] fo(z)dz

— 00

=[1+vpB] =v(1 = pB — pr)\t (29)
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which is linear, thus concave. As a consequence, V' 1()\;) is the
minimum of three linear functions [see (28)]. It is thus also
concave.

Assume that VZ ()\;) and VE (\;) are concave. Then VE (),)
can be written as the minimum of infinitely many (potentially
uncountable) linear functions of \;. With an abuse of notation,
we index these linear functions by 7 € RT, ie., 3 a;,b; € R
such that

VEN) = 'Iél%g{ai +bid}. (30)

We thus have
VET ()

=1+ / P(z; M)VE(T (\|z))dx

— 00
oo

—14 / Pla; \) min{a; + b T (o) }da

—00

= 1—|—/ min{a; P(z; \t)+b;[ps+(1— pg —pr) M) f1(2) }dz

oo

14 / min{[(a; + b)) f1(2)p5 + fo(x)ps]
T [as + b) 1 (2) (L —pr—ps)— fo(@) (1 —p5 —pr)]Ar}da.

€1V

We can see that for any given z, the integrand in (31) is the
minimum of linear functions of )\, thus concave in \;. It thus
follows that Vé" *1(\;) is concave (this can be easily shown by
the definition of concavity). Consequently, VE+1();) is con-
cave from (28).

Next, we show the monotonicity of V/(\;) by induction.
From (29) we know that V2 (\;) is monotonically decreasing
with A\; when pp + pr < 1. The monotonicity of V1();) thus
follows from (28) by noticing that Vp()\;) is decreasing and
VE(At) = VA(Ao) is constant in A;.

Assume that V2 ()\;) and V¥ ();) are monotonically de-
creasing with A; when pg + py < 1. We now show the
monotonicity of V™! ()\;) by considering its derivative.

SV
— [ P@aVE T )
- /o:o di/\t[P(x; M) VE(T (M\)z))]da (33)
_ /: di)\t[P(:v; AIVE (T (Aee))de
+/Z P(x;,\t)di)\t[VK(T(Atu))]dx (34)

where the exchange of derivative and integral in (33) follows
from [30, Theorem 2.27].



6004

Next, we show that both terms in (34) are non-positive,
which leads to the monotonicity of VZ*!()\;). Consider first
the second term:

SVET k) = 5

X WVK(T(AtI:v))iT(Atlx).

dX:

It can be shown from (8) that d/d\T(A\]z) > 0
when pp + pr < 1. By the induction assumption,
d/dT (\e|w)VE(T (\¢|r)) < 0. The second term is thus
non-positive.
To show that the first term is non-positive, we first prove the
following lemma.
Lemma 3:

inf

su
z:f1(2)< fo(x) P

z: f1(2)> fo(x)

V(T (Ael2)) 2 VE(T (Aer)).-

(35)

Proof: By the induction assumption, VE (7 (\]z)) is
monotonically decreasing with 7 (A:|z). To prove (35), it is
equivalent to prove that

T (M\t|x
Tz fi(x)>fo(x) (Aele)

sup
x:f1(x)< fo(x)

which is equivalent to prove that

1

inf _ > sup —_. (36)
z: f1(z)<fo(x) T(/\t|£17) @ fr (@)> fo () T()\t|$)
From (8), it is easy to see that
. 1 . fo(z) }
inf e inf C-
z: f1(x)< fo(x) T()\t|$> z: f1(z)<fo(z) { fl(x)
>1+C
1 fo(:l?) }
sup — = sup 1+C
w:fi(@)>fo(@) T Me|Z)  wipi(@)> fo @) { fi(x)
<1+C,
where -
O Aepr + %\tﬁB
\eDr + MpB
Thus, (36) follows, and we arrive at Lemma 3. [ |
Since

SIP@N] = (1= p5 — p1) () ~ fola),

the first term of (34) can be written as, after omitting the positive
constant 1 — pp — py,

/ T (Ai(@) = Jol@))VE(T (M)

- / (F1(2) = fo@)VE (T (Aela)de
Ja: fi(x)< fo(x)

+ / (1(2) = fo(@)VE (T(Aila))da
z:f1(x)> fo(x)
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< inf
z: f1 ()< fo(z)

z) — fo(z))dx
X/l"!fl(x)ﬁfo(x)(fl( ) fO( ))
VE(T (M)

VE(T (M)

+ sup
z:f1(z)> fo(x)

x) — x))dx
x / e ) = )

S A o) VE(T (M) /_w(fl(x) — fo(z))dz = 0
(37)

where (37) follows from Lemma 3.

The monotonicity of VX *'();) thus follows. The mono-
tonicity of VE+L()\;) follows from (28). This completes the
proof of Lemma 1.

APPENDIX B
PROOF OF LEMMA 2

L2.2 follows from the homogeneity of the channels and the
sufficiency of the belief statistics. L2.3 follows directly from
(20). Similar to the proof for Lemma 1, L2.1 is proven by con-
sidering the finite horizon problem with length K. Specifically,
we show by induction that when pg + pr < 1, Véf()\l, Ag) are
concave and monotonically decreasing with \; for all 4.

Consider first the concavity of Vé‘ (A1, A2). Without loss of
generality, we consider V& (A1, Az).

When K = 1, we have

Ve, (A1, M)

14 / P M)VOUT (M |2), T(he))de

— 00
oo

g / Plas A) minfy(1 = T([2)), /(1 = T(h) b

— 00
oo

- 1+'/ min{y(1=T (M) fo(x), 7 P(2: M) (1~ T (Aa))}do.

(38)

It is easy to see that for any given x, the integrand
of (38) is the minimum of two linear functions of Ay
when X, is given (and vise versa). The concavity of
VA (A1, A2) thus follows. Consequently, V1(Ay,X2) =
IIliIl{VD1 (/\1), VD2 (/\2), VC1 (/\1, )\2)7 VY(;'2 ()\1, )\2)} is concave
in \; for all 2.

Assume that VZ (A1, A2) and V5 (A1, X2) are concave in \;
for all . Similar to the proof in Lemma 1, the concavity of
Vg{"’l()\l, A2) can be shown by writing V (A1, \2) as the min-
imum of infinitely many linear functions of \; [see (30)]. Con-
sequently, VE+L(\{, \y) is concave in \; for all i.

Consider now the monotonicity of V& (A1, A2). When K =
1, we have

Vcl1 (A, A2) =1 —I-/

— 00

(e}

P(z; \M)VY(T (M|z), T(N2)) (39)
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where VO(A1,A2) = min{y(1 — A1),7(1 — A2)}, is monoton-
ically decreasing with A; for any given As.

Since P(z; A1) and 7 (A1]z) in (39) have the same form as
P(xz; ) and 7 (M¢]z) in the case with infinite processes, the
monotonicity of Vél (A1, A2) in Aq can be proved in the same
way as given in Lemma 1 [see (32)] by checking the derivative
of V& (A1, A2) with respect to A;.

To show the monotonicity of Vél (A1, A2) in Ao, consider

=— [ P(z;\)VY (T (\|x), T(N2))dz

_ / Plas )2 (VT (), T (ha)) )

E 0o
T V(T (ale), T()) 9T (M)
_/ PlwiAy) 9T (a) X
<0

where the last inequality follows from the monotonicity of
VO(A1,X2) in Ay and 9T (X2)/0A2 > 0. Consequently, we
have the monotonicity of V(Ay, X2) in \; for all .

Assume that VZ (A1, A2) and V¥ (A1, A2) are monotonically
decreasing in \; for all 4. Then we can prove the statement for
K + 1 by following the same procedure as in proving the case
of K = 1.

APPENDIX C
PROOF OF THEOREM 2

The symmetric structure of the optimal policy follows
directly from L2.2. The concavity and monotonicity of
Ve, (A1, A2) given in L2.1 and the linearity of Vp, (A1, A2) in
L2.3 lead to the unique interface between actions C' and D
given in (21) and illustrated in Fig. 6.

To see the monotonicity of (), we take 74(\2) for example
and prove its monotonicity by contradiction.

Let 7;(A2) (¢ = 1,2) be the intersecting curve between
Ve, (A1, A2) and Vp, (A1). We thus have

na(A2) = max{ni (A2), n2(X2)}

Therefore, it is sufficient to prove that both 7; (A2) and n2(\2)
are monotonically increasing in Ao. We prove this property for
71 (A2); the proof for n2(A2) is similar.

Assume that 71 (A2) is not monotonically increasing in As.
Then there exist two points (A}, A}) and (A7, \]) on 71(A2)
such that A} > A}, and A} < A]. Since n1(\2) is the intersecting
curve, we have

(40)

Ve, (A1, Ay) =Vp, ()
(A 41

Vo, (M, A5) =Vp, (\]).

Consider the point (A}, A}). Recall that (A}, A}) is a point on
the intersecting curve 71 (A2). Thus, for the fixed \j, the con-
cave function Vi, (A1, Ay) of A1 and the linear function Vp, (A1)
have a unique intersecting point at A; = A/. Since the end point
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Ve, (0, A%) is smaller than the end point Vp, (0), we know that
at Ay = A/ which is smaller than the intersecting point A},
Ve, (A1, Ay) lies below Vp, (A1), i.e.,

Ve, (AT, A5) < Vp, (AY) (42)
which contradicts with the monotonicity of Vi, (A1, \2) stating
that

VCl( Ill7/\l2) > Vcl( /117)‘121) = VDI ()‘Ill)

APPENDIX D
PROOF OF THEOREM 3

When pp + pr < 1, the underlying two-state Markov chain
governing each ON—OFF process is positively correlated. For any
A < Ao, we have

A< T(A) < Ao,

i.e., if a process with belief smaller than )\ is not observed, then
its belief will increase monotonically but can never exceed g
(see Lemma 1 in [31] for a detailed proof with the following
notation exchanges: \g = wy, A = w, pp = Po1, PI = P10)-
Under 7, since the initial belief of all processes is \g, the user
abandons the current process when its belief drops below Ag.
When N — o0, the user will not revisit an abandoned process
since its belief is always smaller than that of a new process.
The actions taken under 7 thus converge to that under 7% as
N — co.
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