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Introduction

0 Motivation

0 Taxonomy

0 Technical challenges
0 Applications

e Q. Zhao, A. Swami, “A Survey of Dynamic Spectrum Access: Signal
Processing and Networking Perspectives,” IEEE ICASSP 2007.

e Q. Zhao, B.M. Sadler, “A Survey of Dynamic Spectrum Access,” IEEE
Signal Processing Magazine, May, 2007.
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Limited Supply
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Growing Demand

THE ELECTROMAGNETIC SPECTRUM
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Regulation Prior to 1927: Open to All

Herbert Hoover

The Secretary of Commerce...and
Under-Secretary of Everything Else!

O Agency: Department of Commerce.
O Service: AM radio broadcasting.
O Limited power: cannot deny license to anyone.
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Since 1927: Tight Control by FCC
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0 Federal Communications Commission (FRC b. 1934).
O All non-Federal Government use of the spectrum.
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Current Policy & Spectrum Scarcity

UNITED
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O Fixed allocation O Little Sharing
O Rigid requirements on how to use
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Spectrum Opportunities

in Space, Time, & Frequency
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Measured Spectrum Occupancy

Amateur:

Aero Radar, Military:

Space/Satellite, Fixed Mobile, Telemetry:
Mobile Satellite, GPS, Meteorologicial:
Fixed, Fixed Mobile:

PCS, Asyn, |so:

TV Aux:

Commen Carriers, Private, MDS:
Space Operation, Fixed:

Amateur, WCS, DARS:

Telemetry:

U-PCS, ISM (Unlicensed):

ITFS, MMDS:

Surveillance Radar:

Measured Spectrum Occupancy Averaged over Seven Locations

PLM, Amateur, others: 30-54 MHz ==
TV 2-5,
Air traffic Control, Aero Nav: 108-138 MHz |3
Fixed Mobile, Amateur, others:138-174 MHz /4
TV 7-13: 174-216 MHz ==
Maritime Mobile, Amateur, others: 216-225 MHz
Fixed Mobile, Aero, others: 225-406 MHz
Amateur, Fixed, Mobile, Radiolocation, 406-470 MHz ==
TV 14-20: 470-512 MHz |
TV 21-36: 512-608 MHz | 1
TV 37-51: 608-698 MHz | 1
TV 52-69: 698-806 MHz |
Cell phone and SMR: 806-902 MHz | 1
Unlicensed: 902-928 MHz /=
Paging, SMS, Fixed, BX Aux, and FMS: 928-906 MHz /43
IFF, TACAN, GPS, others: 960-1240 MHz

RC: 54-88 MHz

1240-1300 MHz |
1300-1400 MHz |
1400-1525 MHz |
1525-1710 MHz |
1710-1850 MHz |
1850-1990 MHz

1990-2110 MHz =
2110-2200 MHz B
2200-2300 MHz =
2300-23680 MHz ===
2360-2390 MHz |
2390-2500 MHz /4
2500-2686 MHz |/

2686-2900 MHz p
0.0% 25.0% 50.0% 75.0% 100.0%

Spectrum Occupancy

(Credit: SSC)
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Diverse Ideas, Confusing Terms

Dynamic spectrum access
Dynamic spectrum allocation
Spectrum property rights
Spectrum commons
Opportunistic spectrum access
Spectrum pooling

Spectrum underlay

Spectrum overlay

Cognitive radio

O OO0 00000000

12
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A Taxonomy of DSA

.

13
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Three DSA Models

B

14
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Exclusive Use Model

B

L Maintains the basic structure: license for exclusive use

O Introduces flexibility in allocation and spectrum usage 15
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Exclusive Use Model

E— 4

L Maintains the basic structure: license for exclusive use

O Introduces flexibility in allocation and spectrum usage 16
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Spectrum Property Rights

S 4

O Allows selling and trading spectrum and freely choosing technology

0 Let economy & market determine the most profitable use of spectrdm
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Nobel Prize Winning Idea

Ronald H. Coase

Nobel Prize Laureate
in Economics (1991)

R. Coase, “The federal communications commission,”
J. Law and Economics, pp. 1-40, 1959.

18



© Q. Zhao, A. Swami, Tutorial at MILCOM 2008

Coase Theorem

Coase Theorem: All government
allocations of a public good are
equally efficient in the absence of
transaction costs.

Ronald H. Coase

Nobel Prize Laureate
in Economics (1991)

R. Coase, “The federal communications commission,”
J. Law and Economics, pp. 1-40, 1959.

19
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Coase Theorem

T

Ronald H. Coase

Nobel Prize Laureate
iIn Economics (1991)

Coase Theorem: All government
allocations of a public good are
equally efficient in the absence of
transaction costs.
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George J. Stigler

Milton Friedman

Nobel Prize Laureate,,
iIn Economics (1982)

Nobel Prize Laureate
iIn Economics (1976)



© Q. Zhao, A. Swami, Tutorial at MILCOM 2008

Coase Theorem

Ronald H. Coase

Nobel Prize Laureate
iIn Economics (1991)

Coase Theorem: All government
allocations of a public good are
equally efficient in the absence of
transaction costs.

Government Regulation: not to
find the most efficient allocation, but
to minimize transaction costs.

Spectrum Property Rights: Allow
licensees to sell and trade spectrum
and freely choose technology.

21
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Spectrum Property Rights

How To Define and Enforce?

NO

RESPASSING

O Spatial, Spectral Spillover
- = Measured or computed?
m TX or RX’s responsibility?

0 How to detect trespassing

(D. Hatfield and P. Weiser, 2005 DySpan)

Need Accurate Yet Simple Signal Propagation Models

And Filter Design For Effective Spillover Suppression.
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Dynamic Spectrum Allocation

T

O Dynamic spectrum assignment to different services

O Exploiting spatial and temporal traffic statistics

23
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Dynamic Spectrum Allocation

ADemand Frequency

UMTS

DVB-T

>Time Time

O Traffic statistical modeling, estimation, and prediction

O Centralized and distributed spectrum allocation
(L. Xu, etal, 2000, P. Leaves, etal, 2004)
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Open Sharing Model

S 4

0 Open sharing among peer users (spectrum commons)

0 Draws support from the success of unlicensed ISM bands 25
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Hierarchical Access Model

S 4

O Hierarchical access with primary and secondary users

O sharing with limited interference to primary users (licensees) 26
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Hierarchical Access Model

B

0 Spectrum underlay: constraint on transmission power

O Spectrum overlay: constraint on when and where to transmit 27
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Underlay vs. Overlay

Spectrum Underlay (UWB) Spectrum Overlay (OSA)
PSD PSD

PrimarD PrimarD
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A Taxonomy of DSA

29
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Cognitive Radio

O Software Defined Radio
= Promoted by Mitola in 1991

= A multiband radio supporting multiple air
Interfaces and reconfigurable through software

O Cognitive Radio
= Promoted by Mitola in 1998
= Built upon a software defined radio platform
= Context-aware, autonomous reconfigurable
= Learning from and adapting to environment
= Applications not limited to DSA

30
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Cognitive Radio: The Physical Platform
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Toward Dynamic Spectrum Access
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Spectrum Overlay: Applications

= Opportunistic use based on hierarchical price structures
= Emergency response and military applications
= Integration of emerging applications such as sensor networks

33
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Spectrum Overlay: Technical Issues

O Physical Layer
= Opportunity sensing
= Interference Aggregation

o MAC Layer

= Opportunity tracking and learning
= Opportunity exploitation with imperfect sensing
= Opportunity sharing

O Network Layer
= Power control and routing

34



©Q. Zhao, A. Swami, Tutorial at MILCOM 2008.

Spectrum Sensing and Opportunity ldentification
PHY Layer Issues

e Model and detection problem

e How should we sense?

e Cooperative Sensing

e Hardware Challenges

e Waveform Design & Modulation

e Interference Constraints
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Channel Sensing Model: Slotted Primary Users

Opportunities
/ ﬁ
S a N

i Sl(l) =0 i 51(2):1 i 51(3):() i i i Sl(T):O i t
0 1 2 3 T "
Sy(1)=1 Sx(2)=0 Sy(3)=0 Sy(T) =0

N independent channels, each with bandwidth B;.
Secondary users search for opportunities independently.

Every primary tx interferes with all secondary users (symmetric).

vV v v Y

How to detect whitespace?
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802.22 Draft DFS Sensing Requirements

Parameter Digital TV | Wireless Microphone
(Part 74)
Channel Detection Time < 2 sec < 2 sec
Channel Move Time 2 sec 2 sec
Detection Threshold - 116 dBM - 107 dBm
(required sensitivity) | (over 6 MHz)| (over 200 KHz)
Probability of detection 0.9 0.9
Probability of false alarm 0.1 0.1
SNR - 21 db -12 dB

» Low SNR regime

FCC ET Docket no. 03-122, November 18, 2003, Cordeiro et al, Ghosh et al, Shellhammer
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Spectrum Sensor at PHY

Binary Hypotheses Test:
H, (idle) vs. H; (busy)

Two Types of Sensing Errors:
» opportunity overlook: H, — H; ¢ 2 prob. of overlook

» opportunity misidentification: H; — H, 5 £ prob. of misidentification

Receiver Operating Characteristics (ROC): 1 —§ vs. ¢

1

o
©
T

o
©
T

Probability of Detection 1 — &
U

o
=

o

0 011 012 013 . .014 015 016 017 018 019 1
Probability of False Alarm ¢
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Spectrum Sensor at PHY

Binary Hypotheses Test:
H, (idle) vs. H; (busy)

Two Types of Sensing Errors:
» opportunity overlook: H, — H; ¢ 2 prob. of overlook

» opportunity misidentification: H; — H, 5 £ prob. of misidentification

Receiver Operating Characteristics (ROC): 1 —§ vs. ¢

1

o
©
T

o
©
T

€ | How to choose operating point 67

o
3
4

o
)
T

» Overlook vs. Misidentification

o
&)
T

o
S
T

Which is worse:

o
w
T

» false alarm or miss detection?

Probability of Detection 1 — &

o
=

o

0 011 012 013 . '014 015 016 017 018 019 1
Probability of False Alarm ¢
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Spectrum Sensor at PHY: MAC performance

Binary Hypotheses Test:
H, (idle) vs. H,; (busy)

MAC Layer Performance

» Probability of success Pg
(throughput)

» Probability of collision P

» Objective: maxPs s.t. Po<(

6 < (¢ How to choose operating
— point 67

. - I
conservative aggressive : €

|
e S St S——

0> (
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Channel Sensing Model: unslotted primary users

Secondary users

Sensing Transmission

S [ -
- |

Ly L—1L,

Channel 1

vy Acknowledgement

Channel N

» Slotted secondary usage, with sensing, data, and ACK periods

» Problem: Given measurements during sensing time, detect the channel state

A

Slot (L)

during transmission time.

Is a sensed idle channel an opportunity?

» Challenge: Even with perfect sensing, opportunity detection is subject to

Eerrors.
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Spectrum Sensor at PHY

Binary Hypotheses Test: (channel n in slot k)
Hy (O,(k) =1: opportunity) vs. H; (O,(k)=0: no opportunity)

» Let O,(k) denote the sensing outcome.

Two Types of Sensing Errors:
» false alarm: H, — H, en(k) 2 Pr{O,(k) = 0|0, (k) = 1}
» miss detection: H, — H, on (k) 2 Pr{0,(k) = 0|0, (k) = 1}

Receiver Operating Characteristics (ROC): 1 —§ vs. ¢

1

o
©

o
©

o
3
T Y - T

o
=)

| How to choose the operating point (¢,(k), 6,(k))

o
«
T

I
~
T T

for each channel at each slot?

o
w

o
)

Probability of Detection 1 — &

o
[

0 L L L L L L L L L
0 0.1 0.2 0.3 0.4 0.5 0.6 0.7 0.8 0.9 1

Probability of False Alarm €
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Spectrum Sensing: Some key questions

How should we sense?
» Choice of detectors
» Tradeoff SU QoS with PU protection

» Detecting spectrum opportunities
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Energy Detection

10

» Pros: easily implemented; minimal assumptions

» Cons: poor performance with noise uncertainty
and with multiple secondary users
Performance ~ 1/SNR? at low SNR

Hy: (idle) y(n) =
Hy @ (busy) y(n) =

N
: . 1
Decide H, if z = N Z ly(n)|? > 7(N, c2)
Under Hj : z~N(o?, 0l /N)

Under H; : z~N(o},0,/N), o,:
=0 = 00Q" (Pra) — Q™ (Pp)

I
Q
S
+
Q
® N

VNSNR = Q™' (Ppa) — (1+SNR)Q ™' (Pp)
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Choice of Detectors - Cyclic Detectors (2)

» Exploit guard bands in frequency, known carriers, data rates, modulation type

» Pros: f., T, easy to detect via square-law devices, or cyclic approaches

Cyclic approaches useful when 2 is unknown (avoid SNR wall)

Test Statistic : S(f;7) = %;y(n)y(n n T)e—j%fn
Easily implemented via FFTs

» Cons: Timing and frequency jitter can be detrimental
Requires long integration times

RF non-linearities; Spectral leakage (ACI).

Cabric et al, Asiloamr'04 Cabric-Brodersen, PIMRC'05
Ghozzi et al, Crowncom'06 da Silva-Choi-Kim,ITA Wkhsp '07
Lee-Yoon-Kim,ICIPC'07 Kim et al, Dyspan'07

Ye et al, SPS Wkshp '07 Tu et al, PIMRC'07

Sutton-Nolan-Doyle, JSAC'08

General references on cyclic detection: Giannakis; Gardener
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12

Choice of Detectors: Matched Filter (3)

» Exploit pilots or sync (PN) sequences in primary (WRAN 802.22)

N
1
Test Statistic : z = v nz:; y(n)s(n)

» Pros: Correlation detection is usually better than energy detection.
Performance ~ 1/SNR at low SNR

Q '(Pra) — Q '(Pp) =

NSNR

» Cons: fading may null pilot; need to cope with time and freq sync

Other Detectors based on

Receiver leakage
Signal correlation
Fast fading
Multiple antennas

Wild-Ramachandran, Dyspan'05
Zeng et al, PIMRC'07
Larson-Regnoli, CommLett'07

Pandhripande-Linnartz, ICC'07

Li et al, JSAC'07 - Exploits pilots, for interference detection
Kundargi-Tewfik, ICASSP'08 - sequential tests with pilots
Yu-Sung-Lee, ICASSP'08 - exploit PU pilots

HMM classifier
Wavelet-based
Multi-resolution
Compressed sensing

Kyouwoong et al, Dyspan'07
Tian-Giannakis, CrownCom’06
Neihart-Roy-Allstot, ISCAS'07

Tian-Giannakis, ICASSP'07
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Spectrum Sensing: Some key questions

13

How should we sense?
» Choice of detectors
» Tradeoff SU QoS with PU protection

» Detecting spectrum opportunities



©Q. Zhao, A. Swami, Tutorial at MILCOM 2008.

How long should the sensing time be

14

e Channel coherence

e Primary’s traffic patterns (e.g., fractional on-time)

e Interference constraints

e Primary and secondary user powers; noise power

e Fading, multipath, shadowing

e Multiple primaries? Spatial distribution

e Multiple secondary users? (aggregate interference)

e SU QoS (rate, reliability, latency) and constraints (power, cooperation)
e Can we exploit PU Modulation, pilots, sync signals,

e Complexity and specifics of algorithms

e Robustness

Detection problem cannot be solved in isolation
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Optimizing sensing time for detection

N = 2(SNR) ?[Q Y (Pra) — Q"' (Pp)]?

» What if we do not know the noise variance?

» Could use sample estimate of noise variance,
62 € lao?, bo?], a,b~1/vVN
» To ensure desired performance with uncertainty, need

N = 2(SNR — A)_2[Z)Q_1(PFA) — (SNR + Q)Q_l(PD)]Q

» Energy Detector breaks down when SNR ~ A = b — a, uncertainty

Tandra and Sahai’'s SNR wall, JSTSP, 2008

» Example: 6 MHz BW, 1 sec. obs time, A ~0.0022, SNR threshold = —23dB,
close to operating SNR of -21 dB in the 802.22 standard

» Robustness to model imperfections important at low SNR
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Optimizing sensing time for throughput

» Trade off sensing accuracy of throughput
» Slot size of length N - devote n samples for sensing

» Maximize throughput efficiency
N —n

n(n) === (1= Pra(n)

» For specified Pp (interference constraint)

Ppa(n) = Q ((1+SNR)Q'(Pp) + SNRy/n)

» n* and throughput increase as N |

»n* |andn T as SNR 1
» n* T and n | as interference constraint |

» Does this represent SU performance?
Wang et al, WCNC 2007

Kattepur et al, ICICSP 2007
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Spectrum Sensing: Some key questions

17

How should we sense?

» Choice of detectors

» Tradeoff SU QoS with PU protection

» Detecting spectrum opportunities
Choosing ‘sensing radius’ or threshold
Interaction with MAC
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Whitespace Detection to Opportunity Detection

18

» Is detecting primary signals = detecting spectrum opportunity?
» How does PHY performance translate to MAC performance?
We want to detect primary receivers!

PU locations are unknown

If PU is loud but SU is not
listening, is it interference?
SU-TX and SU-TX must
jointly detect opportunities

Pg = (1 — Pra) PrHy

Po = Pyp
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Spectrum Opportunity: Definition

19

e/ @

A channel is an opportunity for A — B if
» the transmission from A to B can succeed

» the interference power to primary is below a prescribed level
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Power Control Based on Cooperative SensingG? !

1 Basic Idea

Employ independent secondary sensing stations to improve the performance of
detecting the primary signals.

I Each secondary user determines its transmission power based on the CINR
report from its nearby sensing stations. Here CINR is deflned as the ratio of
the received power of the primary signal to the received power of the secondary

signal plus noise.

I Simulation Results

2 Network model: a secondary transmitter with randomly distributed
secondary sensing stations; one primary base station and several primary

receivers.

2 Performance metric: successful transmission probability and the ratio of
primary receivers that are afiected by the secondary transmitter.

8Youngjin Yu, Hidekazu Murata, Koji Yamamoto, and Susumu Yoshida, \Multi-hop Cooperative Sensing and Transmit Power Control Based on Interference Information for Cognitive Radio,"

IEEE 18th International Symposium on Personal, Indoor and Mobile Radio Communications, Sep. 2007.
“Naotaka Shibata, Koji Yamamoto, Hidekazu Murata, and Susumu Yoshida, \Joint Efiect of Power Control, Access Control, and Multi-hop Transmission on Area Spectra E—ciency of Cognitive

Radio System," IEEE 6th International Conference on Information, Communications & Signal Processing, Dec. 2007.
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Programs, Policies, Standards

»Programs
e Policies
e Standards
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CN Programs

 NSF Programmable Wireless Networks (ProWiN)
www.nsf.gov/cise/cns/prowin.|sp

e European research initiative: end-to-end reconfigurability (E°R)
e2r.motlabs.com/front-page

« WINNER: Wireless world initiative new radio www.ist-winner.org

« U.S. National Institute of Justice
WWW.0[p.usdoj.gov/nij/topics/technology/communication/research-priorities.htm

- U.S. Army Spectrum Exploitation Program

« DARPA XG and related programs

« CERDEC CN Study

« FCC www.fcc.gov/oet/spectrum

e ITU www.itu.int/publications/main_pub/frequency html
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DARPA Programs related to DSA / CR

Traditional Nets Some curent DARPA Programs Objective DOD MANET

Source: Chris Ramming’s presentation at WAND Proposer day. Feb 2006, online at
www.darpa.mil/STO/Solicitations/WAND/pdf/CBMANET_WAND_proposer_day_briefing.pdf




© Q. Zhao, A. Swami, Tutorial at MILCOM 2008

DARPA XG Program

Develop Technology and System Concepts for DoD to
Dynamically Access All Available Spectrum

e Complexity of planning large-scale dynamic networks

= Spectrum regulation policies and processes vary by
country, region, even by DoD unit

— Military: Purple problem; Coalition planning, with NGO'’s
e Interference prevention and coexistence with QoS and
cost constraints

Basic Components:

e Real-time low-power wideband spectrum sensing

e Rapid characterization of signals and waveforms

e React and Adapt: rapid formulation of best course of action
Credit: Preston Marhsall, XG Briefings, e.g., SWANS Conf., April 2005

http://www.daml.org/meetings/2005/04/pi/DARPA XG.pdf
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Cognitive Network Study at CERDEC

ROECON B Cognitive Networks

Problem Areas

" Cognitive PHY Layer

| jarterinas, wavetarns, MIMO, spectrum) |

Cognitive Net Control/Mgmt :
e (reaseners, onologies, modsls) ; ! v Dynamic Spectrum

FullCagritvs Utilization

- ﬁ; v'Network Control

s E“_“ b v'Software Radio

s e E.ﬁmH“¢ Evolution |

" &f— v Network Operations

v Network Learning /

Renctive  Uelibermtiee th:ﬂll

Uteers Tt Do Reasoning
Cognitive Protocol Stack | - Cognitive Net Learning Sources:
| leceptveMACand dbove] | | fesscalmachine aming) '

David Jimenez, Director (A),
CERDEC STCD, “STCD Future

[ “|deal” cognitive network State-of-the-art focuses on PHY layer and W'E Efforts & Direction”, 1 AFCEA
research publications and probotypes available for Luncheon,7 Jan 2008.
Relative amount of progress incorporating reasenersfontologies and machine Derek S. Morris. CERDEC STCD
in state-of-the-art so far learning in cognitive networks. ' '

“Cognitive Networking for Tactical

- : — - Army Applications”, Tekes
Objective: Network that unifies and exploits above cognitive techniques across all layers Workshop, Mar 2008.
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Programs, Policies, Standards

e Programs

»Policy — Is a deliberate plan of action
to guide decisions and achieve
rational outcome(s)

e Standards
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Examples of Policy

802.22

90% detection within 2 seconds at prescribed

power level

UWB

WNaN

FCC spectral mask f

Maintain 3dB SNR margin at protected receivers

Vacate channel within 500 ms
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Many sources of policy

Regulatory policy: interference avoidance; protection
to emergency services, incumbents and licensees

Military policy: Mission needs; C2 priorities; CSI
avoidance

Radio policy: control radio parameters

Policy implementations may differ e.g., back-off
window durations; reactive-proactive routing ...

» Policy Reasoning Engine to verify policy, detect
conflicts, negotiate and resolve conflicts

> Yes, No, possibly with additional constraints
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Typical Policy Life Cycle

) )

Graphic Adapted from ITA briefing
by Dinesh Verma, Dakshi Agrawal

et al

Some CR Policy Languages:
OWL, CoRaL

= =
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Policy Representation

Issues:

Must provide rich interface

Expressiveness vs. applicability to CR
Interoperability and testability — V&V
Security issues with dynamic policy updates

Examples:
UML, XTM, RDF, RDFS, ....

OWL — Web-based Ontology Language (BBN in XG)
CoRaL — Cognitive Radio Language (SRI in XG)

Berlemann et al, DySPAN 05

Chapin-Sicker, IEEE Comm Mag 06;

Wilkins et al, IEEE Wireless Comm 07

Kokar, The Role of Ontologies in Cognitive Radio

ITA: www.usukita.org

in Cognitive Radio Technology, ed., B. Fette, 2006.

10



© Q. Zhao, A. Swami, Tutorial at MILCOM 2008

XG Policy Reasoner

RF Info
Acquisition \

Reasoner

" RF Resource

Devel
Request 2P

Options L Process

System Request
Strategy
Reasoner

~ RF Transmit Select
_ Dppr::-rtumtm‘a

Plaiiarm

Source: P. Marshall and T. Martin, “XG Communications Program
Overview”, at WAND Industry Day, 27 Feb 2007, available at
www.darpa.mil/STO/Solicitations/WAND/pdf/XG_overview_for WAND.pdf
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Programs, Policies, Standards

e Programs
e Policy
» Standards

12



© Q. Zhao, A. Swami, Tutorial at MILCOM 2008

Commercial Standards

e 802.22 www.leee802/22
e Also various 802.11x and 802.16x

e |[EEE P1900 and SCC41

13
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802.22

Wireless Regional Area Networks (WRAN)

Uses TV bands 54 to 862 MHz
Provides 6 — 7 — 8 MHz bands
4 W EIRP default

Explicit requirements :

— Avoid interference with incumbents

— Channel sensing and measurements

— Coexist with DTV and wireless microphones

Explicit sub-slots to signal
~“Urgent coexistence’ (PU detected) and
~Self-coexistence’ (another WRAN cells detected)

14
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802.22 PHY/MAC Draft

Largely based on 802.16

Modulation

— OFDMA (IEEE 802.16d/e — WiBro)

— QPSK, 16-QAM, 64-QAM

— Channel bonding and aggregation optional
— Adaptive sub-carrier allocation

— Adaptive pilot insertion

— Channel coding: LDPC, STBC, Turbo

— 2048 carriers: 1440 modulated

MAC also based on 802.16 standard

15
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Other standards with 'CR’ features

802.11h - Dynamic Frequency Selection (DFS) and transmit power
control (TPC) to avoid interference with radar and satellite

e Quiet channels to test for presence of radar

e Test channels for radar before and during use
http://standards.ieee.org/getieee802/download/802.11h-2003.pdf

802.11y — 3.65-3.7 GHz band (fixed satellite / radar band)
e Provides for spatial exclusion zones

e Location-based policy (e.g., near borders)

e Must protect incumbent users

802.16 h — Explicit CR protocol, with co-existence and interference
avoidance

802.11j - 802.11 designed specially for to conform to local policies
In Japan; operates in 4.9-5 GHz band.

16
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Conclusion

17
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Conclusion: Dynamic Spectrum Access
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Conclusion: Spectrum Overlay

O Physical Layer
= Opportunity sensing
= Interference Aggregation

o MAC Layer

= Opportunity tracking and learning
= Opportunity exploitation with imperfect sensing
= Opportunity sharing

O Network Layer
= Power control and routing

O Regulatory Policy

19
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Some Open Issues

O Co-existence issues

o Hardware Issues: PHY — RF

O Security and privacy

0 Models and measurements

O Increased cross-layer interactions

O Multicast ...

O Policy translators

O All the usual radio issues with a twist

O True MANET & co-existence still far away ?
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