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Chapter 7

Conclusions and Future Work

This chapter concludes the dissertation by summarizing the major contributions

of the thesis and suggesting some key directions for future work.

7.1 Thesis Summary

The focus of this thesis is to analyze how adaptive resource control mechanisms
can be coordinated intelligently in large-scale networks to support the QoS objectives of
latency sensitive applications (LSA) such as real-time voice and video streams. Our goal
is to understand how to support the demanding QoS requirements as well as a stateful
approach (e.g., Int-Serv), yet maintaining the scalability or efficiency found in stateless
network architectures (e.g., Diff-Serv). The major contributions and results of this thesis

have four core components:
e workload modeling,
e architecture,

e specific algorithms for predictive reservations, admission control and traffic policing,

and
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e insights gained from simulations and implementation experience,

each of which is discussed in the following sub-sections.

7.1.1 Workload Modeling

First, we need to model the characteristics and performance requirements of LSAs
to drive the design and evaluation of the resource control schemes we proposed, including
the predictive reservation technique, TMAC- Traffic- Matriz based Admission Control and
MDAP-Malicious Flow Detection via Aggregate Policing. One common missing piece in
the previous work is the measure of how well these network-level QoS control mechanisms
satisfy application-level performance requirements, such as perceived audio/video quality
or user experience. To bridge this gap, we focus on Voice-over-IP (VoIP) as an example
workload and perform subjective experiments to quantify the impact of packet losses and
delays on perceived voice quality.

From our subjective testing (Chapter 3.2.2), we found that loss rates within 1-
2.5% are tolerable but received voice streams become incomprehensible when more than
4% of the packets are lost. To be conservative, we choose 1% as the maximum packet loss
rate allowed in a QoS-aware architecture to deliver high-quality VoIP. A separate study
based on traceroute experiments revealed that the propagation delay contributes to the
largest part of the end-to-end delay, but the queuing delay is the most variable component.
Therefore, we need to budget the per hop queuing delay so that the one-way transmission
delay of a VoIP packet stays below 150 ms, the recommended value for an acceptable user
experience [80]. Our design requires that per hop queuing delay be at most 5 ms, and we
use this upper-bound to choose an appropriate buffer size.

For performance evaluation purposes, we use VoIP as a typical LSA workload
because the impact of network congestion on its perceived quality is well-understood. To

capture the characteristics of the diverse LSA workloads (other than VoIP), we collected
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70 packet audio traces from a wide range of multimedia applications, including audio/video
conferencing and distant learning. We used these traces to generate traffic for our simula-

tions by modeling the inter-arrival process as Poisson.

7.1.2 Clearing House Architecture

We have designed a Clearing House (CH) architecture that facilitates resource
reservations across multiple routing domains. Two key ideas that contribute to the scala-
bility of the CH to a large user base are: hierarchy and aggregation. We treat the wide-area
network as a collection of smaller routing domains called a basic domains (BD). For example,
a basic domain (BD) can be a local POP network of an ISP, a Local Access Provider (LAP)
or a campus network. Several BDs can be aggregated to form logical domains (LDs) based
on geographical or administrative boundary. This introduces a hierarchical tree of logical
domains, and a CH-node is associated with each logical domain to regulate the intra-domain
aggregate reservations. As described in Chapter 4, the CH serves as a distributed resource
controlling system in which the processing load and state maintenance are distributed to
various nodes at different level of granularity. In our model, per-flow admission control is
only performed at the ingress edge router (ER) using the admission threshold computed by
the Local Clearing House (LCH). On the other hand, resource reservations are established
for aggregate flows that share the same pair of ingress-egress points. These reservations
are adapted dynamically based on predicted bandwidth requirement based on Gaussian ap-
proximation. The CH-nodes are also responsible for computing the traffic matrix at node

or POP-level (Chapter 5.1.2), and propagating the information up the CH-tree.

7.1.3 Resource Control Mechanisms

IP network resources need to be provisioned properly to protect LSA flows, e.g.,

through admission control at the edge and aggregate reservations on intra- and inter-domain
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links. In Chapter 5 and 6, we analyzed the resource control problems posed by both scal-
ability and performance challenges. We solved them using a combination of passive traffic
monitoring, session-level control techniques and enhancements to edge router mechanisms.

The following are some of our findings:

Aggregate Reservations using Gaussian Predictors Inour CH approach, reservations
are set up for aggregate traffic, rather than individual flows, so that no individual state
maintenance is required at any routers. We exploit the observation that when many
flows are aggregated, the total arrival rate can be approximated by a Gaussian distri-
bution under the Central Limit Theorem [110]. We introduced a passive monitoring
tool at edge routers to measure the aggregate mean and variance of the high-priority
traffic over a measurement window, Tmea. A Gaussian predictor (Chapter 5.2) is then
used to estimate the future bandwidth requirement based on the measured mean, vari-
ance and QoS performance goal. Qur trace-based simulations show that predictive
reservation technique can achieve loss rate of 0.12% with only 8% over-provisioning
when Thea = 1 minute. Gaussian predictor is robust if Tine, is smaller than the
time-scale at which bandwidth demand varies, regardless of the number of flows being

aggregated.

Traffic Matrix based Admission Control (TMAC) Our scheme, TMAC, leverages the
knowledge of network-wide traffic demand distributions and topology to compute the
admission threshold, U (s, d), for IE-Pipes between every pair of ingress router s, and
egress router d. U(s,d) is computed by splitting the bandwidth on a link shared by
several IE-Pipes in proportion to their aggregate traffic demand. Based on U(s,d)
and the measured existing load, TMAC determines if a flow should be admitted at
an ingress router (Chapter 5.3). Our simulation results show that TMAC can achieve

95% utilization level with less than 1% loss and 20% statistical multiplexing when a
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VoIP type workload is considered.

RxW Aggregate Scheduling The bottleneck of a CH-architecture lies in processing and
forwarding the inter-domain reservation requests for admission control at different
levels of granularity. We use RxW aggregate scheduling (Chapter 5.5.2) to enhance
the CH performance by classifying the requests that share the same path into the same
queue and scheduling them as an aggregate request. RxW shows a 71% improvement
over the throughput achieved using a standard First-In-First-Out (FIFO) queue. It
also reduces the mean reservation set-up time by greater than 4 times at a load of
3000 requests/second. More than 80% of the individual set up time is less than 200

ms.

Malicious Flow Detection via Aggregate Policing (MDAP) We propose a scalable
mechanism, MDAP, for policing and detecting malicious flows without having to keep
per-flow state at any edge routers. Our approach exploits the Internet’s hierarchical
structure and the inter-ISP economical relationships to impose special rules to ag-
gregate flows for policing. The first provider’s network is responsible for monitoring
individual flows and detecting malicious behavior. The subsequent ISPs only attempt
to verify the adherence of cross-domains traffic to their respective Service-Level Agree-
ments (SLAs). Through distributed edge coordination, the amount of states main-
tained by any edge router is reduced from O(n) to O(4/n), where n is the number of
admitted flows, while core routers are stateless. The parameters of MDAP detectors
control the trade-offs among different performance indexes, e.g., non-detection rate
and frequency of false alarms. The optimal choice of parameters is often dependent

on the operational goals of the network providers.

In this thesis, we consider preserving the QoS performance of legitimate flows to be

more important than punishing the malicious flows. With this in mind, we choose
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the parameters to minimize the degradation of QoS performance and detect as many
malicious flows as possible. Our results show that MDAP can successfully detect
a majority (64-83%) of the malicious flows with almost zero false-alarms. Packet
losses suffered by innocent flows due to undetected malicious activity are insignificant
(0.02-0.9%). The average detection time for correctly identified malicious flow is 26.9

seconds, which is less than 1/10 of the average flow lifetime.

7.1.4 Key Design Principles and Lessons

In addition to solving specific resource allocation problems discussed above, we
also gather a set of general principles and lessons through our design process, simulation

and implementation experience.

Hierarchical Approach In our work, we develop the idea of hierarchical organization
with distributed control as a design methodology by which network-wide information
is abstracted and aggregated before it is exposed to different levels of control points
(e.g., CH-nodes). Resource control decisions are made in a distributed manner with
proper propagation of information and coordination among control points. For exam-
ple, an LCH collects traffic statistics for every ingress-egress pair but only propagates
pop-level traffic distribution to its parent CH-node (PCH). The LCH performs and
maintains aggregate reservations within its own loca domain independently of other
LCHs, while the PCH coordinates inter-domain reservations. This is a powerful tech-
nique that allows the CH architecture to scale well with respect to the growing user

population and size of Internet.

Aggregation A second design principle that we use in designing many of our schemes
is the notion of traffic aggregation. Although individual traffic fluctuation is hard

to predict, the characteristics of aggregate traffic are reasonably well described with
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a small set parameters. For examples, when many flows are aggregated together,
the total arrival rate approaches a Gaussian distribution that are characterized by
its mean and variance. Chapter 5 discusses this principle in detail in the context of

predictive reservation technique and traffic matrix estimation.

Lessons from Implementation Building a prototype of our system is useful in evaluating
its practicality and deployment issues. Our TMAC and MDAP schemes require cur-
rent routers to support additional functionalities, e.g., traffic monitoring and policing,
processing and forwarding control messages to/from LCH-nodes. Our implementation
using Click router [24] shows that the addition of these modules add minimal process-
ing overhead to an edge router. The maximum throughput degradation is only 5%.
We also found it easy to build extra router mechanisms on top of Click because of its

modularity. The entire implementation consists of 4463 lines of C++ code.

From the above discussions, we concluded that the CH architecture is capable of
delivering statistical end-to-end QoS assurance (e.g., < 1% loss rate and 150 ms delay)
without requiring per-flow signaling or state maintenance. By leveraging the predictabil-
ity of aggregate traffic, we can allocate resources more efficiently through our aggregate
reservation technique. We show that TMCA can be responsive to network-wide traffic fluc-
tuations by adjusting the admission threshold and enforcing per-flow admission control only
at the ingress routers of the network. On the other hand, MDAP provides a way to select
a small subset of the flows, which are most likely to be malicious, for individual sampling
and further verification. Our approach has significant practical value since edge routers
are required to maintain only aggregate state information and the processing overhead is

minimal.
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7.2 Future Directions

There are a few interesting future research directions that are either direct exten-
sions of our work, or are motivated by the more general problem of designing next-generation

Internet capable of supporting multiple QoS levels.

7.2.1 Signaling for Resource Control/Policy Distributions

In this dissertation, we focused on specific resource control mechanisms, and used
the UDP protocol to exchange control messages between edge routers and CH-nodes. We
have not addressed several signaling protocols that are designed specifically for carrying
reservation requests or distributing policy, such as Resource ReSerVation Protocl (RSVP),
Y Et Another Sender Session Internet Reservation (YESSIR), Border Gateway Reservation
Protocol (BGRP), and Common Open Policy Service (COPS) protocol.

RSVP [16] is a receiver-initiated protocol designed to support end-to-end resource
reservation. It uses a soft-state approach to maintain reservation status for each request on
every router that lie in the path. However, it suffers from two major problems: complex-
ity and scalability. YESSIR [124], on the other hand, attempts to reduce the processing
overhead using a sender-initiated approach. It builds on top of RTCP [5], supports shared
reservation and associated flow merging. Implementation results in [124] show that YESSIR
reduces a session setup time by a ratio of 4.3:1. While RSVP and YESSIR support Int-
Serv [13] service models that provide per-flow performance assurance, BGRP [125] relies on
Diff-Serv [15] for data forwarding and hence deals with the granularity of packet classes (e.g.,
32 AF/EF [17, 18] code points). BGRP builds a sink tree for each destination domain and
aggregates bandwidth reservations from all data sources to that domain. Since BRGP only
requires routers to maintain aggregate reservation status for each sink tree, the processing
overhead scales linearly with the number of Internet domain, M. Even aggregated versions

of RSVP have an overhead of O(N?), where N is the number of distinct source-destination
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pairs and generally much greater than M.

While we expect these techniques (RSVP, YESSIR, BGRP) to apply to the CH
architecture, certain modifications are needed to accommodate the hierarchical organization
of CH-nodes, e.g., the pre-segregated granularity of resource control at different CH-tree
levels. Besides, it remains an open question whether the same protocol should be used
to both (a) coordinate resource control decisions among CH-nodes, and (b) configure the
routers and maintain reservation status. An alternative approach is to use a lightweight
overlay protocol for (a) and a separate protocol such as COPS [126] to distribute resource
control decisions to the affected routers. COPS is a simple query and response protocol
that can be used to exchange policy information between a policy server known as Policy
Decision Point (PDP) and its clients or Policy Enforcement Points (PEPs). In our model,

the CH-nodes are PDPs while edge routers are PEPs.

7.2.2 Effect of Routing Instability

Throughout our work, we assume that we know the shortest paths between each
pair of ingress-egress border routers, and the routes remain stable. For example, by ex-
plicitly knowing the path of different IE-Pipes, we can compute the ideal allocation of
bandwidth to different ingress-egress pairs based on their estimated demand and use that
as the admission threshold. This dissertation does not address the effect of dynamic routing
changes on resource reservations and admission control decisions. There are two possible

ways to resolve the route instability problem:

e Provide buffer resources by increasing the percentage of over-provisioning (for aggre-
gate reservations) on each link, and reducing the level of statistical multiplexing (for

TMAC) for each IE-Pipe.

e Design an explicit path discovery and monitoring mechanism for each IE-Pipe to

detect route changes.
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Each of these solutions introduces overhead in terms of idle resources or signaling overhead,

and further study is needed to evaluate their performance and robustness.

7.2.3 Inter-Domain Traffic Engineering

Towards the goal of providing QoS assurance to specific traffic class (LSAs in our
case), we only optimize resource allocation based on measured traffic distributions and a set
of given routes. Our mechanisms do not influence the routing decision itself. To achieve a
balanced link utilization level across a network, one might need to split the traffic between
the same source-destination pairs among different routes. Such load-balancing operation
is one aspect of traffic engineering [127], which entails design, provisioning and tuning of
operational internet networks.

Until now, research in the areas of traffic engineering has primarily focused on
measurement and control aspects of intra-domain routing and resource allocation. Tech-
niques already in use or in advanced development include Asynchronous Transfer Mode
(ATM) [128, 129], Frame Relay overlay models [130], Multiple Protocol Label Switch-
ing(MPLS) [131], and constraint-based routing (also known as QOS routing) [132]. Many
open problems remain to be solved to extend these solutions across autonomous system
boundaries, and this has been an active research area. For example, there is an on-going
debate whether the current MPLS label assignment algorithm is sufficient for inter-domain
traffic engineering.

Another unresolved problem is whether Border Gateway Protocol (BGP) [45]
should be used for both inter-domain routing and traffic engineering. BGP was originally
designed for connectivity. Although it allows an AS to enforce certain policies or to state
preferred routes through the use of its different option fields, the actual operation is cum-
bersome and inefficient. A thorough performance study is needed to determine if extending

BGP to support inter-domain traffic engineering is a scalable solution.
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7.2.4 Security Issues

There are various security and privacy issues related to deploying the Clearing
House architecture and mechanisms over the Internet, which are administered by multiple

independent and (sometimes) competing parties. Some of these issues are explained below:

Trust Management We observe that the CH-nodes of a particular ISP may need to access
monitoring points that lie in other ISPs’ networks for making resource allocation
decisions. This raises an important issue: how can one specify policies for controlled
exposure of information, such as aggregate traffic statistics or backbone performance,
without having to reveal internal network state information. For example, it might
be mutually beneficial to different ISPs to route the inter-domain traffic along less
congested paths, but this requires information about the neighboring domains beyond

that available from end-to-end measurements.

Security Management In addition to trust, any intra- or inter-domain QoS signaling or
routing should be protected against tempering, hijacking and denial-of-service attack.
For example, an ISP needs a mechanism to verify the authencity and authorization
of the routing or measurement information provided by other parties. Initial work in
this area includes Secure Border Gateway Protocol (S-BGP) [133] and the ARQoS

project [134].

Secure Billing As a resource controlling system, the CH should support billing mecha-
nisms for settlements between peering ISPs, as well as between an ISP and its cus-
tomers. It must also enable recording of billing information securely and verify the
charging model, e.g., does the bill correspond to the legitimate charges invoked only
by the participating ISPs? does a customer access a service from the local network

points as they specify?
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Privacy Management Ideally, the legitimate user should not need to reveal his/her iden-
tify to every provider in the call path simply for billing purpose: only he user’s home
provider would need to record the details of a call, such as the date and place of ori-
gin. Since the CH is the intermediary system in admission control, maintenance and

perhaps, billing, it has a significant role to play in the overall privacy maintenance.

Secure Fid Assignments Since the MDAP mechanism (Chapter 6.3) requires assign-
ments of Fids to admitted flows, it is possible for an external malicious user/application
to create its own F'id which is valid but has not been explicitly assigned by the our sys-
tem. As discussed in Chapter 6.3.6, one potential solution is to use a hash-function
with shared secret key between the resource control points and every edge router.
To adopt this approach, issues such as key distribution and maintenance need to be

resolved.

7.3 Conclusions

From our design experience and the evaluation results discussed throughout this
dissertation, we conclude that statistical techniques can be employed to provision the net-
work resources efficiently, through reservation, admission control and traffic policing, to
support latency sensitive applications without per-flow management at every router. We
illustrate how these techniques work within a distributed control architecture called the
Clearing House. The main strengths of our approach are scalability, support for distributed
management, and robustness against traffic fluctuations. Although CH supports incremen-
tal deployment, the main operational challenge it faces is trust and policy management
between different ISPs.

Our work establishes a foundation for further studies on inter-domain routing

and traffic engineering issues. For example, some of our findings provide insights into
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making better routing decisions and negotiating more meaningful SLAs. There is also a
set of interesting open security problems associated with deploying CH architecture and

mechanisms.



