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Chapter 5

Intra- and Inter-Domain Resource

Control

In Chapter 4, we presented the Clearing House (CH) as a resource provisioning
architecture and highlighted some of the properties that contribute to its scalability. This
chapter focuses on three specific control mechanisms within the CH architecture: resource
reservations, admission control and aggregate scheduling of flow requests (the shaded areas
in Figure 5.1).

For scalability, link capacity is reserved for aggregate traffic that share the same
endpoints, which we call trunks, rather than individual flows. Assuming that the envelope of
the aggregate traffic follows a Gaussian distribution, the intra- and inter-domain workload
can then be characterized by its mean and variance. These statistics can be measured in
real-time and used to dynamically adjust the trunk reservations on the associated links.
The details of the predictive reservation strategies and the simulation study are described
in Section 5.2.

In our architecture, admission control and resource reservations are decoupled

(Section 4.2.2). While reservations are set up for aggregate traffic, per-flow admission
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(Chapter 5.3 & 5.4
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(Chapter 5.2)
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SLA Verification
(Chapter 6)

Malicious Flow Detection
(Chapter 6)

Figure 5.1: Thesis roadmap: The CH architecture and its various resource control
mechanisms.

control is performed only at the ingress point of an ISP domain to ensure that there are
sufficient resources to satisfy the QoS requirement of the admitted traffic. In Section 5.3,
we propose TMAC (Traffic- Matrix based Admission Control), an admission control policy
that leverages the knowledge of traffic demand distributions between every pair of edge
routers in a domain. The simulation study described in Section 5.4 is designed to explore
the performance and robustness of TMAC.

In Section 5.5, we explore how the CH-node performs as the number of admission
control requests grows large. We describe how TMAC can work across domains at different
granularities using an example of a two-level CH architecture. This is a useful resource
allocation technique for a first-tier ISP that spans multiple cities, each having its own local
network called Point of Presence (POP). To improve the efficiency of the CH, individual
requests for inter-domain flows are aggregated by a Local Clearing House (LCH) before
they are forwarded to the parent CH-node for admission control. We explore an aggregate
scheduling algorithm and evaluate, with simulations, its costs and benefits in terms of the
reduction in setup time, call rejections and resource utilization by aggregating reservations.

Section 5.6 summarizes the key features of our proposed mechanisms and our
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simulation results. The results indicate that it is possible to provision the network for
latency sensitive applications, such as VoIP, based on real-time measurements of aggregate
traffic. For example, our proposed mechanisms manage to satisfy the QoS objective of VoIP
(i.e., j 1% loss rate) while maintaining 97% utilization level.

applications (i.e., less than 1% loss rate) with only 8% over-provisioning.

5.1 Introduction

5.1.1 Motivation

The unpredictable loss and delay in the conventional Internet can adversely im-
pact the performance of real-time multimedia flows, such as audio and video conferencing.
Toward this end, a number of architectures and algorithms have been devised to reserve
network resources and ensure that the QoS objectives of such flows or class of traffic are
satisfied. As described in Chapter 2, the two most well-studied approaches are Integrated
Services (Int-Serv) and Differentiated Service (Diff-Serv). Int-Serv attempts to reserve net-
work resources for each individual flow on all of its traversed routers. To achieve this,
it requires per-flow management at each router (including edge and core routers) in both
the control plane (e.g., signaling, state management, and admission control) and the data
plane (e.g., per-flow scheduling and buffer management). Such approach faces fundamental
scalability limitations in large-scale networks.

On the other hand, Diff-Serv pushes intelligence to the edge routers and only
requires the core routers to provide differential treatment to traffic classes based on the
TOS field in the packet headers [15]. Per-flow admission control is only performed at
the edge routers. To avoid per-flow signaling to the core network, recent algorithms for
endpoint admission control, e.g., [69]-[73] introduce the concept of active probing. The

endpoints probe the network to detect the level of congestion (either through packet drops
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or ECN marks) and admit the flow when the measured level of congestion is below a certain
threshold. The additional probing traffic is an overhead that increases with the frequency

of probing, which affects the accuracy of measurements and network efficiency.

5.1.2 Our Approach

In an attempt to provide better QoS assurance as offered by stateful networks like
Int-Serv, while maintaining the scalability of a stateless network architecture like Diff-Serv,
the CH-architecture performs admission control only at the edge domain but maintains
aggregate reservations for intra- and inter-domain high-priority traffic. Our proposed re-
source control mechanisms leverage a network wide understanding of the distribution of
traffic load. As pointed out in [102], an accurate view of the traffic demands is crucial to
guide the operation and management of an ISP network, e.g., effective traffic engineering,
debugging performance problems, and planning the roll-out of new capacity. In Section 5.2
and 5.3, we explore how the knowledge of traffic demand distributions in an ISP network

can be used for aggregate reservations and admission control.

Traffic Matrix Estimation

By defining a traffic demand as a volume of load originating from an ingress ER
and destined to an egress ER, we can capture the ISP-wide distributions of traffic load as
a traffic matriz, TM. If there are K edge routers (ERs) within the ISP, the traffic matrix
will be K x K, where each entry K (ij) represents the total traffic load between a particular
pair of ingress ER~: and egress ER-j.

As described in Chapter 4.2, a first-tier ISP in the United States typically has 15-
25 POPs, and each POP has 10-20 ERs. It is possible to have as many as 25 x 20 ERs within
the same ISP. In this case, K can be as large as 500. The ISP-wide traffic distributions can

also be abstracted and represented at two levels of granularity:
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_ The ERs measure traffic distributions, TM "
and send regular updates to LCH
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/_\‘ Adapt aggregate reservations based on predicted bandwidth, By
—— Individual flow request
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Figure 5.2: Hierarchical Clearing House architecture within large ISPs: the LCH performs
resource management and admission control within a local POP, while the PCH maintains
inter-POP and inter-ISP reservations.

e POP-level Traffic Matrix, Mj.,: Each entry of My, (7,7) represents the total

arrivals (or envelope) of aggregate flows at POP-j that originate from POP-i.

e Node-level Traffic Matrix, M;o4e: Each entry of Mo4e(s,d) represents the total
arrivals (or envelope) of aggregate flows at egress ER-d that originate from ingress

ER-s.

Figure 5.2 illustrates how a hierarchical CH estimates the traffic matrix for a large
ISP that has multiple POPs. The ingress ERs perform passive monitoring of incoming
traffic and estimate the distributions of the load to various egress ERs. Through regular
updates, each ER-i within a local POP provides the LCH a partial view (a row) of the
traffic matrix Myoge, 1-€., Mpode(i,7) for all egress ER-j within the same ISP. Based on
these partial views, the LCH constructs the traffic matrix of Myyqe for admission control
purposes. The LCH for a particular POP-q is also responsible for reporting the partial view

of Mpop to the PCH. It estimates the traffic distribution from itself (POP-a) to other POPs
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within the same ISP by aggregating traffic measurements from ERs:

MPOP(a’ d) = Z Mode(t, 7) (5.1)
€A, JEAg

where Aj, is the set of ERs within POP-k.

5.1.3 Main Contributions

There are three main contributions of this chapter:

e an aggregate reservation scheme that dynamically adapts bandwidth allocation to

groups of flows based on real-time traffic measurements,

e an admission control algorithm (TMAC) that considers network-wide traffic distribu-

tions in estimating the impact of new flows, and

e an aggregate scheduling algorithm that enhances CH performance by classifying flow

requests into different queues and processing them in batches.

We will now discuss the design rationale behind each of our solutions.

Aggregate Reservations

We use the online measurement of aggregate traffic statistics to resize the allocation
of link capacity to high-priority traffic class. In Chapter 4, we defined a new service model,
called TE-Pipe(s, d), that provides performance assurance for aggregate traffic (or trunks)
between any specific pair of ingress ER-s and egress ER-d. The capacity requirement of an
IE-Pipe is easier to characterize because the statistical variability in the individual flows
is smoothed by aggregation into the same IE-Pipe. Section 5.2 describes how we use a
traffic predictor to estimate the required capacity based on Gaussian approximation of the
aggregate traffic arrival. Since only aggregate reservations are established for particular
IE-Pipes and not for individual flows, our approach only requires maintenance of aggregate

state information in all the routers.
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The two performance indexes that we use to evaluate our aggregate reservation

scheme are:

e Degradation of performance due to prediction error, e.g., packet loss rate, and

e Network inefficiency due to over-allocation of resources, e.g., percentage of idle band-

width.

Note that an IE-Pipe is an example of intra-domain trunks. Similar technique can
be applied to set up aggregate reservations for inter-domain trunks between two routers
that belong to different domains. For the rest of our discussion, we use the more general
term “trunk” to refer to the aggregate traffic between two specific endpoints that require

resource reservation.

Traffic-Matrix Based Admission Control (TMAC)

Within the CH architecture, the Local Clearing Houses (LCHs) are responsible
for enforcing admission control at all the ingress ERs in its domain. As discussed in Chap-
ter 2.3, there are two classes of approach: parameter-based and measurement-based admis-
sion control. The former employs user-specified traffic parameters to estimate aggregate
resource demands after accounting for statistical multiplexing gain. On the other hand,
measurement-based admission control (MBAC) [62]-[67] uses online measurements of the
aggregate flow instead of modeling individual flow characteristics. We choose MBAC over
parameter-based approach for three reasons: (1) MBAC yields higher network utilization,
(2) it is difficult to describe the Internet traffic with such diversity with a reasonably small
set of parameters, and (3) by using aggregate traffic properties and distributed control, the
MBAC approach has better scalability properties.

However, most existing MBAC algorithms have largely focused on provisioning

resources at a single network node and do not take into account network-wide traffic load
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distributions and congestion levels. When the admission control decision is solely based
on measurements of one single node, it may contribute to network congestion on other
parts of the network, resulting in packet losses or long delays. For example, flows that
are admitted at a single edge router not only affect the utilization level on the immediate
outgoing link, but also on the subsequent links. Extending a single-node MBAC technique
to multi-node environments would require coordination of state among nodes and involve
tradeoffs between performance and signaling overhead. In Section 5.3, we propose a new
admission control algorithm, TMAC, that takes these issues into account.

As mentioned earlier in Section 5.1.2, a network-wide traffic matrix can be esti-
mated by combining on-line measurements from various ERs. TMAC leverages the knowl-
edge of this traffic matrix to compute the allocation of link capacity to different IE-Pipes’,
denoted as the upper-bound matrix U. To achieve a “fair” sharing of resources, the avail-
able bandwidth on each link is split among the IE-Pipes in proportion to their estimated
demands. The off-diagonal entries of the U matrix are used as admission thresholds at
the ingress ERs. The U matrix is updated at regular intervals T3, to reflect the dynamic
fluctuations of traffic demands. In Section 5.4, we evaluate through simulations how the
different values of T}, affect the performance of TMAC.

Our approach allows the admission control process to consider network-wide traffic
distribution and link capacity constraints without sending per-flow signaling to all routers.
TMAC also does not require active end-to-end probing of the network and therefore reduces
bandwidth consumption by control traffic. The ultimate goal of an admission control algo-
rithm is to admit as many flows as possible (for high network utilization) while satisfying
the QoS requirements of the admitted flows. For evaluation purposes, we consider VoIP
as a typical workload since the impact of packet loss rate on the perceived quality is well-

understood (Chapter 3.2.2). However, our general methodology for aggregate reservation

! As a reminder, an IE-Pipe can be viewed as a “virtual channel” between a specific pair of ingress and
egress ERs.
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can also apply to other latency-sensitive workloads, e.g., video and interactive games. We
measure the loss rate and network utilization achieved by TMAC in each of our simula-
tions. Since TMAC lacks a priori knowledge of individual flow characteristics, we evaluate
its robustness against workload diversity by considering a variety of source models. Results

are presented in Section 5.4.

RxW Aggregate Scheduling

Processing and forwarding the reservation or admission control requests constitute
part of the overhead in our CH architecture. In Section 5.5, we explore how an aggregate
scheduling algorithm, called RxW, can be deployed to enhance CH performance by classi-
fying individual requests into queues and scheduling them as an aggregate request. If we
were to use a FIFO scheduler with a single queue, the queue length grows when the load
is high. As a result, the average delay experienced by a particular request grows with the
traffic load. On the other hand, RxW attempts to batch as many individual requests as
possible and schedule them as a single request, while ensuring that the maximum delay ex-
perienced by an arbitrary request is bounded. To assess the effectiveness of this technique,
we simulate a two-level CH architecture deployed within a typical ISP backbone topology.
We study the trade-offs between improvement in system throughput and other performance
indexes, such as the reduction in setup time and number of call rejections.

The following sections (Section 5.2-5.5) describe each of the above mechanisms in

more details, and present the corresponding evaluation results.

5.2 Aggregate Reservations based on Gaussian Modeling

As mentioned earlier, reservations are set up for trunks (aggregate traffic) rather
than individual flows in the CH architecture. To preserve the end-to-end QoS performance,

the trunk reservations must reflect the fluctuations of traffic volumes produced by end-
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users. This section describes a predictive reservation technique whereby the intra- and
inter-domain trunk reservations are adjusted dynamically at regular time intervals based

on real-time measurements of traffic statistics.

5.2.1 Gaussian Traffic Predictor

Our approach is based on one fundamental concept: predictability of aggregate
traffic. The capacity requirement of a trunk is easier to predict because the statistical
variability in the individual flows are smoothed by the process of aggregation. We model
the envelope of the arrival process of a traffic trunk as Gaussian distribution, which can
be characterized by two simple parameters: its mean, p, and variance, o2. The amount of
reservations required to satisfy a particular QoS constraint, denoted as Bg, is then predicted
as a function of y and o. We refer to this predictor as a Gaussian traffic predictor. The

Gaussian modeling of the trunk behavior is justified as the following:

Gaussian Approximation When the number of individual flows gets large, the aggre-
gate arrival rate w tends to have a Gaussian distribution under the Central Limit
Theorem [110]. In a bufferless fluid model, losses occur when the total arrival rate
w exceeds the reserved bandwidth Bgr. In our analysis, we consider sufficient buffer
space to hold the largest packet, and approximate the probability of packet loss as
Ploss = P(w > Br). Assume w has a Gaussian distribution with a mean of y and a
standard deviation of o, as shown in Figure 5.3. We estimate the required bandwidth
as Br = p + ao, where « is a scalar factor that controls the extent to which the
bandwidth predictor accommodates variability in the samples. If we reserve Br, Piogs

is approximately the integral of the shaded area in Figure 5.3:

Ploss = P(w > p+ O‘U) = Q(O‘) (52)

where () is the complementary cumulative distribution (also known as tail distri-
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Figure 5.3: An example: Gaussian distribution and Q-function.

bution) of a standard Gaussian distribution. To ensure that QoS objectives of real-
time applications such as VoIP are satisfied, a should be chosen carefully so that

the loss rate is at most 1% (Chapter 3). If the Gaussian approximation holds, then

o = Q_l(ploss)-

Internet data traffic exhibits burstiness at multiple time-scales. Therefore, a pre-
dictor (Bgr) based on a given sampling window can underestimate the bandwidth require-
ment that varies at shorter time-scales, resulting in possible violations of QoS guarantees.
One option to cope with the changing per-flow requirements is to signal each change in flow
activities at ER through the LCH to the core networks. However, this requires core net-
works to maintain per-flow state, leading to the same scaling problem faced by the Int-Serv
architecture. In our design, the ERs measure mean, u, and variance, o2, of the aggregate
flows based on rates sampled during a specific measurement window, Tyes. At the end
of each interval, the ERs send regular updates to the LCH, which uses these statistics to
predict future bandwidth usage along a specific link.

If the predicted bandwidth, Bgr, overestimates the actual bandwidth required, it

will result in inefficient resource utilization. Over provisioning an inter-domain link for
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Figure 5.4: ISP1 is an example of large ISPs that has multiple POPs and an associated
local CH architecture. The PCH-nodes of various ISPs maintain peering relationships to
coordinate inter-domain resource allocations.

aggregate traffic originating from a particular source domain may result in unnecessary call
rejections for traffic flows coming from other domains. The performance of of Br heavily

depends on the choice of Tiea, and the time-scale at which the traffic demand varies. We

explore these tradeoffs in our simulation study (Section 5.2.3).

5.2.2 Deploying Gaussian Predictors

Now that we have described the basic principle behind Gaussian predictors, we

will discuss how they can be deployed within an ISP for managing resource reservations.

Measuring Traffic Statistics

Figure 5.4 shows a typical scenario where a first-tier ISP network spans multiple
basic domains or POPs. We assume each edge router (ER) or a third party prober can
easily monitor the incoming and outgoing traffic on both the intra-domain links, and the

links connecting to other neighboring domains. The Parent Clearing House (PCH) in each
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ISP can retrieve aggregate traffic statistics (e.g., mean and variance of existing load) and
link status (e.g., amount of bandwidth reserved) by querying ERs or the LCH-nodes within
its own network. This is not an unreasonable assumption: available are real-time reports on
Internet traffic statistics and the current performance of major ISPs. For example, UUNET,
Cable & Wireless, and AT&T advertise the backbone latency and loss measurements of
their network on their company web sites. Network performance measurements can also be
obtained from third-party monitoring architecture, such as KeyNote [111]. Keynote places
probers in various strategic locations across the wide-area network to measure network
performance, e.g., end-to-end delay and packet loss rate between two probers. A listing
of other web sites that publish Internet traffic and demographic statistics can be found at
http://www.geog.ucl.ac.uk/casa/martin/statistics.html.

All these observations imply that the ISPs are well-equipped with monitoring
tools to measure the mean and variance of aggregate traffic, the essential input parameters

required for deploying our aggregate reservation scheme.

Coordinated Aggregate Reservations

In the example scenario shown in Figure 5.4, the LCH within a local POP uses the
Gaussian predictor to compute the required bandwidth Bgr for aggregate traffic between
every pair of ERs within its own basic domain. We assume that the LCH has complete
knowledge of the network topology. The LCH can then computes the necessary resource
allocation on all the links that form the path between two ERs and signals the required

changes to the corresponding routers. Our approach requires two modifications at the ERs:

e A passive monitoring tool at the ERs to measure the aggregate traffic load that
arrives and the distribution of the load to various ERs within the same domain. In
other words, an ER 7 keeps track of a row of the My4e(ij), for all ER j within the

same POP.
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e The ERs should be able to interpret signaling from LCH and adjust resource allocation
to the high-priority class accordingly. We assume ERs can support basic data-level
differentiation through scheduling algorithms, e.g., rate-limited priority scheduler with

two classes.

Similarly, the LCH keeps track of the mean and variance of aggregate traffic that
flow into other POPs (a row of the M;,p,) and forwards this information to the PCH. The
PCH uses a Gaussian predictor to estimate bandwidth usage between different children
sub-domains, and establishes trunk reservations between them. This process is repeated at
different levels of the CH-tree, where predictive reservations are established on all the intra-
and inter-domain links based on the predicted capacity requirements. At the top level,
the PCH tracks the envelop of the aggregate traffic of the high-priority class exchanged
between two ISPs. The PCHs can then coordinate among themselves to adapt the resource
allocation on the inter-domain links and update the associated SLAs or peering agreements.

Note that the ERs monitor statistics of the aggregate flows rather than specific
properties of the individual flows. The regular updates between different CH-nodes reflect
aggregate traffic fluctuations and constitute part of the signaling overhead. As shown in
Figure 5.2, the generation of these updates are decoupled from any (a) individual flow
requests or (b) arrival of new updates from other ERs or CH-nodes. This ensures that
individual flow arrivals and delayed copies of measurement reports do not trigger unneces-
sary signaling throughout the network. Our approach also does not require coordination of
the reservation states among routers. The admission control algorithm for individual flow

requests is discussed in Section 5.3.

5.2.3 Simulation Study

The first set of experiments explore the robustness of the Gaussian predictor with

respect to traffic variability and measurement window, Tie,- We evaluate the bandwidth
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Figure 5.5: Gaussian predictors for simulated voice traffic with Tiea = 1 and 10 minutes.
p = 180.
predictor using both simulated traffic and real voice traces.

In the first case, we simulate individual voice sources based on the on-off Markov
model (5.5.4) with a traffic load of p = 180 calls for a particular domain. We use a moving
window of {1, 2,..., 9, 10} minutes for measurement and traffic predictions. Figure 5.5 shows
a sample path of the aggregate traffic, along with the predicted bandwidth usage, Br for
Tmea = 1 and 10 minutes. Note that the predictor with The, = 1 minute tracks the actual
capacity requirement better than the 10-minute predictor. If we allocate bandwidth based
on the maximum rate (80 Kbps), we need a total bandwidth of N x 80 Kbps, where N is
the number of flows. We define multiplexing gain as: (N x 80)/Bgr. Advanced reservations
based on 1-minute predictor achieves a multiplexing gain that ranges from 1.37 to 4.13 with
mean of 1.62 and standard deviation of 0.318 when traffic load p = 180.

We repeat the experiments using packet voice traces collected from actual conver-
sations, audio conferencing sessions, and electronic classroom applications (Chapter 3.2.3).
The individual voice traces are aggregated according to a Poisson arrival model, and the

sample path is plotted in Figure 5.6. We repeated the simulation for Ti,es = 1, 2, ..., 10.



96

10

©
(6,
T
|

[(e}
T

_______

®
a1
T T

Bandwidth (Mbps)
[0}
g
=1
=r
?
1
I
1
—
— ]
‘;
g
%
==

7.5
Un —— Aggregated voice traces ) )
— Gaussian Predictor, T =1 minute
6.5 . Gaussian Predictor, Toea =10 minutes 1

6 L L L L L L
500 1000 1500 2000 2500 3000 3500 4000
Time (seconds)

Figure 5.6: Gaussian predictors for actual voice traces with Tie, = 1 and 10 minutes.

For ease of following the graph, we only plotted the bandwidth allocation for two cases:
Tmea = 1 and 10 minutes. The 1-minute predictor still tracks the actual bandwidth usage
closely, but the 10-minute predictor fails to keep up with the smaller time-scale fluctuation.
As a result, there are time intervals during which too much bandwidth is reserved, leading
to inefficient resource utilization (e.g., between 500 and 1200 seconds in Figure 5.6). During
some other intervals (e.g., between 1200 and 2400 seconds), the predictor underestimates the
bandwidth requirement, leading to packet losses and failure to satisfy the QoS performance
requirement.

In both cases, the probability of under-provisioning is much less than 1% for all
ten values of Tie, taken into consideration. The observed pjgs is between 0.12-0.15% for
the simulated traffic and is at most 0.082% when actual voice traces are used.

We measure the effectiveness of the Gaussian traffic predictor in terms of the under-

utilized resources due to over-estimation of bandwidth requirement. The over-provisioning
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factor, fover, is defined as:
Br(l) — X(ijyes, Wi
2(i.4)es, Wis

(5.3)

.f over —

where §; is the set of source-destination pairs that have traffic routed through link I. Br(l) is
the amount of reserved bandwidth based on the Gaussian predictor; w;; is the actual arrival
rate of traffic between source domain (or router) i and destination domain (or router) j.
We ran 100 simulations, each for 1 hour, using both simulated traffic and actual
voice traces to evaluate the efficiency of the Gaussian predictor. The average fover as a
percentage (%) is plotted in Figure 5.7 for the two cases. Observe that the amount of
over-allocation increases with Tie,, as the predictor becomes less responsive to the traffic
fluctuations. For simulated traffic, the fover increases from 12.3% to 15.5% when Tiea
increases from 1 to 10 minutes. In the case of actual voice traces (dash line in Figure 5.7),
fover is more sensitive to the value of Tea: fover increases from 8% at Tinea = 1 minute to
32.5% at Tmea = 10 minutes. This implies that the actual voice traffic is more bursty than

the traditional on-off Markov model for voice. We need smaller Tie,, i-€., 1 or 2 minutes,
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to track the aggregate traffic fluctuation.

In general, the required over-provisioning is higher for the case of actual voice traces
than the simulated traffic because these traces were collected from a variety of multimedia
applications (including multi-party audio conferencing and broadcasted lectures), where the
individual source characteristics have higher statistical variability. This is not captured by

the on-off Markov model that we used to simulate VoIP traffic for two-way conversations.

5.2.4 Discussions

Our simulation results show that it is possible to satisfy the QoS requirement
of real-time voice traffic by ensuring that the packet loss rate due to insufficient resource
reservations is always below 1%. This can be achieved through a reasonable amount of
over-provisioning to account for the prediction error. The prediction error is insignificant
if the measurement window, Ti,e,, is small enough to track the statistical variability of the
aggregate traffic loads. However, smaller Ti,., means more control traffic is generated to
send more frequent traffic measurement reports to the CH-nodes, leading to greater signaling
overhead. On the other hand, the amount of over-provisioning required when larger Tie,
values are used. Therefore Tp,e, controls a set of trade-offs among QoS performance, over-
provisioning, and signaling overhead.

The magnitude of prediction error is dependent on the following two factors:

e Level of aggregation: Gaussian approximation holds when the number of flows
aggregated, n, is large (> 50) [110]. Since the modeling accuracy increases with n,
Gaussian traffic predictor should work well for describing the Internet workload in the
backbone, since the value of n involved is large (over thousands of flows). However
for low bandwidth links that observe less than 50 flows, our technique will not be as

effective.

e Source characteristics: In general, the prediction error of our Gaussian approxi-
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mation increases with the statistical variability of the individual sources within the
traffic aggregate. As a result, one will need a larger amount of over-provisioning to
achieve the same target loss rate. If the individual source has statistical properties
that vary at multiple time-scales or is self-similar [90, 91], a more complicated model,

e.g., fractal model [112] will be needed to describe the the aggregate traffic.

Although our evaluation is based on VoIP traffic, our general methodology for
aggregate reservation can apply to other latency sensitive applications, such as real-time
video. However, to improve the prediction accuracy, the knowledge of workload is important
for choosing the best model to describe the arrival process of the aggregate traffic. For
example, compressed video is known to generate traffic with variable characteristics at
multiple time-scales. In [113], the authors characterize the video traffic at three explicit
time scales: frame level, scene level and epoch level. We can replace the Gaussian predictor
with this model to describe the aggregate behavior of video traffic more accurately, which
will then reduce the amount of over-provisioning required.

Using VoIP as an example workload, we discuss how the per-flow admission control

can be performed at the ingress points of a network domain in the next section.

5.3 Traffic Matrix Based Admission Control (TMAC)

Since the admission-controlled traffic must coexist with current best-effort traffic,
we follow the same set of principles outlined in [73]. First, we need to strictly limit band-
width allocated to the admission-controlled traffic so that it never borrows bandwidth from
the best-effort class. Secondly, best-effort traffic must not pre-empt admission-controlled
traffic, and hence the latter should be served in a higher priority class. In our model, the
maximum capacity allocated to a high-priority traffic class on a particular link is bounded

by a small fraction of its total capacity. This target fraction is denoted as S, which is typi-
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cally 30%. This ensures that the edge-to-edge queuing delay within a domain is statistically
bounded.

Our goal is to develop an admission control algorithm that can simultaneously

achieve:

e a strong (multi-class) service model, e.g., packet loss for each IE-Pipe is bounded

below 1%,
e high network utilization through flow and class level statistical sharing,
¢ scalability, e.g., no per-flow signaling or state management in the core routers, and

e fairness, e.g., distribute network-wide network resources in a fair manner among dif-

ferent IE-Pipes.
For ease of discussion, we define the following terms:

e Demand Matrix, D, captures the distribution of traffic demand within an ISP.
Given an ISP network with K access routers, D is a K X K matrix, where each entry
D(s,d) represents the total bandwidth requested by high priority flows from ingress
ER-s to egress ER-d. D is estimated based on the bandwidth requirement specified

in each admission control request and accounts for both admitted and rejected flows.

e Upper-bound Matrix, U, is computed by splitting the bandwidth of the bottleneck
links from ER-s to ER-d between all the competing IE-Pipes(s, d) in proportion to
their estimated traffic demands, D(s,d) (Section 5.3.1). U(s,d) is used as a threshold

for admission control.

5.3.1 Single Domain Case with One CH-node

First, we discuss how TMAC works in a single domain case where a single CH-node

is responsible for resource management. For example, consider a small ISP as one logical



101

domain without dividing it into smaller sub-domains or POPs. The CH-node serves as both
the LCH and the PCH in this case.

Figure 5.8 shows the logical view of a TMAC unit. We assume that an admission
controlled flow sends an explicit REQUEST message to the ingress ER in which it specifies
the peak rate, rpeax, required to satisfy its QoS objective. When a new flow arrives at ER-s,
the ER-s forwards the REQUEST message to the TMAC unit within the CH-node. The
input link and the destination IP address of the REQUEST message are used to identify the
end-points of demands, i.e., ingress ER-s and egress ER-d. This process requires information
about destination prefixes associated with each egress link. We follow the same methodology
outlined in [102], and keep a table of destination prefixes and the corresponding egress
routers in the CH-node. Each dest-prefix consists of an aggregated network address
advertised by the egress router and a mask length. The dest-prefix allows a set of
destination IP addresses to be mapped to a specific egress router d. In practice, these
dest-prefix’s can be determined from the forwarding tables of routers that terminate
egress links. We assume the CH-node can obtain this information from the underlying
routing protocol.

Upon receiving a new REQUEST message for a flow with e, between ingress

ER-s and egress ER-d, the TMAC checks the following condition:

Mnode(sa d) + Tpeak < (1 + U) . U(Sa d) (5'4)

where Myoqe($,d) is the estimated rate of admitted traffic between ER-s and ER-d, U (s, d)
is the admission threshold, and 0 < o < 1 is the hysteresis parameter. The new flow is
admitted if the condition in (5.4) is not violated. Otherwise the flow is rejected. Setting
o > 0 exploits statistical multiplexing of multiple flows and increases utilization level, but o
must be small enough to avoid oversubscription of resources and its corresponding adverse

impact on the end-to-end performance. We investigate how the value of ¢ affect the TMAC
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Figure 5.8: A logical view of the Traffic Matrix Based Admission Control (TMAC) unit.

performance in Section 5.4. We describe how D, M, .4 and U matrices are estimated in

the next two subsections.

Estimating Demand Matrix and Usage Matrix
The traffic demand, D(s,d) is estimated as simply the sum of the peak rate re-
quested by individual flows (including both admitted and rejected requests):

D(Sa d) = ereak(f) (55)
{r}

where {f} is the set of flows that enter the network at ingress ER-s and exits at egress
ER-d.

We use a time-window estimator as described in [62] at each ingress ER-s to
estimate the usage vector Myoqe(s,:), where each entry My oq4e(s,d) represents the rate of
admitted traffic to each egress ER-d. The measurement window At is a multiple of Ag,
and at the end of every Ar, Mpoqde(s,d) is set to the highest average load computed for

any Ag in the previous window. All ingress ER-s send regular updates of their My oge(s,:)
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vectors to the CH-node, which maintains the complete matrix Moge-

Computing Upper-bound Traffic Matrix

We assume that shortest paths for all ingress-egress pairs are known. Let P;; be

the set of links that form the shortest path from ingress router ¢ to egress router j:

Pij = {l1,lo,...,1n}

where h is the number of hops from ¢ to j.

For each link with capacity Cj, we limit the share of bandwidth allocated to high
priority traffic as Br-C; where 0 < fr < 1. This available bandwidth should be split among
different IE-Pipes that share the same link in proportion to the corresponding D(s,d). For

a particular IE-Pipe(s, d), the allocated bandwidth on link [ is:

Dl(sa d)
Yij st.1ePy;, iz Dilis )

Ui(s,d) = -Br-C (5.6)

The admission threshold for TE-Pipe(s, d) can be determined as:

Ul(s,d) = lmin U(s,d), Vs,d,s #d. (5.7)

€Psa

We compute the entries, U(s,d), from Egs. (5.6) and (5.7) when s # d and set
U(s,d) =0 when s = d. Since traffic demands for operational IP networks exhibit different
time-of-day patterns (as reported in [102]), we need to update U often enough to reflect the
dynamic fluctuations. The update interval is denoted as t,, which is a parameter that we
vary in our experiments.

Robustness to non-stationarity in the demand can be achieved by choosing the
update interval, ¢y, to be smaller than the time-scale at which D(s,d) fluctuates. The

sensitivity analysis of this parameter is discussed in Section 5.4.
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5.3.2 Multiple Domain Case with Hierarchical TMAC

As the size of a domain grows, the number of admission control requests that need
to be processed by the CH-nodes increases with the number of incoming flows. The order
of the traffic matrix M ,qe also grows with the number of ERs. The direct application
of TMAC to this scenario would eventually cause inefficiency and scalability problems.
In Chapter 4, we solved the scalability problem of large-scale network by introducing a
hierarchical CH architecture and distribute resource management talks to various level of
CH-nodes. Similarly, we propose a hierarchical-TMAC (H-TMAC) that takes advantage of
locality information and performs admission control in multiple stages.

A large ISP network can be divided into logical basic domains (BDs) with either
geographic or administrative boundaries. For example, a basic domain can represent a local
POP. Figure 5.2 shows an example of the two-level CH-architecture within two large ISP,
one with two POPs, and the second one with three POPs. The LCH node within each POP
maintain a sub-matrix of M4 that includes all ERs within its own domain. Therefore, the
LCH can compute its own U(s,d) for all its own ERs s, d. It is responsible for performing
admission control for intra-domain flows, i.e., flows that arrive and exit from the same local
domain. For inter-domain flows, the LCH will forward the requests to the PCH and the
LCH of the destination BD for admission control.

To avoid having to forward every single flow request to the PCH, the LCH aggre-
gates individual requests that share the same path, i.e., between the same pair of source
and destination POPs, into an aggregated request for a higher bandwidth (sum of all rpeaxk
requested) to the PCH. The aggregate request can be attached with a list of reservation
identifiers for each individual sub-request, e.g., to differentiate bandwidth requirements
from the source domain to each individual ER within the destination POP. The admission

control is done in two stages:
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1. The PCH forwards the aggregate request to the LCH in the destination POP which

uses the attached list for finer-grained admission control via a local TM AC mechanism.

2. If the destination LCH accepts the aggregate request, the PCH checks if there is
enough resources between inter-POP links to satisfy the request. Instead of Equa-
tion 5.4, it checks if

Mpop(a,b) + R(a,b) < f1C(a,b) (5.8)

where Mpop(a,b) is the measured load from POP-a to b, R(a,b) is the required band-
width specified in the aggregate request, and C(a,b) is the available bandwidth on

the inter-domain link between POP-a and b.

The hierarchical CH architecture that deploys H-TMAC is an example of collective
tasking system. In Section 5.5, we describe how aggregate scheduling mechanism is employed

to enhance the throughput of CH-node and reduce the individual response time.

5.4 Performance Study: TMAC Characteristics

The aim of the simulation study is to evaluate the performance and robustness of
TMAC. To evaluate the basic properties of TMAC, we consider a single domain case with
one CH-node. We use the ns-Network Simulator [89] to implement the basic mechanisms
of a CH node. A time-window estimator is introduced at each input link to estimate the
rate of existing flows. The admission control module is created as an NsObject and inserted
before the ingress router. The admission control tasks (TMAC) and upper-bound matrix

computation are implemented at the Tcl-level. Our CH-patch works for ns-v2.1b6.

5.4.1 Network Topology

Since it is infeasible to run large-scale Internet experiments over actual networks,

we simulate a simple ISP topology shown in Figure 5.9 that consists of 9 edge routers (ERs)
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Figure 5.9: Simulation topology.

and 3 core routers (CRs) grouped into three local POPs. All the ERs can be both ingress
and egress points for flows that enter and exit the ISP. The target utilization level St for
high priority traffic is 0.3. Each router uses a simple priority scheduler, and the control
messages are sent at the same priority as the data. In our simulations, the access links
(from ERs to CRs) are 10 Mbps and the backbone links (between two CRs) are 100 Mbps

each.

5.4.2 Traffic Generation

For proprietary reasons, we are unable to access the real traffic measurements
from Internet backbone networks. We derive traffic models based on published results and
discussions with researchers who have studied data sets collected by ISPs themselves.

In our simulations, we model the admission-controlled traffic as a Poisson arrival
process. The arrival rate from a host network to an ingress router is denoted as A;(t). We
use the indices t to indicate the time-of-day dependence of the traffic demand as reported in

[102] and [97], but do not attempt to differentiate the effect from different user groups (e.g.,
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domestic consumer vs. domestic business, etc.). Data sets from the Sprint IP backbone
monitoring project [97] indicate that the bandwidth consumption peaks between 10 a.m.
and 2 p.m. during the day and shows a dip from midnight to 3-4 a.m. These data sets also
show that there is a smaller time-scale fluctuations throughout the day: about + 10-15%
changes at 30 minutes intervals.

To reflect the realistic traffic demand, we consider two scenarios:

1. Set Xi(t,) =1 and inject & 10-15% changes at T;;=30 minutes interval for a two-hour

simulation. This simulates the smaller time-scale behavior observed in [97].

2. Same as 1, but introduce a steep drop of 80% to A;(¢) after 30 minutes into the
simulation. This simulates the abrupt change in bandwidth consumptions between

the peak and off-peak hours.

The traffic distributions from an ingress ER-s to a set of egress ERs are based on a random
probabilistic model.

We consider four different source models to generate individual flows: EXP1,
EXP2, CBR and PARETO in our experiments. In Chapter 3, we discuss the rationale
behind using these models to generate different workload for our experiments. Table 5.1
summarizes the characteristics of these four models and the type of applications that can
be represented by each of them. EXP1, EXP2 and CBR have exponential lifetimes with
an average of 300 seconds. The flow lifetimes of PARETO sources follow a log-normal
distribution with average of 300 s. The aggregation of Pareto sources is known to exhibit
long range dependencies [90, 91]. For all four cases, packets are 200 bytes in length. This
correspond to sending 20 ms frame of digitized voice in a typical VoIP application that use

PCM codec and 8KHz sampling rate.
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‘ Source Model ‘ Traffic Characteristics ‘ Example Applications
EXP1 Exponential on and off times with Voice-over-IP
average of 1.004 and 1.587 seconds. Internet audio
Peak rate = 64 Kbps.
EXP2 Exponential on and off times with Bursty video clip

average of 0.1 and 0.9 seconds, respectively. | Web transactions
Peak rate = 258 Kbps.

CBR Constant bit rate. Voice-over-IP without
Peak rate = 64 Kbps. silence suppression
PARETO Pareto on and off times with Heavy-tail web traffic

average of 0.5 seconds each.
Peak rate = 64 Kbps.

Table 5.1: Four traffic source models used to generate different workload for our ns-
simulations.

5.4.3 Performance Evaluation

Using ns simulations, we evaluated how well the TMAC performs with respect
to the goal of achieving high network utilization while maintaining low packet loss. All
simulations were repeated using different seeds to the random number generator. The
averages across all repetitions are reported in our results. In all our experiments, we use
homogeneous flows unless specified otherwise. We assume that the peak rate specified by
a flow is accurate, i.e., once the flow is admitted, its instantaneous transmission rate may
fluctuate but it never exceeds the specified peak rate. The offered load is chosen such that
blocking rates in these experiments are approximately 20%. The utilization level is defined

as:

Measured traffic load
0.3 x Link capacity

Abrupt Traffic Fluctuations

In our first experiment, we examine how well TMAC reacts to dynamic fluctuations

in traffic demand. We consider the case where all the flows that are destined for ER7
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Figure 5.10: Abrupt Traffic Fluctuations: Share of bottleneck bandwidth allocated to
each ingress-egress pair that share Link-3: D(0,7), D(1,7) and D(5,7), ty = 2 minutes.

originate from either ERO, ER1 or ER5 (as marked by the dotted arrows in Figure 5.9).
Figure 5.10 shows the bandwidth-sharing achieved on the bottleneck link L, as a result
of the TMAC policy when EXP1 source model is used. The x-axis shows simulation time
and the y-axis shows the average bandwidth used by each of the three IE-Pipes: (0,7),
(1,7) and (5,7) over ten-second intervals. All the EXP1 sources from ER0O, ER1 and ER5
which are destined to ER7 compete for bandwidth on L,. The upper-bound traffic matrix
is updated at regular intervals of f;, = 2 minutes in this case. We artificially introduce
abrupt changes in traffic demand at time 900 s, 1800 s, and 2700 s. The dashed lines on
Figure 5.10 show the ideal allocation of bandwidth among these three ingress-egress pairs if
the traffic demand is known a priori. The solid lines show the actual link sharing achieved
by TMAC. Results indicate that each ingress-egress pair gets roughly its ideal bandwidth
allocation, with 8.1% - 19.9% deviation from the ideal values. On an average, it takes 2.7

minutes after each perturbation to converge to the ideal utilization level.
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Figure 5.11: Sensitivity analysis: Link utilization vs. the update interval for upper-bound
traffic matrix, t,, for different source models.

Sensitivity Analysis

Since TMAC depends on the estimation of the upper-bound traffic matrix U,
we need to understand how the utilization level is affected by the frequency at which U is
updated. Figure 5.11 shows the network utilization level averaged over three bottleneck links
as ty is varied from 1 to 60 minutes for all four different source models (EXP1, EXP2, CBR
and PARETO). We inject + 10-15% random fluctuations in traffic demand as described
in Section 5.4.2 at regular intervals of T3 =30 minutes. For a given source model, each
point on the curve shows the utilization level for a particular t,, averaged over 50 simulation
runs with different random seeds. The reason for repeating the experiment 50 times is
to get a large enough sample size to apply the central limit theorem and calculate the
valid mean [114]. In all four cases, the average utilization level decreases as t, is increased
because the estimated U is less responsive to traffic fluctuations. However, the performance
degradation is negligible for 1 < ¢, < 10 minutes. The utilization level starts to decrease as

ty is increased beyond 10 minutes. Since recomputation of U incurs processing overhead, it
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Figure 5.12: Trade-offs: Loss-load curves for four different source models as the control
parameter ¢ is varied. ;=10 minutes.
is desirable to choose a larger value of ¢,. In this case, ¢, = 10 minutes is the optimal choice
since it is the largest possible ¢, that does not degrade TMAC performance considerably.

The effect of £, on TMAC performance varies depending on the statistical vari-
ability of the traffic source. With EXP1 sources, the utilization level decreases from 77% to
51%. Experimenting with CBR sources achieves the highest utilization level (92-98%) since
the bandwidth usage of admitted flows is fairly deterministic. The presence of a burstier
source (EXP2) reduces the utilization level (43-58%), while the long range dependent traf-
fic (PARETO) achieves roughly the same utilization as (EXP1). In all cases except CBR
source, packet loss is less than 0.3%. For CBR source, packet loss varies from 0.6% for

= 1 minute to 4.5% for ¢, = 60 minutes.

Trade-offs Between Loss and Utilization

There is a trade-off between packet loss and network utilization level in any ad-
mission control system. To increase the network utilization, one might admit more flows

into the system. But this may lead to over-subscription of resources and a higher loss rate.
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Tuning the hysteresis parameter, o, allows an ISP to operate at the desired utilization level.
We are interested in the range of utilization and loss rates that can be achieved by varying
o for different source models. Results are plotted as a set of loss-load curves in Figure 5.12.
Each point shows the average packet loss for a given utilization level as ¢ is varied from
0.0 to 0.5. The loss load curves have the same frontier as those of the measurement-based
admission control algorithm (not shown here) reported in [62]. The burstier source (EXP2)
shows a dramatically different range as compared to the three other traffic sources. Since
the peak rate of EXP2 is 10 times larger than that of EXP1, and the admission control
policy is based on peak rate, we tend to admit less number of EXP2 flows. However, since
the activity cycle of EXP2 is very short (10%) and the used bandwidth is zero for a large

amount of time, we observe this under-utilization of network resources.

5.4.4 Discussions

We have presented TMAC, a new admission control scheme that combines the
Measured-Sum [63] algorithm (a measurement-based approach) and the traffic matrix knowl-
edge in making admission control decisions (Section 5.3). It has been known that the MBAC
approach can achieve higher network utilization than parameter-based algorithms, but can
lead to occasional packet losses or delays [62, 63]. To ensure that TMAC can satisfy the
application-level QoS requirement, e.g., 1% maximum loss rate for VoIP, we use the peak
rate (rather than mean rate) of the new flow in the admission control process, as represented
by Equation ( 5.4). We choose this conservative approach because TMAC does not have a
priori knowledge of the workload models.

To evaluate the robustness of TMAC against the diversity of Internet workload,

we use four different source models: EXP1, EXP2, CBR, and PARETO in our simulations.?

2EXP1 and CBR are used to model VoIP traffic with and without silent suppression, respectively. EXP2
sources have the highest statistical variability while PARETO sources are known to generate long-range
dependency traffic [90, 91].
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The simulation results show that TMAC can achieve low loss rate but at the cost of network
resources. For example, the number of flows is very small for EXP2 source model since
TMAC uses peak rate for admission control, leading to extremely low network utilization.
In this case, we want to increase the level of acceptable statistical multiplexing by tuning
o to allow admission of more flows and improve network efficiency. This implies that the
knowledge of workload is useful to tune TMAC parameters for optimal performance. For
example, with the EXP1 source (VoIP like traffic), TMAC can achieve 95% utilization level
with less than 1% loss with o= 0.2. In Section 5.4, we presented the tradeoff between
link utilization and packet loss rate achieved by TMAC with different values of o. This
information allows ISPs to choose the appropriate operational point of their network based
on their performance goals and customer flows’ requirements.

There are two possible solutions to improve the performance of TMAC:

1. Application Assisted TMAC: In this approach, the admission controlled flows are
required to specify its source characteristics in the REQUEST message. For example,
it should provide average rate and burst size information besides to peak rate. The

additional information can be used to choose the optimal value of o.

2. TMAC with Feedback Loop: Instead of relying on the flows to provide accurate
source parameters, this approach uses the measured loss rate and link utilization as
feedback to fine-tune the TMAC parameter, . For example, o should be decreased

if loss rate is high, and increased if both link utilization and loss rate are low.

Another source of overhead for TMAC is the processing of individual request
messages, especially in the Hierarchical-TMAC case when a flow crosses multiple domains.

We address this issue in the next section.
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5.5 Aggregate Scheduling in the CH Architecture

So far, we have presented the details of the aggregate reservation and admission
control mechanisms within the Clearing House. Both mechanisms introduce the following

overhead:

1. bandwidth consumed by control traffic, e.g., REQUEST message for admission con-
trol, traffic measurement reports, and signaling message to establish aggregate reser-

vations at routers.

2. processing power of CH-nodes to service admission control (at flow level) and reser-

vation (at trunk level) requests.

The processing of the resource control requests (item 2 mentioned above) is a
potential bottleneck that might impact the performance of a CH-node. In this section, we
explore how aggregate scheduling can enhance the throughput of the Clearing House in

servicing the various resource control requests.

5.5.1 Background: Aggregate Scheduling

Aggregate scheduling is a mechanism in which multiple requests of a particular
type are aggregated into a single request for enhancing the performance of the system. The
level of aggregation refers to the number of requests that have been aggregated. The cost
of executing the aggregated request is much less than the cost incurred by executing each
request separately.

Our implementation of a generic aggregate scheduling mechanism includes three
distinct jobs: aggregator, scheduler, and maintainer. There are two data structures shared
between these three jobs: ListofQueues and OPT data structures. Figure 5.13 shows a

general aggregate scheduling framework.
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Figure 5.13: A general framework for aggregate scheduling.

Aggregator

The aggregator listens to incoming requests and places them into the request queue
of a particular class. If the incoming request is of a new class, the aggregator creates a new
queue for that class in the List of Queues data structure. The aggregator also keeps track of
all the active classes and updates the status of the OPT data structure for every incoming

request.

Scheduler

The scheduler schedules a class and not individual requests. The selection of
a class is based on the optimization metric of a specific algorithm, e.g., the queue with
the maximum number of requests or the longest waiting time. Once a class is scheduled,
all requests of that class are aggregated into one request, and the aggregated request is

processed.
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Maintainer and OPT

The OPT data structure stores the status of the requests currently in the queues
(for all the classes). The Maintainer is responsible for managing the OPT data structure.

The OPT stores the following information for each particular class ¢
¢ R(c), the total number of requests of class c.

e W(c), the waiting time metric of the aggregated request, e.g., the total waiting time,

the maximum or minimum waiting time, or the average waiting time.

e A(c), an application specific metric for class ¢, e.g., the size of an object in broadcast

scheduling.

Every aggregate scheduling algorithm is associated with an optimization metric,
which is a function of R(c), W(c), and A(c), and denoted as f.(R,W, A). The scheduler

picks the class ¢ with the maximum value of f.(R, W, A) to optimize its performance.

5.5.2 RxW Scheduling

In this section, we describe the RxW aggregate scheduling algorithm that we use
for enhancing the CH performance.

For RxW scheduling, the optimization metric is based on R(c) and W (c), and are
application independent. Here, R(c) refers to the total number of requests, while W(c)
refers to the maximum waiting time of a request in the queue of class ¢. The scheduler
schedules the class with the maximum value of R(c) x W(c). RxW scheduling is well
studied in [115]. Several approximate variants of RxW scheduling are discussed in [115] but

a detailed comparison of how these variants perform in our application is beyond our scope.
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5.5.3 Aggregate Scheduling and the Clearing House

Every CH-architecture has control over a set of domains. We assume that all the
flows between a specific pair of ERs within the same ISP domain share the same primary
path. In this case, forwarding and processing each admission control call request from end-
to-end is the bottleneck in servicing the call. We define a class ¢ for every pair of ERs. All
flow requests between the same pair of ERs can be aggregated into a single request with
higher bandwidth requirement. The total bandwidth computation and discovering the path
between a pair of ERs is done only once for the set of requests. We can also use a cache to
store the different computed paths for future requests and update it when there are routing

changes.

5.5.4 Simulation Framework

We have developed a simulator that simulates the actions of a two-level Clearing
House architecture. The CH is treated as a database in which, the reservations along
the various links in the topology are maintained. The CH-node has the following simple

structure:
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Figure 5.14: Simulation model.

There are four important components in our Clearing House simulator. As illus-
trated in Figure 5.14, they are the call setup aggregator, the call setup scheduler, the call
tear-down aggregator and the call tear-down scheduler. These four processes are scheduled
by the global scheduler in a weighted round-robin fashion. RxW scheduling is employed by
the call setup scheduler and the cache is used for storing previously computed shortest paths
between different pair of ERs. The link database stores the entire ISP network topology

and propagation delay along the various links.

etwork Topolog

For our simulations, we use the topology shown in Figure 5.15, which is an approx-
imation of the AT T Worldnet IP backbone as reported in [46]. Assume an ISP network
that has to interconnect different POPs that reside in 12 important cities in the USA. Each
POP is represented by a basic domain (B ), and they are interconnected by links with
limited capacity. A Local Clearing House (LCH) is associated with each B . Inter-domain
call requests generated based on a weighted distribution and sent to the LCHs. The 12 do-

mains are grouped to form one larger L and top CH-node (PCH) is introduced to service
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Figure 5.15: Topology of the IP backbone with 12 basic domains.

aggregate reservation requests between multiple domains.

orkload Models

We use voice traffic as a workload to drive the evaluation of the Clearing House.
The call arrival rate in each domain is modeled as an independent Poisson process of

intensity calls per second, and the call duration is exponentially distributed with a

mean of 1 =120 s. We define the traffic load arriving at each LCH as = -, where
-1,2, 12
5.5.5 er ormance aluation

In this section, we study the performance characteristics of a single PCH-node,
and evaluate the scalability issues involved in deploying the CH architectures in large-scale
networks.

In our simulations, a single PCH node keeps track of the reservations along the
various links in the topology given in Figure 5.15. The 12 LCH-nodes perform local admis-

sion control while the PCH processes call requests between POPs and coordinate aggregate
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reservations on the various inter-domain links. The reservation status is maintained in the
back-end database which is constantly updated.
iven this setting, we test the performance of this node under various loads. We
define the load as the number of inter-domain reservation requests per second arriving at
the PCH node. A weight proportional to the population of the city is associated with every
node in the topology. The calling pattern is derived from a probabilistic model in which
the probability associated with every node is proportional to the weight of the node.
We use three different scheduling policies to evaluate the CH-architecture. They

are:

1. Scheduling: as described in Section 5.5.2.

2. F FO Scheduling: This is the normal scheduling policy based on the first come first

serve principle.

3. Bounded F FO: Bounded FIFO refers to FIFO scheduling with bounded response

time, i.e., requests with high waiting times are directly dropped.

We measure the throughput, mean response time, mean tear-down time and call blocking
rate for varying loads. We also measure the fairness of the different scheduling policies in

terms of the variability of individual response time.

Throughput Characteristics

Throughput is measured as the number of calls serviced by the CH-node per
second. From Figure 5.16, we observe that the peak throughput obtained using RxW
is 71% more than the peak obtained using FIFO. By introducing a bounded response time
policy in FIFO scheduling, the throughput is unaltered. Using RxW scheduling, the CH

can successfully process 3500 calls s while the CH can only take a load of 1850 calls s
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Figure 5.16: Throughput of a Clearing House node as the traffic load is varied.
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Figure 5.17: Call blocking rate as the traffic load is varied.
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Figure 5.18: Mean response time as a function of traffic load.

using FIFO scheduling. The throughput of RxW drops once the load increases beyond 3750

calls s.

Call-Blocking Characteristics

A callis blocked when the reservation request is dropped by the scheduler either
due to insufficient resources or excessive load. The blocking rate obtained using RxW
scheduling is much less than that of FIFO scheduling. The call blocking rate of FIFO
scheduling is unaffected by the bounded response time constraint. The call blocking rate
is negligible until a load of 1500 calls s. For RxW scheduling, the call blocking rate is less
than 10% until a load of 3200 calls s. After a certain threshold, the blocking rate increases

linearly with the load indicating a saturation point of throughput.

esponse-ti e Characteristics

The response time is defined as the time taken to service a call request by the

CH. In Figure 5.18, we plot the mean response time as a function of the load for the three
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Figure 5.19: Tear-down response time as a function of traffic load.

scheduling policies. The response time of bounded FIFO is always lower than 0.5 s and
is much lesser than that of normal FIFO after a load of 2000 calls s. The mean response
time of RxW increases linearly after 2500 calls s. After a load of 1850 calls s, the mean
response time of FIFO scheduling shoots up rapidly and is an order of magnitude larger

than bounded FIFO or RxW scheduling.

Tear-down Characteristics

It is important to measure the time taken to tear down the reservations along
a particular path. Figure 5.19 shows some very interesting properties of the tear-down
response time. When the throughput of the system decreases at 3700 calls s load, the
tear-down response time drops by 5 ms for RxW scheduling and stabilizes at 16 ms. The
mean tear-down time for RxW scheduling shows a steep increase after a load of 2500 calls s
while the mean tear-down time for FIFO policies stabilizes at 6ms beyond a load of 1850
calls s. The number of tear-down requests is proportional to the throughput of the system

at a specified load. Hence, when the throughput of FIFO and RxW scheduling stabilizes at
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Figure 5.20: istribution of response time at a load of 2000 requests per second.

2950 calls s and 1770 calls s at loads of 3500 calls s and 1850 calls s, the mean-tear down

time stabilizes.

Fairness o our Approach

We determine the fairness of our approach by studying the variations of response
time. In a normal FIFO queue model, the response time of a call request would be pro-
portional to the size of the queue. Since RxW scheduling tries to optimize the throughput
of the CH, there might be a few requests which might have to wait for a long time before
getting scheduled. Such requests will observe a high response time. In Figure 5.20 and Fig-
ure 5.21, we plot the variations of response time at two critical loads equal to 2000 calls s
and 3000 calls s.

FIFO scheduling reaches its stable region at a load of 2000 calls s, while the
throughput of RxW scheduling is close to its maximum at 3000 calls s. At a load of 2000
calls s (Figure 5.20), a huge percentage (  80%) of requests in RxW scheduling have a

response time in the range of 50-220 ms while the response time of FIFO is distributed over
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Figure 5.21: istribution of response time at a load of 3000 requests per second.

the range of 30-600 ms. For the Bounded FIFO case, the majority (30%) of the requests
experience response time of about 500 ms, and the response time of the remaining requests
are distributed between 0-500 ms. At a load of 3000 calls s (Figure 5.21), RxW scheduling
processes most of the requests within 500 ms. A small percentage of the requests ( 2%)
in RxW scheduling suffer due to loss of aggregation and have a high response time ( 1
second). The response time of FIFO is distributed equally between 30 ms -2 seconds. In
other words, the response time of the normal FIFO are almost three times longer when
the load increases from 2000 calls s to 3000 calls s. For Bounded FIFO, a huge percentage

( 90%) of the requests have a response time between 450-500 ms.

5. Su ar

To make the Clearing House scalable to a large user base, we introduced a hi-
erarchical structure where resource control tasks are delegated to distributed CH-nodes

in Chapter 4. In this chapter, we describe three of these resource control mechanisms:
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an aggregate reservation technique based on aussian predictors, a Traffic-Matrix Based
Admission Control (TMAC) algorithm, and a RxW aggregate scheduling mechanism for
servicing the flow requests. We have conducted thorough simulation experiments to study
how each of these algorithm performs and the tradeoffs involved in tuning its parameters.

The following are some of the observations:

Aggregate eser ations The key insight behind our approach is predictability of ag-

gregate traffic (trunks). We approximate the arrival process of the intra- and inter-

domain trunks as aussian, and measure their corresponding mean, , and variance,
o2, during the measurement window of length . Aggregate reservations are set up
based on the measured and o. The value of should be small enough to track

the traffic fluctuations, but not too small to incur unnecessary signaling overhead. We
infer from our simulations that additional knowledge of workload is useful in choosing
the optimum value of . Using VoIP as an example workload, our results show
that this reservation technique can satisfy the QoS objective of voice applications (i.e.,

1% loss rate) with only 8% over-provisioning, when = 1 minute.

This aggregate reservation scheme can be applied to other Internet workloads as long
as the number of flows being aggregated is large enough for the aussian approxima-
tion to hold. For multiple time-scale traffic such as compressed video, the aussian
predictor needs to be replaced by a more complicated model to capture the statistical

variability at different time-scales.

TMAC Although admission control is only performed at ingress points of an ISP domain,
it must to take into account the network-wide congestion level to avoid any potential
impact on the performance of existing flows. TMAC addresses this by leveraging the
knowledge of the traffic demand distributions within an ISP to compute the admission

threshold, ( , ) for a particular flow that enters at ingress ER- , and exits at egress
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ER- . In our simulations, we explore the tradeoff between link utilization and packet
loss rate as the value of ¢, which controls the level of statistical multiplexing, is
varied. In general, the network utilization levels increases with the value of o, but
it also becomes more likely to admit too many flows, resulting in degradation of
QoS performance (higher packet losses). With VoIP traffic, TMAC can achieve 97%
utilization level with less than 1% packet loss rate. To support the diverse Internet
workload, TMAC needs to tune its control parameter dynamically based on either (a)
the measured network performance through an on-line feedback loop, or (b) source

parameters specified by end applications.

Aggregate Scheduling We consider RxW scheduling for servicing reservation re-
quests, and simulation results show that high throughput can be obtained while keep-
ing reasonably low response time of an individual reservation request. The peak
throughput obtained using RxW shows 71% improvement over the throughput ob-
tained using FIFO. This implies that a CH-node can support greater number of users

(better scaling property) using aggregate scheduling.



