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Chapter 2

Related Work

There has been a wide spectrum of work during the last decade on Quality of
Service (QoS) control and management in packet switched networks. This chapter only
presents a survey of related work that serves as background to our research. In particular,
we will survey recent development in: QoS control and router mechanisms in Section 2.1,
resource provisioning techniques and bandwidth brokering architecture in Section 2.2, ad-
mission control based on passive measurements and active probings in Section 2.3, and
traffic policing in Section 2.4. We will also discuss how our proposed architecture and

mechanisms are distinct from or influenced by these prior efforts.

2.1

The emergence of I telephony, video conferencing and other applications with
very different throughput, loss and delay requirements are calling for substantial changes
in the Internet infrastructure that was originally designed to offer a single, best-effort level
of service. roviding different levels of service in the network requires new QoS control and
management capabilities, which can be classi ed along two ma or a es: and

ata path mechanisms are responsible for classifying and mapping user packets to



their intended service class and enforcing the treatment (e.g., amount of resources consumed
or delay e perienced) received by each service class. ontrol path mechanisms allow the
users and the network to agree on service de nitions. They are also needed to determine
which users to grant service to, and appropriately allocate resources to each service class.
The QoS mechanisms discussed in this section have largely been proposed for the I layer

( ayer 3) and developed to be application independent.

ata path mechanisms are basic building blocks in a QoS-aware infrastructure.
They control how packets access network resources, such as buffers and bandwidth, to
provide service differentiation. The two corresponding mechanisms that have been long-
standing research topics are (a) scheduling algorithms and (b) buffer management schemes,
respectively. Scheduling mechanisms control which packets are selected for transmission on
the link, while buffer management schemes decide which packets can be stored or dropped
as they wait for transmission.
postolopoulos et al. reviews the different scheduling and buffer management
schemes in and discusses their associated trade-offs in terms of fairness, isolation, effi-
ciency, performance and comple ity. or e ample, Weighted air Queuing (W Q) 2 and
its many variants provide rate and delay guarantees to individual flows, while class based
scheduling mechanisms, e.g., Q 27 provide aggregate service guarantees to the set of
flows mapped into the same class. The ner granularity of per-flow information required for
the former case comes at the cost of greater comple ity. amples of buffer management
schemes include: irst ome irst Serve ( S), arly acket iscard ( ) 2 and

andom arly rop ( ) 2



There are two ma or approaches currently under development in the Internet n-
gineering Task orce (I T ) : Integrated-Services (Int-Serv) 12, 13 and ifferentiated-

Services ( iff-Serv) 14,1

The philosophy behind Int-Serv is that routers must be able to reserve resources
for individual flows to provide QoS guarantees to end users. Int-Serv QoS control framework
supports two additional classes of service besides best effort: (a) uaranteed service 3
and (b) ontrolled-load service 31. uaranteed service provides quantitative and hard
(deterministic) guarantees, e.g., lossless transmission and upper-bound on end-to-end delay.
This is useful for hard real-time applications that are intolerant of any datagram arriving
after their play-back time 32. ontrolled-load service is intended to support a broad class
of applications that are highly sensitive to overloaded conditions. It promises performance
as good as in an unloaded datagram network, and provides no quantitative assurance.

oth services must ensure that adequate bandwidth and packet processing resources are
available to satisfy the level of service requested. This must be accomplished through active
admission control. The following are the various Int-Serv components that are needed to
provide end-to-end QoS, and many research contributions have been made to de ne their

functionality and study their implementation issues:

signaling protocol to set up and tear down reservations, e.g., esource eSer ation

rotocol ( S ) 1

n application-level interface (  I) for applications to communicate their QoS needs,

eg, ni S I I).




er-flow scheduling in the network (e.g., W Q 2 ).

nfortunately, Int-Serv faces other challenges that make immediate deployment
infeasible. The increase in per flow state maintenance at routers is proportionally to the
number of flows. This incurs huge storage and processing overhead at routers, and therefore
does not scale well in the Internet core backbone. In addition, S Int-Serv  odel needs
to work over different data-links such as thernet, and T . Therefore, mechanisms to

map integrated services onto speci c¢ shared media are needed.

iff-Serv, on the other hand, aggregate multiple flows with similar traffic charac-
teristics and performance requirements into a few classes. This approach requires either
end-user applications, rst hop routers or routers (interface where packets enter an
administrative domain) to mark the individual packets to indicate different service class,
e.g., low delay, high throughput, etc.  urrently this QoS information is carried in band
within the packet in the Type of Service (T S) eld in I v4 header or ifferentiated Ser-
vice ( S) eldinI v 33. The backbone routers provide per-hop differential treatments
to different service classes as de ned by the er op ehaviors ( s) 34 . Two service
models have been proposed: assured service 17 and premium service 1 . ssured service
is intended for customers that need reliable services from service providers. The customers
themselves are responsible for deciding how their applications share the amount of band-
width allocated. remium Service provides low-delay and low- itter service, and is suitable
for Internet telephony, video-conferencing and for creating virtual lease lines for irtual

rivate etworks ( s).

iff-Serv approach has several advantages over Int-Serv:

iff-Serv is simpler than Int-Serv and does not require end-to-end signaling.
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iff-Serv is efficient for core routers since classi cation and s are based on a few
bits rather than per-flow information. Since there are only a limited number of service
classes indicated by the T S eld, the amount of state information is proportional to
the number of classes rather than number of flows, and therefore iff-Serv approach

is more scalable than Int-Serv.

iff-Serv requires minimum change to the current network infrastructure. nd hosts,
routers or rewall can mark packets while intermediate routers switches can employ
active queue management to provide service differentiation based on bits in the packet

headers.

Ithough flow aggregation improves scalability in iff-Serv, it becomes unclear
what level of statistical guarantees iff-Serv can provide to individual flows, and if there
e ist such guarantees at all. In 3 , olot analy es the performance of two iff-Serv
service models: assured service and premium service. Several studies 3 , 37 e amine the

loss and or delay behaviors of iff-Serv architecture using a variety of traffic models.

igure 2.1 shows how the Internet infrastructure is evolving. While smaller-scaled
local networks might be able to support S signaling and per-flow queuing as in Int-
Serv, we envision that the backbone will be more likely to provide coarse-grained service
differentiation as in  iff-Serv approach. In this model, the heterogeneous devices and access
networks are connected to the backbone through boundary routers, or edge routers (),
which will mark the T Sor S eld value of the packets accordingly.
We adopted the iff-Serv approach that separates data path mechanisms from
admission control and resource allocation mechanisms that belong to the management plane.

The network is viewed as a collection of various domains based on administrative boundaries,
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igure 2.1:  istributed administration of Internet infrastructure with multiple IS (Internet
Service rovider) domains and heterogeneous access networks.
e.g., an organi ation s Intra-net or an IS makes a domain. t domain boundaries,

(S s) are made regarding to the amount of resources allocated to traffic
that cross domains.  Service evel greement (S ) also refers to the contract between
a service provider and a customer. In this case, the S speci es a  ed peak bit rate,
which the customer is responsible for not e ceeding. 1le cess traffic is dropped. or better
link utili ation, dynamic S s should be supported so customers can request bandwidth on
demand. owever, the proper con guration of iff-Serv mechanisms and traffic handling
within each domain cannot work in isolation to achieve predictable end-to-end service model.
They must be coordinated in a scalable manner across many devices in multiple domains
to provide useful end-to-end services.

igure 2.2 summari es the various QoS control components of I -networks in both
data and control planes. s mentioned earlier, packet forwarding mechanisms (e.g., sched-
ulers and buffer management) have been the sub ect of various studies while it is within the
last ve years that control architectures such as iff-Serv and Int-Serve are being developed.

We have described some of these earlier works in Section 2.1.1 and 2.1.2. The rest of this
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igure 2.2: QoS control mechanisms in both control and data planes.

chapter will survey the related work in the areas of resource provisioning, admission control,

and traffic policing (the shaded areas in igure 2.2), which are the focus of our dissertation.

2.2

s we described in the previous section, the management plane of the iff-Serv
architecture is a design space that remains to be e plored. In late 1 7, the concept of
andwidth rokers was introduced by . ichols et al. in 3 as an entity in charge of
resource management in an administrative domain. The Internet2 QoS working group 3
has then made an attempt to harmoni e the different ideas and proposals to de ne a model
of andwidth roker () to be deployed in an inter-domain iff-Serv test-bed called
Qbone 4
The issues of resource allocation and management are not unique to iff-Serv
architecture. In fact, they are long-standing research topics on their own. esides discussing
the prior work on iff-Serv bandwidth broker, this section also reviews other resource

management techniques and architecture relevant to this dissertation, including: dynamic
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allocation for virtual private networks, capacity planning in telephone networks, advance

reservation techniques, and pricing-based approach.

Several bandwidth broker ( ) implementations have been proposed and analy ed
in 1,2 ,21 as a scalable QoS provisioning mechanism over the iff-Serv architecture.

is an agent that performs a subset of policy management functionality, including:

admission control to limit the number of connection requests based on available re-

sources in the network,

intra-domain resource allocation to support the QoS services offered to users, and

con guring routers with correct forwarding behavior, and

automate inter-domain S negotiations.

In 21, the authors presented the broker signaling trade-offs in the conte t of the

Swiss ational Science oundation pro ect  TI 41, but they do not optimi e end-to-end

path selections. The Internet2 QoS working group have been investigating the inter-broker

signaling to automate the adaptive reservation within and across domains. owever, the
s are currently con gured manually, and many design decisions remain open.

Ter is et al. proposed a model 2 where resource allocation control

is separated into two level hierarchy: inter-domain allocation and intra-domain allocation

( igure 2.3). In this case, the andwidth roker has a dual role:

manages internal resources within each administrative domain, which can be ned

grained (per flow), and

maintains bilateral S agreements with its neighboring s to allocate resources to

aggregate traffic crossing domain borders.



Source Domain BB performs per-flow admission control when it
4 W receives the RSVP request message from a host.

Transit Domain 2

Data Flow

Source Domain

Sink Domain

igure 2.3: Two-tier model for iff-Serv andwidth roker architecture.

This design reflects today s Internet two-level routing architecture that allows

each utonomous Systems to freely choose its own routing protocol internally ( S 42

I 43, or IS-IS 44 ). To achieve cross-domain connectivity, neighboring domains use the
Inter-domain routing protocol 4 to e change network reachability information.

simpli ed S isused in 2 as an intra-domain resource allocation protocol

for traffic between edge routers, and admission control is performed on a hop-by-hop basis.

The inter-domain allocation is ad usted dynamically based on a

approach. The reservations are performed locally between two neighboring

domains without reflecting the traffic and network variation in other domains that lie in

the end-to-end path between source and destination networks. nd-to-end QoS support is

achieved through the concatenation of bilateral S s and adequate intra-domain resource

allocations.



Ithough we adopt the fundamental principle of the model for intra- and
inter-domain resource allocation, our mechanisms and emphasis are signi cantly different

from 2 or other proposals 4 , 41 .

1. We introduce a hierarchical structure, called the learing ouse ( ), within each
administrative domain to manage resource allocation instead of employing a single
andwidth roker. The intra- and inter-domain resource control tasks are partitioned

and distributed to various -nodes, so that the amount of state maintenance and

processing per node is reduced.

2. er-flow admission control is only performed by a local resource manager at the edge
(leaf nodes) without propagating the reservation request hop-by-hop across the entire
administrative domain. ur approach considers network-wide traffic distributions in
choosing the admission threshold, rather than measuring the impact of admitting a

new flow on a single node (ingress point) as in many previous solutions.

3. Inter-domain resource reservations are established in advance based on real-time mea-
surements of aggregate traffic statistics, rather than the congestion control approach

detailed in 2

4. We propose a scalable approach to perform traffic policing and detect misbehaving

flows within each domain, which are not addressed in the previous literature.

The paradigm of allocating resources for traffic aggregates has also been applied to
managing irtual rivate etworks ( s). eference 4 proposed a service model, called

, which speci es the capacity required for aggregate traffic from one endpoint to the set
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of other endpoints in the customer sites. ach is associated with a performance
guarantee. The share of resources allocated to a is resi ed based on a set of traffic
predictors, and the performance of this adaptive scheme is compared to static provisioning
through trace-driven simulations. The authors consider traces of telephone calls over the
T T national long distance network as well as data traffic on a large corporate private
network. esults show that dynamic resi ing method achieves a factor of 2 to 3 in capacity
savings on access links over statically provisioned customer-pipes.
owever, this work only considers a single IS scenario. It is important to study
how this technique can be e tended to address inter-domain resource allocation in the
case of multiple domains (IS s). The ultimate challenge is how to provide end-to-end
performance assurance through intelligent coordination of intra- and inter-domain resource
control mechanisms without requiring a comple signaling protocol. = nother desirable
property of the solution is scalability with respect to both the number of users and the

number of domains traversed.

The concept of hierarchical databases has long been used in telephone network
switching, and for user mobility management in the S network. In both cases, the
sessions are circuit switched or connection oriented, and each session generates a constant
bit rate ( ) traffic. The hierarchy of increasingly aggregated flows is common in the
telephone network, but it is based on a  ed bit-interleaved digital multiple ing, as de ned
in the standard 47, e.g., 24 telephone channels are carried at the T1 level (1. 44

b s). ach session is assigned a  ed time-slice of the resources.

The hierarchical structure of our proposed learing ouse architecture that allo-

cate resources at different levels of aggregation is very similar to the telephone network.

owever, this dissertation e plores a different problem space where all the sessions are



connection-less, and individual flows can generate variable bit-rate traffic (due to com-
pression), which allows statistical multiple ing at the packet level. The -architecture
aggregates call requests and perform admission control decision in real-time based on the
available bandwidth and network performance. s a result, we see constantly varying statis-
tical multiple ing gains at different links, as opposed to a  ed multiple ing ratio achieved
in the telephone trunks. In addition, routing (setting up a dedicated circuit) and resource
allocation (allocating time-slice) are tied together in the telephone network when a connec-
tion is established. In our case, the two components are separate and we do not provide

establish per-flow end-to-end reservations.

The need for advance resource reservation ( ) has been recogni ed for appli-
cations such as video conferencing where network resources are required at a speci ¢ start
time and for a given duration. any studies 4 - 1 on this sub ect focus on performance
modeling of on a single link. The co-e istence of immediate and advance reservations
is addressed in 2, 3 where the authors show that network resources can be shared be-
tween the two without being pre-partitioned. Immediate and advance admission control
are performed by agents 2 so that reservations can be provided without requiring any
state maintenance at the routers. n important parameter is the , the point
at which the agents start making resources available for approaching advance reservations
by re ecting immediate requests. It is assumed that individual users specify the bandwidth
requirement at the time of requests, and for advance reservations, the duration is also
speci ed.

We, on the other hand, consider advance reservation for the intra- and inter-domain
traffic aggregate, instead of for individual sessions. The advance reservations are established

based on aggregate traffic measurements without relying on how well individual flows keep



to their bandwidth speci cations.

I. Stoica et al., have proposed a new architecture called Scalable ore (S ) 4,

in which only edge routers perform per flow management, while core routers do not. The
authors have shown that a S network can achieve fair bandwidth allocation in 4,
and provide end-to-end per flow delay and bandwidth guarantees (like Int-Serv) in . The
key technique behind S is the ynamic acket State ( S) approach that carries
additional state information in each packet header. The packet header state is initiali ed
by the ingress routers. The core routers process each packet based on the state carried in
its header, update the state in the packet s header and forward it to the ne t hop. With
S, the actions of edge and core routers along the path of a flow can be coordinated to
implement distributed algorithms that deliver QoS assurance without maintaining per flow

state at the core routers.

The Internet access has been predominantly sold based on flat monthly rates de-
pending only on the si e of access links, not on usage. owever, there is a strong motivation
to adopt usage-sensitive pricing , as advocated by rofessor ravin araiya in the I -

keynote lecture:

lat-rate pricing encourages waste and requires 2 percent of users who account
for  percent of the traffic to be subsidi ed by other users and other forms of rev-
enue. urthermore, flat-rate pricing is incompatible with quality-differentiated
services.
, niversity of alifornia, erkeley

In fact, the role of prices as essential resource allocation control signals has long
been established. . Sairamesh et al. proposed a new QoS provisioning methodology based

on mathematical economic models in . They compute the equilibrium prices based



on the user demands, and from this determine the optimal allocation of buffer and link
resources to each of the traffic classes. esults in are based on a single-node model that
has multiple output links with an output buffer. In another independent work, . Sem-
ret et al. 7 introduce the rogressive Second rice ( S ) auction as a bandwidth pricing
mechanism, and show that it achieves economic ob ectives (efficiency and incentive compat-
ibility), while requiring small signaling and computational load. urther studies are needed
to investigate the applicability of these results , 7 to large networks, and develop mar-
ket based mechanisms to admit and route sessions over multiple domains. eferences
and e amine some of these issues. The former considers a game theoretic model of
capacity provisioning in a  iff-Serv Internet to maintain stable and consistent S s across
multiple networks. The latter introduced a hierarchical economy consisting of two types
of markets (retail and wholesale) and three types of entities (service provider, domain bro-
ker, and users). The authors in use retail marker estimation to determine the optical
buying selling strategies that ma imi es pro le while maintaining low blocking probability.
There is also a huge literature on Internet charging and billing mechanisms, mostly
in the conte t of how users value services and react to price changes. ecently, a large-scale
e periment called 1 was deployed to test users willingness to pay for various
Internet access option. The I investigators conclude from the e perimental data that
differentiated services and usage-sensitive pricing would be better for both IS s and users.
owever, the data also shows that metered billing has dramatically decreased usage.
dly ko 1 attributed this decrease to very strong consumer preferences for simplicity,
especially flat-rate pricing. The author s argument is based on an e tensive and detailed
analysis of the history of communication technologies reported in 1, including ordinary
mail, telegraph, wired voice phone, cell phone, residential Internet access and private lines.
or e ample, when switched from usage-based pricing to flat-rate pricing in ctober

1, the usage per person tripled in a year because the users found flat-rate pricing easier to
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understand. s a result of the increased usage, the total pro t was greater when used
flat-rate pricing as opposed to usage-based pricing. This result indicates that the main
weakness of usage-based pricing is its relative comple ity compared to flat-rate pricing,
which makes it less attractive to end users.

detailed analysis of the effect of the various Internet pricing on user behavior
and network efficiency is out of scope of this dissertation. We briefly mention recent work on
pricing here because it provides an orthogonal degree of freedom to achieve Internet service
differentiation. This thesis mainly focuses on network resource management and addresses

the tradeoffs between efficiency and end-to-end performance.

2.

dmission control is an essential component of any control architectures provid-

ing service differentiation. It determines whether flows requesting services are accepted
(or re ected) depending on the available network resources to ensure that acceptable QoS
levels are delivered the the admitted traffic. There are typically two classes of approach:
or admission control. arameter-based admission con-

trol algorithms are based on worst case bounds derived from the parameters describing
the flow, and are typically more appropriate for providing hard-real time services. Their
effectiveness depends on the ability to predict the traffic behavior based on client-speci ed
parameters, and hinges on the ability of the flows to provide the best guesses of what these
parameters are, and their lack of incentives to lie. These algorithms may result in low net-
work utili ation if the traffic is bursty. n the other hand, measurement-based admission
control ( s) algorithms base their decisions on measurements of e isting traffic rather
than on worst-case bounds. Therefore, s are best suited for providing soft real-time

service, i.e. an enhanced QoS without hard guarantees.
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In our architecture, we chose measurement-based over parameter-based admission
control for two reasons. irst, s yield higher network utili ation, and secondly it is
difficult to describe Internet traffic with such diversity and unpredictability with a reason-

ably small set of parameters.

any algorithms and principles outlined in the literature apply in our
work, and we de nitely bene t from results in 2, 4, to name a few. . reslau et al.
evaluated si different sin 2 and results showed that all these algorithms achieved
nearly identical performance in terms of their ability of balance the tradeoff of losses (QoS
seen by individual users) and load (network utili ation). Their study also revealed the

following insights:

measurement estimation and admission decision processes can be decoupled for many

algorithms

ifferences in performance caused by flow heterogeneity should be addressed by policy,

and rather than by algorithmic differences.

s appeared to cope well with long range dependence. In some of the simulation

scenarios, they perform better than parameter-based algorithms.

one of the s evaluated are able to provide reliable performance tuning knobs

that allow network operators to set a target performance level and actually match it.

In , the authors implemented and evaluated a new algorithm that
e ploits measured peak rate envelopes of the aggregate traffic. The ma imal rate envelope
is a function of a chosen interval length and captures the temporal autocorrelation structure

of the aggregate flow. The uses this envelope to bound future packet arrivals, and
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ensures that the admission of new flow will not cause any buffer overflow. acket losses
and delays may occur due to the uncertainty of the prediction. The authors presented
new theory to quantify the con dence level of a schedule-ability condition and predict loss

probability when the condition is violated.

dmission control in the traditional Int-Serv approach requires a signaling mech-
anism such as S 1 to carry per-flow request to all the routers along the path. The
routers must perform local admission control and keep per-flow state to ensure delivery
of desired QoS. The signi cant burden placed on the routers limit the scalability of this
approach. n alternative solution is where end-hosts probe
the network to check for resource availability before establishing any connections. This is
combined with the course-grained iff-Serv router mechanisms and proper provisioning in
the network to achieve QoS.

ecent proposals on end-point admission control - 72 share similar architec-
tures but differ signi cantly in the control algorithms. rior to call establishment, the end
host send probe packets at the data rate it would like to reserve. In and 7, all data
and probe packets are indistinguishable, and there is no differentiation of best-effort vs.
real-time traffic. The packets are marked upon congestion ( congestion marks) ,
and flows must pay for the marked packets. In this case, admission control is an implicit
service provided through price discrimination. The schemes described in and 7 use
packet drops instead of congestion marks to indicate congestion, and probe packets are sent
in a separate (lower) priority class than data. The in 71, 72 refers to the edge
router and not the host. In this setting, edge routers passively monitor paths to derive

better estimates of the current network load. . reslau et al. provided a careful study of

the architectural and performance issues inherent in endpoint admission control in 73 .
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ur proposed framework shares similar features as end-point admission control,
that is the per-flow admission control is only performed at the edge. owever, the details
of our scheme differ signi cantly. We do not rely on per-hop signaling protocol or end-
host probing to determine whether sufficient resources are available. Instead we leverage
the knowledge of aggregate traffic distribution in the IS domain between different ingress
and egress routers to make admission control decisions. The details are discussed later in

hapter

2.

Traffic policing in the iff-Serv literature usually refers to parameter-based packet

Iter mechanisms, which are useful in tracking and shaping per-flow usage. In this disserta-
tion, policing refers to monitoring admitted traffic and identifying malicious flows. We use
the words malicious and misbehaving interchangeably to describe admitted flows that

violate their allocated share of bandwidth.

The most relevant work with respect to our traffic policing mechanism is Stochastic
air lue (S ) proposed by W. eng, et al. in 74. S  provides a scalable way to
identify and rate-limit non-responsive flows using two independent algorithms 7
and a loom lter. is an active queue management algorithm that uses packet
loss and link utili ation history to manage congestion. It marks packets in the queue
based on a probability that is incremented when a buffer overflow occurs. The rate at
which it sends back congestion noti cation also increases with the marking probability.
n the contrary, if the queue becomes empty or the link is idle, decreases this
marking probability. loom lters are designed to uniquely classify ob ects through the

use of multiple, independent hash functions. They are commonly used in word processing



software applications as an efficient means to do spell checking or web caches to efficiently
determine the e istence of an ob ect. sing bloom lters, S is able to classify flows with
an e tremely small amount of state and a small amount of buffer space.

The goal of S is to manage congestion and enforce fairness among a large number

of flows. The basic algorithm is as follow:

S maintains accounting bins. The bins are organi ed in  levels with
bins in each level. There are independent hash functions, and each is associated

with one level of the accounting bins.

ach hash function maps a flow into one of the  bins in that level. When a packet

arrives at the queue, it is hashed into one of the  bins in each of the levels.

The accounting bins keep track of a marking dropping probability, as in

which is incremented when the bin goes above a threshold.

The decision to mark a packet is based on , the minimum of of all bins to
which the flow is mapped into. If is 1, the packet is identi ed as belonging to a

non-responsive flow, and is rate-limited.

In short, S can effectively identify a single non-responsive flow in ~ flow aggregate using
( ) amount of state.

The idea of classifying good versus bad (non-responsive in S or misbehaving in
our case) flows is similar, but the associated algorithm is different. Instead of loom lters,
we classify packets into different groups for policing based on the low-Identi ers ( s)
carried in the packet header. We employ a set of token bucket lters (T ) to police the
traffic, and packets are dropped when the T s overflow. ctive queue management such
as is not considered in our scheme. The details of the detection scheme are outlined

in hapter



ur survey indicates that QoS control mechanisms in the data path have been well
studied. Some of the solutions such as Weighted air Queuing (W Q) and andom arly
rop ( ) have been implemented in e isting routers while other proposals are under
development in the I T (Section 2.1.1). n the other hand, we have relatively limited
understanding of the control plane and many open issues remain to be resolved. mne of the
challenges is how to coordinate resource allocation within and across multiple domains in a
scalable manner to provide end-to-end performance guarantees. Towards this end, Int-Serv
and iff-Serv have been developed as QoS-aware control architectures but each of these two
solutions has its own limitations that hinder its wide-spread deployment (Section 2.1.2).
Int-Serv, which requires per-flow signaling and state maintenance, does not scale well as
the user population grows. lthough iff-Serv approach is scalable, it only manages to
provide coarse-grained performance assurance. In either case, end-to-end QoS is impossible
without inter-domain resource control mechanisms.

The earliest work to address inter-domain resource provisioning issues and attempt
to bridge the gap between Int-Serv and iff-Serv is the andwidth roker ( ) rchitecture
(Section 2.2.1). owever, the reservation and admission control mechanisms within the
proposal only consider local measurements at a single node (ingress router) or between a
single pair of neighboring domains (for inter-domain reservations) and fail to reflect the
traffic fluctuations and congestion levels in other parts of the network.

In this dissertation, we propose a new architecture called learing ouse ()
to provision the intra- and inter-domain link capacity to provide statistical QoS such as
ma imum packet loss rate and latency. The two key design principles that make scalable
are: and , which we will e plain in detail in the ne t

chapter. In short, an IS can be partitioned to several smaller domains, each associated
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Table 2.1:  omparisons between the learing ouse approach and previously proposed
architectures.

roposed roperties Scalability QoS uarantees
rchitectures
Int-Serv lat structure. imited. Strong per-flow,
ses S  protocol er-flow signaling end-to-end QoS.
soft state approach. state maintenance
at all routers.
iff-Serv lat structure. Scales well. oarse-grained,
ses inl - nly edge routers per-hop performance
headers to indicate keep per-flow assurance for traffic
traffic requirements. states. aggregates.
andwidth Two-tier model. Scales well, e cept oarse-grained
roker ne per domain for large domains. end-to-end performance
to manage resources. edge routers via concatenating
keep per-flow states. | pair-wise S  s.
learing ierarhical structure. | Scales well. Statistical end-to-end
ouse dge routers keep QoS, e.g., ma imum
aggregate states. loss rate and delay.
tw Int-Serv and
iff-Serv.
with a  -node. The resource control tasks are then distributed to the various -nodes

that form a hierarchical tree. The e ploits the predictability of aggregate traffic to
establish and adapt intra- and inter-domain reservations while requiring only aggregate
state maintenance. In our model, per-flow admission control is only performed at the
ingress routers, but our algorithm considers network-wide traffic distribution in making
admission control decisions. We also provide a mechanism to police admitted flows and
detect malicious flows to ensure that the end-to-end performance of legitimate flows is
protected.

Table 2.1 and 2.2 compare how our approach is different from the previous work.
The details of the architecture and its various resource control mechanisms are presented

in hapter 4, , and



Table 2.2: omparisons between our resource control schemes and related work.
roposed eservations dmission ontrol Traffic olicing
Solutions (resv) (adc) (tp)
Int-Serv er-flow, end-to-end er-flow and per-hop er-flow policing
resv via S based on end-to-end path at all routers.
on user-speci ed using worst-case
parameters. bounds.
iff-Serv er-traffic class, er-flow, only at er-flow policing
via con guring ingress routers using only at ingress
schedulers like W Q. single-node routers.
measurements.
andwidth | er-traffic class er-flow, only at ot addressed.
roker like iff-Serv, and ingress routers using
through pair-wise S s. | single-node
measurements.
learing ggregate reservations er-flow, only at ggregate policing
ouse for intra-  inter-domain | ingress routers using with ability to

traffic aggregates
based on real-time
traffic measurements.

estimated network-wide
traffic distributions.

detect individual
malicious flows.




