Chapter 1

Introduction

1.1 Motivation

The startling growth of Internet and the flexibility of IP-based packet switched
networks have expedited the convergence of data communications (packet switched), and
voice- and video-based communications (traditionally circuit switched) into a single ”IP-
based” core architecture. We envision that the future infrastructure should be capable
of interconnecting heterogeneous networks (both fixed and mobile, high and low band-
width) and supporting a wide range of applications. Besides data transactions such as web
surfing and e-commerce, the Internet today has been experiencing growth in audio and
video streaming with the emergence of multimedia tools like Netmeeting and CuSeeMe,
and Internet-telephony companies such as Dialpad.com. However, the existing Internet
only offers a single best-effort class of service without any guarantees on delay variation,
packet losses or available bandwidth. This can adversely impact the end-to-end performance
of real-time applications. Clearly, the time has come to reexamine the design of Internet

architecture.



Internet Scaling Challenges

More intelligence is needed in the Internet infrastructure to make it capable of
providing different levels of performance assurance, e.g., guaranteed bandwidth and packet
delivery within a delay bound. Nevertheless, any such research or implementation efforts

are faced with the following challenges:

e Scale in Number
The tremendous Internet growth over the past few years makes its scalability a crucial
problem for network designers. The number of hosts advertised in the Domain Name
Service (DNS) has more than doubled in two years, from 53 million in January 1999
to 110 million in January 2001 [1]. In the same time span, the number of users online
worldwide increases from 150 million to 407.1 million [2]. Therefore, the feasibility of

a QoS mechanism depends on whether it can scale well under unpredictable growth.

e Growth in Heterogeneity
The scalability concerns are multi-dimensional, not just an issue of “number”. The In-
ternet carries traffic generated from a variety of applications with different traffic char-
acteristics and performance requirements, running on alternative hardware/software
platforms. Users are connected via heterogeneous access networks, using devices that
differ in capabilities. For example, Table 1.1 compares the traffic behavior and QoS
requirements between the traditional data applications and emerging multimedia ap-

plications.

e Distributed Internet Administration
The decentralized control of the Internet poses another technical challenge in pro-
viding end-to-end QoS. Privatization of the Internet, which was originally funded
by DARPA /government, introduces separate and independent administrative or op-

erational domains. These private organizations that operate the different networks



‘ Applications ‘ Traffic Behavior ‘ QoS Requirements

Electronic mail (SMTP) | Small, batch file Very tolerant of delay.

file transfer (FTP) tranfers. Bandwidth requirement: Low.

remote terminal (Telnet) Best effort.

HTML web browsing A series of small, Tolerant of moderate delay.

bursty file transfer Bandwidth requirement: Varies.

Best effort.

Client-server Many small two-way | Sensitive to loss & delay.

E-Commerce transactions Bandwidth requirement: Moderate
Must be reliable.

IP-based voice (VoIP) Constant or Very sensitive to delay & jitter.

Real Audio variable bit rate Bandwidth requirement: Low
Requires predictable delay & loss.

Streaming Video Variable bit rate Very sensitive to delay & jitter.
Bandwidth requirement: High
Requires predictable delay & loss.

Table 1.1: Heterogeneous traffic behavior and QoS requirements of Internet applications.

and provide end users with access to the Internet are referred to as Internet Service
Providers (ISPs). Due to time and market pressures, ISPs and equipment vendors
seldom invest in developing infrastructures for the long term. Since the Internet
technology was not originally designed to operate over separate domains, many inter-
operability issues remain unresolved. End-to-end QoS can truly be achieved only if
there is a reliable and efficient way to manage inter-domain resource allocation and

SLA negotiations.

e Performance vs. Efficiency Trade-offs
Many QoS solutions involve many trade-offs, which often reflect the conflicting inter-
ests among the different participating organizations and entities (e.g., ISPs, transit
providers) that constitute the networks. For example, network operators would like
to admit as many users as possible to increase the network utilization level and profit,

but by doing so, they might not be able to provide per-session performance guarantees



required by end-users.

1.2 Problem Definition

This dissertation attempts to answer the following question: Is it possible to pro-
vide end-to-end Quality of Service (QoS) without compromising scalability, flexibility and

bandwidth efficiency of the current Internet infrastructure?

Statistical Quality of Service (QoS)

The term “Quality of Service” can mean many different things, e.g., low latency for
Internet telephony; guaranteed bandwidth for streaming audio/video; predictable delivery
for collaboration services through interactive Web applications; protection against compet-
ing users (e.g., network control for different grades of service); and higher expectations (e.g.,
minimum guarantees on service quality).

In short, QoS can be defined either at the application level or the network level:

e Application-level QoS characterizes how well user expectations are satisfied, and are

usually subjective, e.g., clear voice, jitter-free video, etc.

o Network-level QoS refer to tangible measurements such as controlled latency, available

bandwidth, packet loss rate, etc.

The relationship between the application and network-level QoS is not always
straightforward, and is often neglected in the previous work. In this dissertation, we at-
tempt to understand how the application-level QoS can be translated to network-centric
parameters by analyzing VoIP as an example workload. Our findings are summarized in
Section 1.4.2. Let us emphasize that our goal is to achieve statistical QoS, e.g., packet loss
rate at 95 percentile or at most 150 ms end-to-end delay, but not hard guarantees, e.g.,

dedicated bandwidth per-session.



QoS Control Mechanisms

There are currently two approaches to enhance QoS over the Internet. The first
relies on application-level QoS mechanisms to improve QoS without making changes to the
network infrastructure. This includes modifying the application implementations to make
them more adaptive to variations in packet delays and losses, e.g., various reconstruction
methods at the Internet audio receiver [3], forward error correction (FEC) [4] and new
transport protocols such as RTP/RTCP [5]. This class of mechanisms is out of scope of
this dissertation.

The second approach tries to modify the network implementation to provide vari-
able grades of service with some performance guarantees to a heterogeneous mix of Internet

flows. There are five crucial components in an architecture that supports QoS:

1. QoS Specification The various network components must agree upon a universal way
to (a) define the various service classes or performance guarantees that the network
can provide, (b) specify QoS requirements and/or traffic characteristics of individual
flows, and (c) map the individual QoS requirements in (b) to the service levels defined

in (a).

2. Resource Management and Admission Control Certain control mechanisms are
needed to allocate adequate resources to different service classes and limit the volume
within each class, e.g., reservation protocols, capacity planning techniques, etc. The
network must determine which resource reservation requests to grant or deny based
on the current status of the network. If the admission control policy is conservative,
better QoS guarantees are given to network clients, but fewer of them can be supported

at the same time, leading to inefficient utilization of resources.

3. Service Verification and Traffic Policing There must be some means to verify

that the admitted flows truly receive the performance guarantees promised by the



network. At the same time, admitted flows must comply to their allocated bandwidth

share and should be penalized otherwise.

4. Packet Forwarding Mechanisms Packets need to be sorted to their corresponding
classes/queues and treated differently based on their QoS requirements. There has
been an enormous research effort on this topic, including packet filters, traffic shapers,

schedulers and buffer managers.

5. QoS Routing The basic function of QoS routing is to find a network path which
satisfies the given QoS constraints, e.g., with sufficient bandwidth or minimal delay.
QoS routing has been extensively studied, originally in the context of ATM and later

in IP networks.

The QoS specification and packet forwarding mechanisms (No. 1 & 4) have been
widely studied, and are moving quickly through the Internet standardization process [6].
Recently there is renewed interest in assessing the impact of deploying QoS routing protocols
in IP networks [7, 8], which has attracted much debate. However, we will not further
discuss these three topics in this dissertation. The second and third components (Resource
Management and Traffic Policing) involved session-level control and have remained as open
research topics; this dissertation focuses on these open issues.

In a nutshell, this thesis addresses how to provision IP-network resources prop-
erly so that latency-sensitive applications can deliver streams with predictable QoS. The
proposed architecture and mechanisms must scale well with respect to the rate of Internet
growth, and modifications to the network infrastructure should incur minimal overhead.

QOur contributions and results are summarized in Section 1.4.2.



1.3 State of the Art

Today, the most common approach deployed by Internet Service Providers (ISPs)
to provide quality of service (QoS) is to over-provision and over-engineer their operational
networks. This is an expensive and inefficient solution since it can take up to six months from
planning the upgrade, to adding a new fiber and/or equipment and having the operation
of the entire network fully tested. In addition, some of the links are at most 10% or 20%
utilized due to this conservation approach. On the other hand, the end-to-end support
is achieved by concatenation of bilateral peering agreements with neighboring ISPs. Such
agreements describe the volume of traffic exchanged between the two networks, but the
offered performance assurance is very vague and usually not verified.

Some ISPs offer Virtual Private Networks (VPNs) [9], as an alternative to private
leased lines, to connect private corporate networks over the shared public Internet. Corpo-
rations have turned to VPN solutions to build a secured wide-area network (WAN) that can
deliver performance and manageability to their various sites scattered around the country.
VPN customers require, at a minimum, a predictable performance over VPN’s secure tun-
nels, which is usually specified in the Service Level Agreements (SLAs). An SLA [10, 11]
is a contract between the service provider and the customer that specifies the maximum
packet transmission rate promised by the customer, and the desired service level in terms
of delay, throughput, and loss characteristics. SLAs have traditionally focused on back-
bone performance, such as backbone/network availability, maximum or average delay, and
mean time to notify customers of an network outage. Unfortunately, such coarse-grained
guarantees do not reflect end-to-end performance of individual applications. In addition,
VPNs can only provide guarantees for traffic traversing within the same ISP, and further

development is needed to extend VPNs across multiple ISP domains.



1.3.1 Re-engineering the Internet

In recent years, there has been considerable research focused on extending the
Internet architecture to provide better quality of service (QoS). Two major classes of ap-
proach that have been proposed to the IETF are: Integrated Services (Int-Serv) [12, 13]
and Differentiated Services (Diff-Serv) [14, 15].

Integrated Services (Int-Serv) with RSVP signaling [16] introduces end-to-end per-
flow reservations, such that each flow is guaranteed a certain amount of bandwidth at each
router along its path from the source to the destination. However, this approach requires
maintenance of individual flow states in the routers, and its signaling complexity grows with
the number of users. As a result, such architecture may not scale well.

Differentiated Services (Diff-Serv), on the other hand, relies on packet marking
and policing at the access or edge routers and different per-hop behaviors (PHB) [17, 18]
at core routers to provide service differentiation to aggregate traffic. Edge routers (ERs)
are boundary points at which a flow enters or leaves a Diff-Serv domain, while core routers
(CRs) are internal routers within the domain. ERs may need to modify individual packets
to ensure backward compatibility with external networks that do not support Diff-Serv.
There have been comprehensive studies on the Diff-Serv packet forwarding mechanisms,
such as scheduling, shaping, queue management, etc., but the understanding of the control
framework at the session level is still relatively limited.

Recent proposals use agents known as bandwidth brokers (BB) [19, 20] to allocate
preferred service to users as requested, and for configuring the network routers with the
correct forwarding behavior for the defined service. BBs act as resource managers that
provision resources at domain boundaries and negotiate SLA parameters with neighboring
domains. An initial evaluation of bandwidth broker signaling can be found in [21]. However,
it remains unclear how a BB computes the amount of resources needed for a service type,

and how traffic fluctuation is reflected in the end-to-end resource allocation over multiple



domains.

1.4 My Thesis: Scalable, End-to-end Resource Provisioning

In this dissertation, we propose a new control architecture to regulate end-to-end
resource provisioning over IP-networks in a scalable manner. Such a control architecture is
an essential component for delivering QoS and coordinating network management policies
in the Internet [22], but it has not been well-studied.

We adopt the Two-Tier resource management model presented in [20], which

breaks the problem down into two sub-problems:

1. Inter-domain: Design an architecture to provision resources at an aggregate scale

across multiple domains.
2. Intra-domain: Design and develop mechanisms to manage intra-domain resources.

The QoS of delivered streams is usually limited by the bottleneck bandwidth along
the path in the edge domains. Besides the inter- and intra-domain resource allocation in

the backbone, we need to address the following issues at the edge domain:

e Admission control, which is necessary for limiting the usage of resources by competing

flows.

e Traffic policing, which is useful to ensure that each admitted flow only uses its allo-

cated share of bandwidth.

In proposal [20], a BB is associated with each domain to manage the internal
resources and allocate inter-domain resource agreements. We expand on this model [20]
and introduce a hierarchical control architecture, called the Clearing House, to distribute

the various states and resource management tasks to different nodes.
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1.4.1 Basic Assumptions

We make the following assumptions:

e We consider only two QoS classes: Best-effort and High priority. Examples of high
priority traffic are latency sensitive applications (LSAs) such as streaming video and
audio. Adequate resources must be allocated to this class of traffic to meet the delay
and loss requirements. Traditional data transactions, e.g., FTP, e-mail, are carried as

Best-effort traffic.

e Since the two QoS classes must co-exist, we need to strictly limit bandwidth allocated
to the high-priority traffic so that it does not “starve” the best-effort class. Only

high-priority traffic is admission-controlled.

e The networks are capable of providing at least two differential service levels and
Diff-Serv primitives such as packet marking, classifier, leaky bucket policer, and rate-

controlled priority scheduling [23].

e Every routing domain has the capability to monitor and collect statistics of incoming

and outgoing traffic.

e Control paths (e.g., reservation requests) and data paths are separated. Control

messages are sent as UDP message in the high priority class.

1.4.2 Contributions

This dissertation’s proposed framework attempts to provide better end-to-end
QoS, as offered by stateful networks (e.g., Int-Serv), while maintaining scalability and ro-
bustness found in stateless network architecture (e.g., Diff-Serv). Our specific contributions

are:
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e Workload Modeling
First, we have developed a realistic model of the performance requirements of LSAs
to drive the evaluation of our proposed architecture and resource control mechanisms.
Using Voice-over-IP (VoIP) as an example workload, we performed subjective exper-
iments to quantify the impact of packet losses and delays on user perceived voice
quality. We found that loss rates within 1-2.5% are tolerable, but received voice
streams become incomprehensible when more than 4% of the packets are lost. To
be conservative, we assume the maximum packet loss rate should be less than 1% to
deliver high-quality VoIP. To represent the diversity of LSA workloads, we collected
70 packet audio traces from a wide range of multimedia applications, including au-
dio/video conferencing, two-way conversations, and distant learning. We used these

traces as traflic workloads to drive a subset of our simulations.

e Distributed Clearing House Architecture
We have designed a Clearing House (CH) architecture that facilitates intra- and inter-
domain resource reservations based on statistical estimates of aggregate traffic over a
particular link. Two key ideas, aggregation and hierarchical control, are employed in
this design that make the CH scalable to a large user base. These are explained later
in Section 1.4.3. We have extensively evaluated the efficiency and performance of the

CH through trace-based simulation study.

e Predictive Reservations
We have developed and evaluated a predictive reservation scheme that allocates re-
sources in advance based on aggregate statistics of high-priority traffic. Reservations
are set up for aggregate traffic, instead of individual flows, so that no individual state
maintenance is required. A Gaussian predictor is used to estimate the required band-

width based on the aggregate mean and variance of the high priority traffic over a
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particular measurement window. We quantify the performance characteristics of this
approach by applying the predictor to a collection of actual Internet audio traces.
Our trace-based simulations show that predictive reservation technique can achieve

loss rate of 0.12% with only 8% over-provisioning.

New Service Model: IE-Pipes

We define a new service model that treats edge routers (ERs), but not hosts, as
endpoints. ERs are ingress/egress points where traffic enters/exits the domain. All
high-priority traffic that enters an ISP at ingress ER-s, and exits at egress ER-d

belongs to the same aggregate denoted as IE-Pipe(s, d).

Traffic-matrix based admission control (TMAC)

In our model, per-flow admission control is only performed at the ingress router where
the traffic enters the domain. We propose a new admission control scheme, TMAC,
that leverages the knowledge of network-wide traffic matriz within a domain to deter-
mine the admission threshold. A traffic matrix captures the distribution of aggregate
traffic demand between every pair of ERs in a network domain, e.g., all IE-Pipes.
Such information allows TMAC to take into account the dynamic fluctuations of traf-
fic demands and congestion levels across domains, leading to more efficient resource
allocation. Our simulation results show that TMAC can achieve 95% utilization level
with less than 1% loss when a VoIP type workload is considered. TMAC does not

require per-flow signaling or probing into the core network.

Malicious Flow Detection via Aggregate Policing (MDAP)

We present a scalable mechanism, MDAP, that allows us to aggregate flows for group
policing without compromising the ability to uniquely identify a malicious flow when
necessary. Traffic policing in the Diff-Serv literature usually refers to parameter-based

packet filter mechanisms, which are useful in tracking and shaping per-flow usage.
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Here, policing refers to monitoring an aggregate group of admitted flows and identify-
ing malicious flows within this aggregate. The words “malicious” and “misbehaving”
are used interchangeably to describe admitted flows that violate their allocated share
of bandwidth. The key result is that we can detect majority of the malicious flows
without having to keep per-flow state information at the edge routers. Through dis-
tributed edge coordination, the amount of states maintained by any edge router is
reduced from O(n) to O(y/n), where n is the number of admitted flows, while core

routers are stateless.

The choice of MDAP parameters determine the trade-offs among different performance
indexes, e.g., non-detection rate and frequency of false alarms. We assume that pre-
serving the QoS performance of legitimate flows is more important than punishing
the malicious flows. Our simulation results show that MDAP can successfully de-
tect a majority (64-83%) of the malicious flows with almost zero false-alarms. Packet
losses suffered by innocent flows due to undetected malicious activity are insignificant
(0.02-0.9%). The average detection time for correctly identified malicious flow is 26.9

seconds, which is less than 1/10 of the average flow lifetime.

Insights from Implementation Experience

We also seek insights on the issues involved in deploying our proposed QoS mecha-
nisms over the current Internet. Towards this end, we have implemented the addi-
tional router functionalities required by the TMAC and MDAP schemes (e.g., traffic
monitoring and policing, processing and forwarding control messages to LCH-nodes)
on top of the Click [24] modular router. Our experiments show that the addition of
these modules incur minimal processing overhead to an edge router. The maximum
throughput degradation is only 5%. In all our experiments, we observe a minimum

response time of 2.5 ms and a maximum of 7.2 ms at a load of 500 simultaneously
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active flows.

1.4.3 Key Design Principles: Aggregation and Hierarchical Control

In anticipation of the growth in the Internet traffic volume and the resource lim-
itations in the routers and access links, it is crucial that our overlay control architecture
is scalable and incrementally deployable. The key design principles behind our framework

are:

e Hierarchical control We assume the network is composed of various basic routing
domains, which can be aggregated to form logical domains. These logical domains
(LDs) are then aggregated to form larger logical domains and so forth. This introduces
a hierarchical tree of the LDs and a CH-node is associated with each LD. Individual
CH-nodes are agents that manage aggregate reservations for all the links within the
same domain at a particular hierarchical level. The reservations between neighboring
domains are monitored by the parent CH-node. This hierarchical tree of CH-nodes

form a “virtual overlay network” on top of existing wide-area network topology.

The hierarchical structure allows the CH architecture to efficiently coordinate dis-
tributed decisions to adapt the inter-domain trunk reservations based on predictions
of end-to-end traffic demand distributions. This leads to manageability in allocating

resources across multiple domains and provides more predictable end-to-end QoS.

e Aggregation In our approach, reservations are set up only for aggregate traffic and
not for individual flows. Therefore, no per-flow state maintenance is needed. We also
propose to aggregate incoming flows for group policing at the ingress ER, and present
a methodology to assign a unique flow-identifier intelligently such that we can trace

a particular flow when necessary.

e Leveraging traffic demand predictions Internet data traffic exhibits burstiness
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at multiple time-scales. Although it is difficult to predict the bandwidth usage of a
single flow, the behavior of the aggregate traffic is more predictable. The aggregate
traffic statistics are useful in estimating future demand for the traffic aggregate as a
whole. As the number of flows in the aggregate grows, the estimation gets closer to

the actual traffic demand.

1.5 Dissertation Overview

The remainder of this dissertation is organized as follows. Chapter 2 reviews
related work to this dissertation and addresses some of the differences between previous
work and our approach. We discuss the latest development of the Diff-Serv bandwidth
broker architecture, recent research in resource management for virtual private networks,
measurement-based admission control and traffic policing.

Chapter 3 presents our research methodology and explains how we model the
various workloads that drive the evaluation of our proposed architecture and mechanisms. In
particular, we consider Voice-over-IP (VoIP) as an instant of latency-sensitive applications
and have conducted a subjective experiment to map the packet loss rate to human perceived
quality. This chapter also describes the property of 70 voice traces that were used in our
simulation study. These traces were collected from various Internet multimedia applications.

Chapter 4 provides a high level architectural view of the distributed Clearing
House, and discusses how our design choices are influenced by some observed properties
and economic models of the current Internet infrastructure. We provide an illustration that
explains how the CH-architecture can be deployed within an ISP domain and in multiple-
ISP Scenario.

Chapter 5 describes how we leverage the predictability of aggregate traffic demand

to set up and adapt intra- and inter-domain trunk reservations. We present a thorough
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evaluation of our Gaussian bandwidth predictor using both simulated traffic and real voice
traces. We also explore the robustness of the Gaussian predictor with respect to traffic vari-
ability and measurement window. Our results show that we can achieve less than 1% loss
rate with only 8% over-provisioning with a 1-minute window measurement. In this chapter,
we propose a new scheme, the Traffic-Matrix based Admission Control (TMAC), that con-
siders network-wide traffic demand distributions within an ISP (between each ingress and
egress pair) in making admission control decisions.

Chapter 6 addresses the need for scalable, efficient traffic policing and malicious
flow detection scheme at the edge domains to provide better end-to-end QoS. We extend
the Clearing House architecture by adding traffic monitors at the edge routers and control
mechanisms, called Furies, near the domain boundaries. To preserve the ability to uniquely
identify a flow, in case it is malicious, Furies explicitly assigns a flow identifier, F'id to every
admitted flow. Each F'id has two subfields: FidIn and FidFEg. FidIn is assigned based on
the ingress ER of the flow, and similarly FidFg is assigned based on its egress ER. At the
ingress(egress) ER, admitted flows are aggregated based on their FidIn(FidEg) for group
policing. The fact that each ER maintains only the aggregate state for each group, identified
by Fid subfields, is crucial for the reduction of state information from O(n) to O(y/(n)),
where 7 is the number of admitted flows. The details of the malicious flow detection scheme
are described in this chapter.

Chapter 7 concludes the dissertation and discusses directions for future work.



