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Abstract
Advances in IP-technology, which include the real-time encoding and decoding of voice and vid

router mechanisms, and real-time transport protocol (RTP) offer great potential for computer-teleph
integration over IP networks. However, due to the unpredictable loss, delay, and delay jitter in pack
switching network, the conventional Internet single best-effort class of service can adversely impac
end-to-end performance of real-time applications. This dissertation proposal describes a research e
determining mechanisms to provide Quality of Service (QoS) in an efficient and scalable manner ov
Internet. We will elaborate on an end-to-end service architecture that can support per session statis
quality of service guarantees, by building on the significant amount of previous research on networ
application-level QoS solutions. In our initial work, we have chosen Voice over IP (VoIP) traffic as a w
load for evaluation, and use a subjective test to determine the effects of network centric parameters
human perceived voice quality.

First, we develop resource allocation techniques for VoIP traffic in virtual private networks (VPN
achieve the required QoS. Specifically, we will show how to use traffic statistics in predicting aggreg
bandwidth usage, which is crucial for capacity planning and admission control decisions. Since the
results may not scale to the publicly shared Internet, we propose to study performance of real-time a
tions within the Diff-Serv framework. We will describe a) the trade-offs between performance and net
efficiency for VoIP traffic in the presence of other integrated computer-telephony applications, e.g., 
active web applications, and b) the interaction between real time flows transported using UDP, and c
tion-controlled TCP connections. We expect to make modifications to the existing RTP protocol, so
real-time applications will adapt their rates to network load, and prevent potential starvation of TCP
nections. Finally, as an example, we will investigate the role of adaptive audio applications by re-ev
ing the play-out delay adjustment algorithms in the modern context. We have shown the existence 
correlation between packet delays, and propose to design and analyze a delay adjustment algorith
on this conditional delay estimate. We will evaluate this algorithm using trace-based simulations.
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1   Introduction & Motivation

1.1  Motivation
In just over a decade, the Internet has grown to over 40,000 sites and 3,000,000 hosts. The s

growth of Internet technology, coupled with the relatively low deployment cost of IP networks, h
pushed for an integrating “IP-based core” - a single network for wireless, data, and voice access. Ho
the diverse service-requirements and novel traffic characteristics of the emerging Internet application
posed many technical challenges that the Internet community must address in the near future. For in
with the emerging multimedia applications, e.g., Netmeeting, NeVot, vic & vat, and CuSeeMe, p
audio/video begin to constitute an ever-increasing fraction of Internet traffic. High quality interactive v
and video applications can tolerate little delay variation and packet loss. Table 1 compares the traffi
acteristics and service requirements between the traditional data applications and multimedia applic

1.2  Research Issues
One of the main weaknesses of current Internet is the lack of differentiated service. Internet is

nally designed for “best effort” datagram service. Since there is no dedicated end-to-end conn
between the sender and receiver, packet loss, out-of-order delivery, delay jitter and latency are bo
occur when the shared network is congested. The performance of traditional data applications s
remote terminal (e.g. Telnet), file transfer (e.g. FTP, http), name service (e.g. DNS), and electroni
(e.g. SMTP) degrade gracefully with respect to packet losses & delays, and therefore are well ser
“best effort” service. However, the real-time applications are less elastic. This cause two problems:

• The perceived quality of real-time applications is adversely affected in times of network conge
• Current implementations of real-time applications do not back off in the presence of congestion

therefore interfere with traditional data applications while contending for the network resource
The decentralized control of IP-networks poses another technical challenge in QoS provisioning

ability issue. Introduction of new protocols/functions are difficult since all the end and intermediate n
must be upgraded. Effective QoS solutions must be scalable and able to operate over very heterog
collection of access technologies.

Table 1: Heterogeneous Traffic Behavior and QoS Requirements of Internet Applications

Applications Traffic Behavior QoS Requirements

Electronic mail (SMTP),
file transfer (FTP),
remote terminal (Telnet)

Small, batch file transfers. Very tolerant of delay & loss.
Bandwidth requirement: Low.
Best effort.

HTML web browsing A series of small, bursty file
transfers.

Tolerant of moderate delay & loss.
Bandwidth requirement: Low to moderate.
Best effort.

Client-server Business
Applications

Many small two-way trans-
actions, “chatty”.

Sensitive to loss & delay.
Bandwidth requirement: Low to moderate.
Best effort, must be stable & reliable.

IP-based voice (VoIP) Constant bit rate, or bursty
traffic (with silence suppres-
sion).

Very sensitive to delay & jitter. Sensitive to loss.
Bandwidth requirement: Low & predictable.
Requires predictable delay & loss.

IP-based Real-time Video Constant or variable bit rate
(depending on the codec).

Extremely sensitive to delay & jitter, and loss.
Bandwidth requirement: High, e.g. 384 Kbps.
Requires predictable delay & loss.
2
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1.3  High-level Overview of Previous Work
There are currently two approaches to enhance QoS for real-time flows over the Internet. Th

relies on application-level QoS mechanisms to improve QoS without making changes to the network
structure. This includes modifying the application implementations to make them more adaptive to
tions in packet delays and losses. The main advantage of the application level mechanisms is that s
can be deployed at end hosts and end routers without making any changes to the core network arch
or network interfaces. The second approach tries to modify the network implementations to provide
able grades of service with some performance guarantees to a heterogeneous mix of internet flows

1.3.1 Application-Level QoS Mechanisms

In traditional implementations of real-time applications, incoming data are played out either imm
ately upon arrival or after a fixed delay [1]-[3]. Both methods lead to significant signal degradation u
high delay variance conditions. To make real-time applications more tolerant of delays and delay
adaptive techniques were introduced in [4], to dynamically adjust the play-back point. These techn

have been successfully deployed in Internet applications such as vat1 and nevot [5]. In addition, researcher
also study reconstruction methods at the receiver to compensate for packet loss in Internet audio,
silence substitution, waveform substitution and Linear Predictive Coding (LPC) redundancy [6]. O
application-level QoS mechanisms include layered encoding, low-bit-rate coder [7], and forward
correction (FEC) [8]. Another research area that can potentially improve the end-to-end QoS for In
audio is the transport layer. RTP/RTCP transport protocol [9] is designed for transporting real-time
cations. Voice data is transmitted using UDP packets (RTP) to the receiver, while the RTCP packe
vide feedback on delay, jitter and losses to the sender. The application then changes codec parame
as sample sizes or output rate to adapt to the network condition based on the statistics in the RTCP p

1.3.2 Network-Level QoS Mechanisms

IETF proposed two models to provide Internet QoS: Integrated Services (Int-Serv) [10, 11] and D
entiated Services (Diff-Serv) [12, 13].

The philosophy behind Int-Serv is that routers must be able to reserve resources for individual2

to provide QoS guarantees to end users. Int-Serv QoS control framework supports two additional cla
service besides “best effort”: a) Guaranteed service [14] and b) Controlled-load service [15]. Guara
service guarantees that datagrams will arrive no later than a certain time, i.e. maximum delay is bo
This is useful for hard real-time applications that are intolerant of any datagram arriving after their
back time [16]. Controlled-load service is intended to support a broad class of applications whic
highly sensitive to overloaded conditions by promising performance as good as in an “unloaded dat
network”. Many research contributions have been made to define the functionality and study the
mentation issues of the following Int-Serv components: a) a method for applications to communicat
QoS needs (e.g. Unix RAPI, Winsock2 QoS API), b) a signaling protocol to set up and tear down re
tions (e.g. RSVP [17]), and c) traffic control in the network (e.g. packet scheduling, policing).

Unfortunately, Int-Serv faces different challenges that make immediate deployment infeasible:

• The increase in per flow state information that needs to be kept at routers incurs huge storage
processing overhead. Thus, Int-Serv solution does not scale well in the Internet backbone.

• RSVP/IntServ Model needs to work over different data-links such as Ethernet, and ATM. This
requires mechanisms that map integrated services onto specific shared media.

1. Vat is an audio conferencing tool developed by Network Research Group of Lawrence Berkeley Nation
Laboratory (http://www-nrg.ee.lbl.gov/vat/).

2. A flow is a sequence of packets from the sender to the receiver that do not necessarily follow the same
3
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Diff-Serv, on the other hand, supports the needs of various applications by using a simple classifi
scheme. The basic idea behind Diff-Serv model is to carry the QoS information in band within the p
in the Type of Service (TOS) field in IPv4 header or Differentiated Service (DS) field in IPv6 [18]. TO
DS field is used to indicate the need for low-delay, high-throughput, or low-loss-rate service. The
bone routers provide per-hop differential treatments to different service classes as defined by P
Behaviors (PHBs) [19-20]. Two service models have been proposed:assured service[21] and premium
service[22]. Assured serviceis intended for customers to specific amount of bandwidth needed from
vice providers, whilepremium Serviceprovides low-delay and low-jitter service, and is suitable f
Internet audio/video applications and for IP-tunnels for Virtual Private Networks (VPNs) [23].

Diff-Serv approach has several advantages over Int-Serv:

• Diff-Serv is simpler than Int-Serv and does not require end-to-end signaling (no RVSP).
• Diff-Serv is efficient since classification and PHBs are based on per-class rather than per-flow

mation. Since the number of service classes are limited by the size of TOS field, and the amo
state information is proportional to the number of classes instead of number of flows, Diff-Serv
approach is more scalable than Int-Serv.

• Diff-Serv requires minimum change to the current network infrastructure.

1.4  Our Research Effort
In the previous section, we described several approaches that help provide quality of servi

Internet real-time applications, both at the network level and the end application level. The main con
tion of this dissertation study will be the design of an end-to-end service architecture, based on Dif
framework and adaptive application concept, that can satisfy QoS requirements of IP-based real time
cations in an efficient manner. We approach this problem by studying QoS provisioning mechanism
their interactions across multiple levels: network, transport and application layers. For our initial wor
consider VoIP as a workload for evaluation because of their traffic characteristics are relatively
known. We use a subjective test to determine the performance measures in terms of human perceive
quality in the presence of packet delays and losses. This study will be based on a combination of an
trace collection, and simulation. We will address the following problems:

• Resource allocation for real-time applications in VPNsVPN services are potential solutions to
provide performance assurances close to that of private leased lines over the Internet. Howev
existing Service Level Agreements (SLAs) [24] between the network provider and the custome
remain vague. Further development is still needed in proper resource management in VPNs b
QoS of delay sensitive applications can be accommodated. We will describe how to use traffic
tics to estimate the aggregate bandwidth usage. The results are useful to network managers t
mine the amount of bandwidth required for a shared link, and the maximum number of connec
that can be supported. We evaluate the proposed solution using VoIP as a workload in a simu
study. We will further validate our results with trace-driven experiments.

• Design an end-to-end service architecture for real-time traffic under Diff-Serv framework.We
choose to base our study on Diff-Serv because of its scalability and relatively ease of deploym
Previous studies have evaluated the performance of different Diff-Serv service models in a sin
hop, using several analytical traffic models (e.g., Poisson, on-off source), but no specific conclu
can be drawn from these studies to help determine the best combination of router mechanisms
vide QoS for real-time traffic. First, we propose to evaluate the end-to-end performance of VoI
the presence of interfering traffic, using Diff-Servassuredandpremiumservice models, for multiple-
hop topology. In the process, we will develop new workload models for integrated computer-te
phony applications, such as VoIP and interactive web traffic. We will describe the trade-offs betw
performance and network efficiency for a given traffic load and mixture. Since the VoIP traffic i
transported using UDP flows which do not back off in times of congestion, it can potentially im
4
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the throughput of TCP connections, and cause network inefficiency. We expect to make some m
cations to RTP transport protocol, so that the real-time applications will adapt their transmission
to network load and become more “TCP-friendly”.

• An example of application-level QoS: improve perceived audio quality by exploiting time corre-
lation of network delays in adaptive playout delay algorithmsThe playout buffer for packet audio
applications tracks the packet delay and jitter to dynamically adjust the talkspurts playout dela
minimize degradation of perceived quality. Previous approach relies on the marginal distributio
delay statistics, and we propose to exploit additional information about thecorrelation between
packet delaysin designing new adaptive algorithms/schemes that are more robust. We define “ro
ness” as the ability of the algorithm to perform well without being affected by the choice of voi
traces, or the nature of network delays.

1.5  Proposal Organization
The goal of this research effort is to design cross-level QoS mechanisms that are crucial to p

QoS to IP-based real-time traffic. We use VoIP as a workload for evaluation. Figure 1 shows a pr
stack for the end-to-end IP-based service architecture that we consider. The shaded layers denote
mary focus of this research effort.

The remainder of this research proposal is organized as follows:

• Section 2 gives a more detailed discussion of the related work.
• Section 3 describes VoIP, its performance requirements, and its equivalent mathematical mod

we use as a workload for evaluation purposes for all our subsequent simulation study.
• Section 4 discusses how we use prior knowledge about the traffic statistics in capacity plannin

resource allocation for VoIP over VPNs. We will discuss our simulation results.
• Section 5 highlights current and future work in designing and evaluating an end-to-end service

tecture to provide QoS for real-time applications under Diff-Serv framework.
• Section 6 discusses how we use delay correlation information to improve the efficiency and ro

ness of the adaptive playout algorithms of packet audio applications.
• Section 7 presents the specific research agenda and development plan for this project.

Model VoIP workload
Define VoIP QoS

Traffic type
ToS field

Adaptive playout delay
adjustment
(Section 6)

Design rate adaptation
policy in RTP transport
protocol to make VoIP
more TCP friendly
(Section 5)

Capacity planning and
resource allocation for
VoIP in VPNs using

requirements
(Section 3)

Performance trade-offs
in Diff-Serv service
models to satisfy VoIP

traffic statistics
(Section 4)

QoS requirements
(Section 5)

Use VoIP workload to analyze
cross-level QoS mechanisms

Figure 1.  Network architecture and scope. The shaded layers denote the primary focus of this research effor

API

MAC/Link Layer

Physical Layer

Transport Layer

Network Layer

Application Layer

API

MAC/Link Layer

Physical Layer

Transport Layer

Network Layer

Application Layer
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2   Related Work

2.1  Providing QoS via Diff-Serv Framework
Besides the previous studies mentioned in Section 1.3, there have been several recent researc

devoted to understand the delay and/or loss behavior of Diff-Serv service model, via both analys
experimentation [25-33]. In [25], May et. al. developed analytical models to derive the expected dela
packet loss of Poisson arrivals, for the two Diff-Serv service models:assured Serviceandpremium Service.
Naser et al. [26] quantify the expected delay of packets for constant bit rate and On-Off source traffic
a two-bit architecture which combinesassuredandpremiumservices, for a given traffic load and buffe
size. S. Sahu et. al. [27] compare the performance of two router mechanisms: threshold dropping a
ority scheduling, coupled with edge marking and edge discarding techniques. They observe that p
scheduling provides lower expected delays to preferred traffic than threshold dropping. They also o
that there is little difference in the loss incurred by preferred traffic under both router mechanisms, e
when the sources are extremely bursty, in which case threshold dropping performs better. Yeo
Narasimha Reddy discussed techniques for achieving desired throughput guarantees for a Diff-Ser
tecture in [28]. They pointed out that the drop precedences by themselves cannot achieve the desire
rates because of the strong interaction of the transport protocol with packet drops, and propose
lowing techniques to solve the problem: (i) modify the transport protocol at the sender, (ii) modify
marking strategies, and (iii) modify the dropping policies at the router. A few other researchers addre
routing issues, and scalable signaling protocols [29, 30]. Adiseshu et. al. [30] proposed a lightweigh
tocol called SSP (state setup protocol) which is designed to disseminate and manage state informa
associates data flows with QoS classes in the routers.

It appears that there has been no published results of end-to-end performance of realistic wo
such as VoIP, using Diff-Serv service models for multiple-hop topology. There is also a lack of stud
architectural design of admission control for real-time applications over Diff-Serv.

2.2  Playout Delay Adjustment Algorithms in Internet Audio Applications
Previous studies [34-36] have indicated the presence of “spikes” in end-to-end Internet delay

delay spike is found to have an initially steep rise and linearly monotonic decrease. Bolot’s conjectur
attributes this phenomenon to “probe compression” - the accumulation of audio packets (from the
being examined) behind a large number of packets from other sources in a router queue. Ramjee
show in [36] that it is advantageous to quickly react to the delay spike if the spike spans multiple
spurts, and present a “delay spike” detection algorithm. They also study the trade-off between a
playout delay and loss due to late packet arrivals incurred by different delay adjustment algorithm
Moon et. al. revisited this problem in [37] and compute the upper and lower bounds on the optimum
imum) average playout delay for a given number of packet losses. They also presented a new delay
ment algorithm that tracks the network delay of recently received packets.

Although there is a significant amount of previous work on playout delay adjustment techniques,
of the results are trace-specific, and based on estimators derived from marginal distribution of
delays. We need to re-evaluate the performance of these algorithms in the presence of delay correla
we will discussed in Section 6.

3   Modeling VoIP
Before we address the various mechanisms used to provide QoS to IP-based real-time applicati

first explain why we choose VoIP as a workload for evaluation, and how we determine its perform
requirements and equivalent mathematical model in this section.
6
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VoIP refers to real-time delivery of packet voice across networks using the Internet protocols
rapid growth of IP-based packet switched networks and the overall bandwidth efficiency of an integ
IP network make it an attractive candidate to transport voice connections. In fact, multiplexing dat
voice results in a better bandwidth utilization than the traditional circuit-switched voice-or-nothing b
bone in the PSTN (Public Switched Telephone Networks), which consists of over-engineered voice t
This justifies looking at VoIP as a workload for future Internet packet networks.

We consider a very simple service architecture, as shown in Figure 2, which includes two imp
functional blocks: IP Telephony Gateways (IPTG) and Diff-Serv Boundary Routers (DSBR). IPTGs
form the necessary conversion between the transmission format of the input voice traffic and RTP/U
format that are carried over Diff-Serv networks at the ingress and egress points. Further details abo
Serv components and VoIP are described in Appendix A and Appendix B, respectively.

3.1  VoIP Performance Requirements
In this section, we quantify the performance requirements of VoIP, by mapping the human perc

voice quality to the more tangible network centric parameters: packet loss and packet delay.

3.1.1 Packet Loss Rate

In the fall of 1998, we used vat to run a simple subjective test tomap the packet loss rate to perceive
voice qualityfor the following case: PCM codec with silence suppression, 8 kHz sampling rate, 8 bit
sample (contributing to 64kbps when the source is active), and 20 ms of voice samples per packet.

The sound files of three sentences (about 6 seconds each) from the movie, “A Few Good Men

downloaded and converted to PCM format with 8 kHz sampling rate1. The voice samples were packetize
into RTP packets with 12-byte RTP Header and sent through a simple network emulation that intro
uniformly distributed packet losses according to different loss rates. The perceived voice quality
scored on a numeric 0 to 5 scales with the following definitions: 5 = crystal clear, 4 = comprehensible but

1.Since these sound files are in WAV format, we used sndrfmt program from ICSI to resample the voice at 8
and convert the format to PCM and saved asµ-law bytes.

IP Telephony
Gateway
(IPTG)

Diff-Serv
Boundary

Router

Managed IP Backbone
(Diff-Serv)

Diff-Serv
Boundary

Router

Diff-Serv
Boundary

Router

RTP/UDP/IP
Packets from
voice source

Receiver

Wireless Access Networks

Packet Voice traffic from PC
(Vat, Rat, Net Meeting etc.)

PSTN

Voice VPNs

Sender

Figure 2.  An end-to-end service architecture for Voice over IP using Differentiated Services.
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less clear; 3 = choppy speech; 2 = harder to comprehend sentences due to noise; 1 = can comprehend less
than 50% of the sentence; 0 = gibberish noise. The result is plotted in Figure 3. Results show that th
able loss rates are within1-3% and the quality becomes intolerable when more than 3% of the vo
packets are lost.

Note that packet voice using Forward Error Correction (FEC) is more resilient to losses and the
we would expect the curve to shift to the right in this case. On the other hand, the quality of voice co
tion using compressed speech is more sensitive to lost voice samples, and we expect the curve to
the left. The impact of packet loss on voice quality depends on the codec used, burstiness of loss
frame sizes per packet, but this is out of scope of this project. We have considered packet losses
caused by buffer overflows in routers as well as discarding of delayed packets that miss the playout
the receiver.

3.1.2 Maximum Tolerable Delay

ITU-T Recommendation G. 114 [38] specifies that one-way transmission time for connections
adequately controlled echo should be in 0-150 ms range to be acceptable for most user applicatio
mentioned earlier the end-to-end delay for VoIP depends on various components of the packet netw
this project, we assume PCM transcoding introduces almost negligible delay if implemented in har
(0.75 ms). We also assume that propagation delay is relatively constant and can be easily estimate
[38], Public Land Mobile Systems contribute around 80 - 110 ms to one-way propagation time. Sa
systems introduce 12 ms at 1400 km altitude, and 110 ms at 14,000 km altitude. Optical fibre cable
contributes around 50-60 ms from coast to coast in United States. Assuming it takes 100 ms propa
delay for voice packets to be transported across United States, the total queueing delay should
within 50 ms (150ms - propagation delay). Since queueing delay is the only variable part in our mod
need to budget the per hop queuing delay. From traceroute, we found out that there were typically
8-12 hops between a machine on the west coast and the east coast. Assuming that queueing delay
the same for each hop, we require the per hop queueing delay to beat most 5 mswhen we design our
resource allocation schemes.

3.2  Analytical Model
With silence suppression, each VoIP source can be modeled as an on-off Markov process. Th

nating periods of activity and silence are exponentially distributed with average durations of
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Figure 3.  Perceived voice quality
when different packets are dropped
randomly according to different loss
rates.
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, respectively. The fraction of time that the voice source is “on” is . When the source is in

“on” state, fixed-size packets are generated at a constant interval. No packets are transmitted w
source is “off”. The size of the packet and the rate at which the packets are sent depends on th
codecs and compression scheme. Let  be the instantaneous rate of voice connectioni, then,

(1)

where R is the voice bit rate (i.e. packet size/packet interval). The rate of transition from state ‘0 kb
state ‘R kbps’ isλ while the reverse transition happens at the rate ofµ.

4   Capacity Planning and Resource Allocation for VoIP in VPNs
Latency and packet losses in IP-networks have adverse impact on the perceived voice qua

shown in Section 3.1), and therefore need to be bounded. One potential solution is to have a fully ma
networks like VPNs, which provide more predictable performance assurances. In this section, we
how to efficiently allocate resources in VPNs to satisfy QoS requirements of VoIP connections.

4.1  Background
VPNs represent the latest alternative for constructing a secured wide area network (WAN) to co

private corporate networks or individual users over the shared public Internet. The substantial prog
IP security [39] and the relatively low deployment cost of IP-based networks have resulted in the dra
growth of VPNs. Some Internet Service Providers (ISPs) and other network providers offer VPNs as
managed services, which provide performance assurances close to that of private leased lines. Use
ning to adopt Internet VPN require, at a minimum, a predictable performance over the VPNs’ secur
nels, which is usually specified in the Service Level Agreements (SLAs). An SLA [24] is a con
between the service provider and the customer that specifies delay, throughput and loss charac
needed to meet the application requirements. It can also include the maximum packet transmission
promised by the customer. Packets transmitted in excess of the specified rate may not get the des
vice level. Traditional ISP SLAs have focused on backbone performance guarantees, such as
bone/network availability, maximum or average delay, and mean time to notify customers of an ne
outage. However, further development is needed to extend the SLA to customer on an end-to-end b
is important to understand the detailed technical specifications of the QoS attributes in the SLA rela
delay, loss and jitter.

4.2  Research Issues
From the application performance point of view, VPNs become natural course grained solutio

provide better QoS for IP-based real-time applications such as VoIP. However, there are relative
studies on resource management issues related to VPNs, which is important for supporting QoS. B
security and privacy issues, other work on IP-based VPNs has mainly focused on group memb
routing protocols and tunneling [40].

In this section, we investigate how a prior knowledge about the first and second order statistics
VoIP traffic can be used to predict the aggregate bandwidth requirement. VPN service providers can
appropriate pre-allocation of bandwidth to different classes of traffic, e.g., delay sensitive vs. best
based on this bandwidth predictor. It is reasonable to assume that the number of possible voice souN,
is known, and off-line measurements of traffic statistics is relatively easy in VPNs. Specifically, we de

1 λ⁄ λ
λ µ+
-------------

Xi t( )

Xi t( )
R when the voice source is active

0 when the voice source is silent,



=

9
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strate how to allocate limited resources to meet QoS constraints for VoIP in VPNs. The following ar
fundamental network design questions that are of interest:

• Given that N VoIP flows arrive at a nodei, how much bandwidth,C, and buffer space,B, should be
allocated to the VoIP service class to limit packet loss to at most 3% (Section 3.1.1) and delay
most 5 ms (Section 3.1.2),

• Given a fixed link capacity,C, what is the maximum number of VoIP flows,nmax, we can admit into
the queue before the QoS requirements of VoIP are violated?

In the fall of 1998, we addressed the questions mentioned using both analytical and simulation
niques, and submitted the results to ICNP’99 [41] (attached as Appendix D). Although our study is
on VoIP workload, the results can be extended to other delay sensitive applications. The next two s
briefly describe our findings.

4.3  Aggregate Bandwidth Predictor
We considerN potential incoming VoIP traffic served atCv kbps. Each VoIP source is modeled as a

on-off Markov process as described in Section 3.2. LetXi be the instantaneous arrival rate of flowi, and

in the equivalent discrete time model (Appendix C). Assume thatXi’s are i. i. d. with meanm

and varianceσ2. WhenN gets large,Y tends to have a normal (Gaussian) distribution with meanNmand

varianceNσ2 under theCentral Limit Theorem[42], Y~N (Nm, Nσ2). Assume that losses occur whe
, and the maximum tolerable loss is . Using the well-known Q-function, we

estimate the required bandwidth,Cv
o as the following (detailed derivation can be found in Appendix C)

(2)

In practice, the voice traffic arrives in IP-packet format, and there are buffers in the system. The
fluid model in Appendix C does not hold, but the results in Eq. (2) can still serve as a first order appro
tion of the actual bandwidth required. From Figure 3 in Section 3.1.1, the packet loss rate shou
exceed 3% to preserve satisfactory voice quality. Therefore, we choseδmax = 0.03. With

, the total bandwidth needs to be at least:

(2a)

to satisfy the QoS requirements of VoIP. As a numerical example, letλ = 0.4,µ = 0.6, R = 80 kbps. From

Eq. (2), the meanm = 0.4*80 = 32 kbps, whileσ = kbps. For every value ofN, one
can then estimate the capacity needed by substituting the numerical values into Eq. (2a).

The statistical gain from multiplexing multiple flows together results in a lower “effective” bandwi
per flow. Therefore, the actual bandwidth that is needed to meet the performance requirement of Vo
be less than the predicted value ofCv from Eq. (2a), which can be viewed as a upper bound. For comp

ison purposes, we denote the required bandwidth computed from analytical model asCv
o, and compare it

with the actual bandwidth determined from simulation, denoted asCv
ns, in the next section.

4.4  Numerical Results & Discussions

We used simulation to determine the minimum bandwidth,Cv
ns, needed to support a specific numbe

of voice usersN. We used ns simulator1 to model a simple one-hop topology whereN VoIP flows share the

Y Xi
i 1=

N

∑=

Y Cv> P Y Cv>( ) δmax=

Cv
o

Nm Q+ 1– δmax( ) N σ⋅ ⋅≥

Q
1– 0.03( ) 1.88=

Cv
o

N m⋅ 1.88 N⋅+ σ⋅=

E X m– 2[ ] 39.2≈
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same link served atCv kbps. The VoIP sources were simulated according to Section 3.2 with voice act
cycle of 40% (λ=0.4). Assume that 8 KHz 8 bits/sample PCM codec was used with 20 ms frame
packet. The voice data packets were 160 Bytes. With 12 byte RTP header, 8 byte UDP header and
IP header, the size of each packet = 200 Bytes. With these header overheads, the effective rate of
voice connection when it was active was (200*8)/20 =80 kbps (25% overhead). Buffer sizeB was chosen
to limit the maximum possible delay (for packet at the tail of the queue) to at most 5 ms:

ms. (3)

N was varied from 0 to 200. For eachN, Cv was increased until the worst per flow loss rate decrea

to 3%, and the corresponding valueCv
ns(N) was recorded. Figure 4 shows howCv

ns(N) was determined for

N=20 andN=30. Result were plotted in Figure 5, together withCv
o that was predicted using Eq. (2a). Ou

main findings were as follows:

• We found thatCv
ns(N) increased linearly withN at a slope of approximately 33 kbps for each addi

tional voice connection (per unit ofN). The slope was roughly 40% of the peak rate of 80 kbps, wh
was very close to the mean rate of 32 kbps.

• Cv
o served as an upper bound for the actual bandwidth usage, and trackedCv

ns fairly well for moder-
ateN. This was a pleasant discovery since it implied that if we know the mean and variance of

individual flow, we can estimate the aggregate bandwidth required. By allocatingCv
o kbps to the

whole VoIP service class, VPNs can give statistical guarantees (maximum packet loss & delay
each individual VoIP flow.

The result shown in Figure 5 can also be interpreted in a different way. We definedNmax as the max-
imum number of users that could be supported so that loss rate was below 3% and delay was le

1.ns is a discrete event simulator derived from REAL simulator [43]. The ns development effort is
part of the ongoing VINT project.ns source code and documentation can be downloaded from http://w
mash.cs.berkeley.edu/ns/.
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Figure 4.  The worst case per flow packet loss rate is
plotted against the available bandwidth,Cv

ns for
N=20 andN=30. We can determine the requiredCv

ns

to achieve 3% loss rate for eachN from a family of
curves like these, as shown by the dotted lines.

Figure 5.  This figure demonstrates that proper
bandwidth provisioning is sufficient to support
performance requirements of VoIP.Cv

o is the
required bandwidth predicted from Eq. (2a) while
Cv

ns is the results obtained from ns simulations.
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5 ms. Using the same experimental settings, the value ofNmax for each corresponding value of availabl
bandwidth,Cv, was obtained from Figure 5 for: a) ns simulation, and b) analytical prediction.Nmax was
plotted againstCv, for these two cases in Figure 6 (solid and dashed lines). For comparison, we cons
a third case where peak rate of 80 kbps was allocated to each flow (assuming all sources becam

simultaneously).Nmax in this case was the largest integer such as kbps (dotted lin

Figure 6). This line lay much lower than the previous two cases. This implied that the peak rate allo
was over-conservative and resources were under-utilized. For example, at 6.4 Mbps link bandwid
could only support 80 users with peak rate allocation. But simulation showed that one could actuall
port up to 196 users, 2.4 times as many (solid line in Figure 6). If we allocated bandwidth based o
(2a), we could supportNmax= 170, which was still more than double theNmaxwith peak rate allocation.
Further details of this work can be found in [41].

4.5  Future Work
We will further validate the model we use to describe VoIP source in Section 3.2 by performi

number of trace-driven experiments. We plan to collect the following two sets of traces:

• audio packets from two way voice conversations conducted via Microsoft Netmeeting1 running on
two NT machines (connected by a LAN) at Berkeley. In the recording of voice traces, one can
ify the encoding schemes (e.g. 64 Kbps/ 8-bit PCMµ-law or A-law, 13 Kbps GSM) in Netmeeting.

• H.323 packets between a telephone on a circuit switched network (PSTN) and a PC/Laptop ru

Netmeeting, that go through the H.323 [44] gateway in the Iceberg2 test-bed in Lab 420, Soda Hall.
Figure 7 shows the components in Iceberg testbed that are directly involved in our trace collec
The H.323 gateway provides services such as translations between different transmission form
communications procedures, and audio codecs to H.323 clients so that they can communicate
non-H.323 entities.

We will use these traces as a workload to evaluate the resource allocation technique described
tion 4.3, and compare the results to that obtained in Section 4.4.

1. NetMeeting is a Window based Internet real-time conferencing tool that supports multi-point data
conferencing, text chat, and point-to-point audio and video (http://www.microsoft.com/windows/netmee

2. The Iceberg project seeks to construct a scalable service architecture for computer-telephony (both PS
wireless cellular infrastructure) integration based on Internet Protocol (IP) technology
(http://iceberg.cs.berkeley.edu).

Nmax 80 Cv≤⋅

Figure 6.  The first two lines (solid and dashed)
are the identical to the result shown in Figure 5.
The third line (dotted) is obtained by allocating
peak rate of 80 kbps to each user.
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5   End-to-end Service Architecture Design Based on Diff-Serv

5.1  Background
We have shown in Section 4 that it is possible to provide statistical guarantees to real-time traffi

VoIP in VPNs by proper resource allocation. We can predict the total required bandwidth for a given
population (Nmax) and traffic characteristics (µ andσ). However, these solutions may not scale well to pu
licly shared IP-network which span multiple autonomous systems and loosely coupled networks belo
to different service providers, where end-to-end traffic monitoring is hard or impossible.

In this section, we investigate mechanisms to provide some service discrimination in thegeneral IP-
networks to achieve better QoS for real-time applications. We will consider Diff-Serv architec
(Appendix C), which has been proposed as a low-cost way to augment the single class Best-Effort
model for the current Internet to a flexible network architecture that can accommodate emerging In
applications with diverse service requirements. However it remains uncertain how the concatena
Diff-Serv routers affects the end-to-end QoS of real-time applications under high network load, both
application level (e.g. perceived voice quality, jitter-free video etc.), and network level (e.g. contr
latency, dedicated bandwidth, low packet loss etc.).

5.2  Research Issues
Many previous research efforts have studied the performance of Diff-Serv service models by

various analytical traffic models. However, no specific conclusions can be drawn from previous stud
to which combination of router mechanisms can provide satisfactory QoS for real-time application
addition, most of these studies evaluate the performance of a specific router mechanism (schedule
management, or packet marking techniques) forone hopcase. Since what matters the most to the end us
is theend-to-end QoS, it is important to quantify theend-to-end performanceobserved at the end receiver
after the flow traversesmultiple nodes. Below we describe a number of issues that we will address:

5.2.1 Performance Trade-offs for Novel Workloads

The first part of the study intends to compare the QoS requirements of VoIP (Section 3.1) usin
Diff-Serv service models a)premiumand b)assured service. For premium service, we consider a priority
scheduler with separate FIFOs for different service class. Forassured service, we consider weighted fair
queueing (WFQ) [45-47] with separate queues running REDs for the various types of traffic that sha
same path. Besides VoIP, we will consider the following applications as interfering traffic:

Figure 7.  Testbed set up for trace collection, including the H.323 gateway, H.323 terminals running client
applications (e.g., Netmeeting) and a T-1 line connecting to circuit-switched telephone lines.

T1-line

PSTN phone

PSTN phone

H.323
Gateway H.323

Gatekeeper

H.323 Terminals
e.g. PCs running Netmeeting

Sniff H.323 and RTP packets (tcpdump)
Ethernet
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• interactive web traffic,
• TCP connections (telnet, ftp),
• novel integrated computer-telephony applications, e.g. stock quotes with text to speech conve
We will describe the trade-offs between delay and packet loss, and network efficiency for a vari

mixed workloads. We will address this problem in multiple-hop scenarios through a simulation stud
will implement bothpremium Serviceandassured Servicein ns simulator. We will determine the aggrega
bandwidth that is required using these two service models to achieve the QoS goal determined in S

3.1 for VoIP traffic. The results will be compared toCv
nsandCv

o obtained in Section 4.4 for VPNs. In the
process, we will develop appropriate models for novel integrated computer-telephony applications
observation that is of interest is how a concatenation of priority scheduler shapes the behavior of th
traffic traversing the multiple-node path, and how this compared to the case when WFQ-REDs are 

Besides real time video/audio and traditional data applications, web traffic constitutes an incre
fraction of the Internet traffic. Though not real time, some of the interactive web applications are dela
sitive and impose more latency constraints than best-effort traffic. It is important to understand whe
is necessary to separate this class of traffic from best-effort. We will also study the effect of backg
web traffic on throughput of TCP connections as well as the loss and delay behavior of RTP flows
following two scenarios:

1. Using a service model that contains only two classes: real-time and best effort, and inserts p
from web applications to the best-effort queue.

2. Using a service model that contains three service classes: real time, latency sensitive and bes
and inserts packets from web applications to their own queue under “latency sensitive” categ

The results will be useful as a guideline for network managers to choose proper router mechani
meet the performance requirements of real-time applications and other workloads, while achievin
bandwidth efficiency.

5.2.2 Effect of Traffic Heterogeneity on QoS Performance

Most of the previous works on Diff-Serv examine the performance of homogeneous traffic, and
use easily tractable traffic models such as Poisson process. We need to relax this assumption, and s
case of heterogeneous traffic that are more realistic. One question of interest is how traffic heterog
affects the end-to-end performance of real-time applications, using same router mechanisms (as de
in Section 5.2.1) with the same set of parameters. Next, we will determine the choice of parameters t
needed to achieve the same kind of performance with traffic heterogeneity.

We plan to use the traces collected in Section 4.5 in a simulation study to perform sensitivity an
described above. We expect to modify our modeling methods of various workloads based on the r
The modified models will potentially be of interest to other network researchers.

5.2.3 TCP-friendly Transport Protocol for Real Time Applications

Although our main goal is to provide end-to-end QoS for real time applications, we would lik
achieve this goal without penalizing the throughput of other traffic sharing the same link. Since TCP
and congestion control algorithms have strong interaction with packet drops, and since traditional
mentations of real time applications do not back off in times of congestion, the overall throughput of
connections can be impaired in an unfairly manner.

First, we will quantify the effect of UDP flows on the throughput of TCP connections and identify
narios when starvation of TCP connections occur. Next, we will design a rate-adaptation protocol ba
the statistics on packet delays and losses carried in the RTCP packets, which are assumed to be go
cators of network conditions. We expect to modify the existing RTP transport protocols, so that the
time applications can adapt the transmission rates to network load and become more “TCP-friendl
will consider the following performance measures:
14
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• Average throughput of TCP connections, and
• Human perceived disruption as the transmission rate is changed to adapt to the network cond

We will run a network emulation to calibrate the human perceived disruption by inserting an ac
module to artificially force the change of transmission rates, e.g. change the codecs or compr
algorithms used at the sender.

6   Application QoS Solution: Better Playout Delay Adjustment Algorithm
In Section 4 we have presented an example on how resource allocation techniques can be used

vide QoS to VoIP in well-managed VPNs. In Section 5, we investigate the performance trade-offs in
Serv service architecture to meet QoS requirements of VoIP service class while maintaining overall
width efficiency and data throughput of congestion controlled traffic such as TCP. However, Brasla
Shenker [48]-[49] show that the usefulness of a priority-based service differentiation at the network
depends heavily on theadaptive capabilities of applications. As an example, we evaluate the role of suc
application QoS solution for Internet audio in this section. We will design a better playout delay ad
ment algorithm based on delay correlation that exists in current Internet.

6.1  Background
Although the network-level QoS mechanisms can help limit the queueing delay and packet loss e

enced by IP-based audio traffic, delay variations still exists. The existence of delay spikes, even
have adverse impact on human perceived audio quality. In order to compensate for the network
packets are usually buffered at the receiver in adaptive Internet audio applications. The periodic play
these packets is delayed a certain amount of time beyond the reception of the first packet in the ta
We refer to this additional “artificial” delay as theplayout delay. There are currently two approaches fo
adaptive playout adjustment: per-talkspurt and per packet adjustment. The former approach uses th
playout delay throughout a talkspurt, but varies the playout delays from one talkspurt to another. Fi
shows the relationship between the various timings associated with thei-th packet in thek-th talkspurt
when it is sent, received and eventually played out at the receiver. Per talkspurt adjustment results i
cially expanded or compressed silence periods, as indicated by and in Figure 8. Fortunately

changes are not noticeable in played out speech if the change is reasonably small [1]. The second a
is to vary the playout delay from packet to packet, but this introduces gaps inside talkspurts that ha
reported as being damaging to audio quality [50].

It is clear from Figure 8 that the longer the playout delay is, the more likely it is that a packet will h
arrived before its scheduled playout time. However, excessively long playout delays can damage t
ceived quality of human conversation. On the other hand, if the playout delay is too small, it incurs
amount of packet loss due to late packet arrivals. Therefore, there is a critical trade-off between the
of playout delay and packet losses, depending on the severity of their impact on audio quality. As a
thumb, delays less than 400 ms [38] and loss percentage up to 3 % (Section 3.1) are considered to b
able for interactive human conversations.

sk sk'
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6.2  Research Issues
Playout delay adjustment has been widely used in many Internet audio/video applications. Un

nately, due to the rapidly changing nature of traffic patterns and dynamics, and with the deployment
router mechanisms, the network delays we experience today exhibit significantly different characte
than the ones observed in 1993 [34]. These have made some of the delay adjustment algorithms o
less robust or less efficient. It is time to reevaluate these algorithms in current context and address a
challenges that arise. The following issues remain to be investigated.

6.2.1 Time Correlation in Network Delays

All the previous work on playout delay ignore the time correlation of network delays and only loo
their marginal distribution. It is important for us to understand a) if any significant correlation e
between packet delays, and b) if so, how can one exploit the correlation information to improve the p
mance of the existing playout delay adjustment algorithms.

We started by examining the conditional distribution of packet delays based on a more recent ne
traces collected by Jonathan Rosenberg in September, 1997 [51]. Packets are generated as if using
at 6.3kbps, one frame per packet, plus RTP/UDP/IP packet headers, resulting in packet size of 36
The packet stream is transmitted from Columbia University, New York to University of Massachus
Amherst, and echoed back to the sender site. The send and receive times are noted, along w
sequence numbers. We computed the round trip time,RTTm, for each packetm and plotted its empirical

distribution in Figure 9(a). From the data, we found that the mean is 0.108 s, while the standard

ation is 0.053 s. The distribution shapes like an asymmetric Gaussian centered around 0.1 s.

same graph, we plotted the conditional distribution ofRTTm given that the delay of previous packet i
greater than 0.161 s (i.e. the mean + one standard deviation). Note that if there is no time corr
between the packet delays, the conditional distribution should look similar to the marginal distribu
However, results show that is actually shifted to the right with a high

mean at 0.176 s, and a narrower peak around 0.15 s. The complementary cumulative distribution fu
(CCDF) forRTTm is plotted in Figure 9(b) along with the CCDF when conditioned on the event that
vious delay sample,RTTm-1is greater than 0.161 s.
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Figure 8.  Timing information of audio packets at the sender, receiver, and output of playout buffer.
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This proves the existence of substantial time correlation in network delays. The next step is to de
better delay adjustment algorithm using a better delay estimator based on the knowledge of network
lation, which has the following advantages over the existing approach:

• In [36] and [37], the adaptive algorithm is based on estimating two statistics: the delay itself, a
variational measure of the observed delays. Both estimates are in the form of

, where  and  are thei-th and previous (i-1)-th estimates, while

is thei-th delay sample. The weight, , is chosen based on off-line sensitivity analysis using sim
tion, without considering the presence of delay correlation. Clearly, the accuracy of these estim

can be greatly improved by dynamically choosing the values of  that based on the observed
correlation.

• The previous approach [36] depends on “delay spike” detection algorithm to decide whether the
out delay should be adapted, based on whether the delay spike spans multiple talkspurts. If we

an algorithm based on network correlation, the decreasing correlation (as shown by ) will au
matically detect the end of delay spike and adjust the playout delay accordingly. This can poten
improves efficiency of the delay adjustment algorithm.

6.2.2 Delay Jitter: Definitions & Bounds

Some of the existing delay adjustment algorithms estimate the absolute or relative delay of re
packets (e.g. Nevot), and adjust the appropriate playout delay accordingly. Besides the end-to-end
another option is to estimate the delay jitter (e.g. vat), which is easier to estimate because of the fol
reasons:

• Delay jitter has less dynamic range than the actual queueing delay, and therefore the estimate
more accurate.

• Delay jitter is easier to measure because clock synchronization is less critical.
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Figure 9(a). Empirical distribution of RTTmand the
conditional distribution given that the delay of
RTTm-1 is greater than 0.161 s ( ).

Figure 9(b).  Empirical CCDFs ofRTTm and the
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Jitters are variances in delay, which come from queueing delays. In [55-56], researchers have d
and derived different analytical definitions and bounds on delay jitter. From my discussions with Ra

Nagarajan1, we define the delay jitters as the following using the notations as shown in Figure 8:

• 1-jitter:  (per packet basis),

• t-jitter:  (reference point is the first packet of each talkspurt),

• T-jitter:  (the second term is minimized over all packets in all talkspurts).

We assume that out-of-order is taken care of. Note that T-jitter is the variable part in queueing
since the minimum round-trip time is subtracted off. On the other hand, 1-jitter distribution has a m
smaller variation than T-jitter, since it is just the delay variation between adjacent packets. The nex
lenge is to evaluate different types of jitter definition to see which is the most appropriate/effective c
date to be used as the estimates for the playout delay adjustment algorithms.

6.3  Research Plan
Below we describe two specific research efforts that we will pursue.

• We will use delay correlation information to get a better estimate of the future packet delay, an
design a new playout delay adjustment algorithm based on this new estimate. Since a delay s
may or may not be completely contained within a talkspurt, the algorithm should be able to dif
tiate between the two cases and adjust the delays accordingly. One approach is to introduce a
tional threshold, , such that if the delay correlation is greater than , the algorithm will track 
delay and adjust the playout delay accordingly to compensate for the network delay. Otherwis
assume that the correlation is too small, and will not adapt to the changes.

• We will explore different playout delay algorithms using different jitter estimates as defined in S
tion 6.2.2. We will evaluate the performance of our algorithms based on simulations using the t
we collected in Section 4.5, and compare the results to the existing algorithms approach.

• We will perform sensitivity analysis on how the performance of the proposed algorithms are affe
by the nature of network delays. We consider a) the current Internet and b) the proposed serv
architecture built on Diff-Serv framework (Section 5), since they will potentially have very diffe
delay characteristics.

We are interested in the following performance measures: a) loss vs. average playout delay, b) n
of gaps in a talkspurt, c) average length of gaps in a talkspurt, d) total length of gaps in a session,
mean opinion score.

7   Summary and Research Agenda

7.1  Summary of Research Contributions
The main contribution of this research will be the design of end-to-end Diff-Serv Service architec

based on TCP/IP protocol suite, that provides high quality interactive Internet audio to end users
maintaining network efficiency (see Figure 1 for the high-level picture). We will base the design on a
bination of analysis and simulation, in addition to trace collections and network emulations where fea

1. Ramesh Nagarajan is a Distinguished Member of Technical Staff (DMTS) in the Performance Analysis
Department, Lucent Technologies, Holmdel, NJ.
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7.2  Research Plan
The previous sections (Section 4-6) have described a number of tasks which will move us fo

toward our research goals, based on the concept of a) allocating resources based on predicted ba
requirements in VPNs, b) providing differential service in the transporting network through Diff-S
framework and c) dynamically adjust playout delay in adaptive end applications. This section outlin
specific research agenda and a preliminary development plan.

7.2.1 Capacity Planning & Resource Allocation in VPNs

The following work has been completed:

• We have run a subjective test to map the packet loss to the perceived voice quality (0-5 scales
• We have derived a bandwidth usage predictor for aggregate VoIP traffic using mathematical m
• We have designed, implemented, and evaluated, through ns simulation, a specific instance of ca

planning and resource allocation for VoIP service class based on predicted bandwidth usage.
We will pursue the following:

• collect Internet audio packets (RTP and/or H.323 packets) using Netmeeting and H.323 gatew
Iceberg test-bed, and use these voice traces in simulation study to validate VoIP traffic model.

7.2.2 End-to-end Service Architecture Design

We will follow the iterative “design, simulate, refine” strategy to design a service architecture u
Diff-Serv framework to support real-time applications.

Stage 1: Analysis and Design

We have initiated the following work:

• Assume there are two classes of traffic: delay sensitive vs. best-effort, and we will derive a pe
mance bound for packet delays and losses in the multiple node case using Diff-Serv framewo

• We will develop workload models for new computer-telephony applications, including interactiv
web applications and text-to-speech applications.

• We will design rate-adaptation policy for RTP transport protocol to react to the network load.
Stage 2: Trace Based Simulation

We will pursue the following:

• implementpremium service andassured service in ns simulator, including packet marking/discard-
ing, scheduler and packet discarding policies that are of interest.

• incorporate our rate-adaptation policy for RTP in ns, and use simulations to analyze the effect
increasing VoIP workload on data throughput and voice quality, with and without rate adaptatio

• extend our work to include interactive web traffic as the third service class within the Diff-Serv
framework.

Stage 3: Evaluation & Refinement

Based on the simulation results, we will propose new solutions or modification to the originally
posed service architecture. We expect there will be some overlap between Stage 2 and Stage 3. We

• apply the differentiated service concept on Iceberg test-bed. If available, we plan to use the A
790 Server Switch from Nortel Networks which provides us with a Java-based software interfa
perform policy-based load balancing, and policy-based resource reservations.

• re-design or change some portions of our original Diff-Serv service models, as we get more in
from our experience with the Iceberg test-bed, and Accelar software router.
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7.2.3 Playout Delay Adjustment Algorithm

We have examined the time correlation of Internet delays, and are convinced that one can de
more robust delay adjustment algorithm by taking into account the delay correlation.

Stage 1: Analysis and Design

The following is a list of tasks that we have already initiated, and will continue to pursue:

• derive a better delay estimates based on delay correlation.
• design a new playout delay adjustment algorithm based on the estimator that we derive.
• evaluate how effective each definition is as an estimate for future jitter, and study how the diffe

definitions of delay jitter can be used in playout delay adjustments.
Stage 2: Simulation Study

• We will verify the solution developed in Stage I via simulation study, first using simulated VoIP
fic based on an on-off Markov model, and secondly, using voice traces collected from Section

• The results will be compared to the current algorithms used in vat and Nevot.
Stage 3: Evaluation & Refinement

• If necessary, the result of an adaptive algorithm will be fed to the audio device to let humans jud

7.3  Timeline
Figure 10 illustrates a proposed timeline for the work, broken down into quarters. We intend to

plete the collection of network and VoIP traces using the Iceberg testbed before the end of 1999. In
tion we will initiate the design effort for rate adaptation policy in RTP. During the first half of 2000,
will focus on the simulation study (Stage 2) of Diff-Serv performance, while concurrently working on
analysis and design (Stage 1) of playout delay adjustment algorithms. The rest of the year will be sp
refining the Diff-Serv framework based on the simulation results (Stage 3). At the same time, we wi
tiate Stage 2 for playout delay adjustment algorithms. Towards the end of 2000 and the beginning o
we will carry out a detail evaluation & redesigning of the adaptive algorithms (Stage 3).
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Appendix A:  Overview of Diff-Serv Network Architecture
The following describes the assumptions we make about the Diff-Serv network architecture.

assumptions are based upon projections of technical advances and the publicly available document
proposed commercial products.

Diff-Serv Architecture
Diff-Serv uses edge-based packet-marking and per-class queue management to support multi

vice level agreements (SLAs) over an IP-based network. An SLA is a contract between customer a
work provider for a service, and may include packet classification and re-marking rules, traffic pro
actions to traffic streams which are in or out of profile, reliability, security, routing constraints, pricing
billing, etc. Here is a quick overview of several major Diff-Serv components.

1.  Edge Mechanisms

The following functionality is required from the Diff-Serv boundary routers which reside at the ing
and egress points to and from the Diff-Serv IP core network:

• Classification Edge components classify and set the DS field in packet header based on SLAs
• Monitoring A monitoring interface collect statistics regarding traffic carried at various Diff-Serv s

vice levels, which are important for accounting purposes and for traffic policing.
• Traffic policing and marking  Edge routers can compare the statistics collected against the SLA

that specify an upper bound on the amount of traffic that senders negotiate to send in the spe
service classes. The packets that are within the profile arein-profileand the excess packets areout-
profile. The edge routers can choose to either discard theout-profile packets, or mark the packets
accordingly before forwarding them into the network [20].

• Traffic Engineering If necessary, edge routers interact with the Diff-Serv admission control com
nent in order to coordinate resource requests. Admission policy is subjected to the constraints
local resources and PHBs that are requested.

• Traffic Shaping Ingress routers may delay certain packets to make the particular flow compliant
a traffic profile. Egress routers may shape behavior of aggregate traffic before it is submitted to
sequent provider’s network.

2. Packet Classifier

Classification is a necessary function for Diff-Serv routers that treat certain traffic differently f
other traffic. It can be implemented in various degrees of granularity (for each source-destination p
for a specific service class). Each Diff-Serv router must have a packet classifier that selects packet
on the DS-byte and decide which queues to insert these packets into.

3. Scheduler and Queue Management

Scheduling policy is part of queue management which decides which packet to transmit next.
choose a packet to transmit from a single queue on first come first serve basis, or from multiple queu
Class Based Queueing (CBQ) [52], in a modified round robin fashion. For example, in CBQs with pr
scheduling, the lower priority queues receive service only when the all the higher priority queue
empty. Another commonly used scheduler is Weighted Fair Queueing (WFQ) ([45]-[47]).

The buffer management scheme is responsible for putting packets in a queue as they arrive and
which packets to drop when buffer memory is exceeded. Examples include Drop-tail, Drop-front,
from longest queue and Random Early Detection (RED) [53]. RIO [54] extends RED to handle two cl
of packets and includes two sets of drop parameters, one forIn packets and one for theOut packets, and
service discrimination between the two classes can be achieved either by using two different thresho
using different dropping policies. For instance,Assured Servicecan be implemented by sending all packe
to anAssured Queue managed by RED with In and Out - RIO.
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Appendix B:  VoIP over Diff-Serv
The origin of voice traffic can be PSTN phones, cellular phones in digital wireless ac

networks (GSM, CDMA etc.) or even multimedia applications such as vat or NetMeeting from Local
Networks (LANs). Each of them can use different voice codecs and transmission formats. Therefo
assume that IPTGs perform some/all of the following functions when necessary to convert input
traffic to RTP packets:

• coding (PCM, ADPCM, DVI, GSM format etc.)
• silence suppression
• packetization (collect enough voice frames to form a packet), and
• convert into RTP/RTCP packets with the TOS bytes properly marked in IP header.
We assume that the voice samples are packetized and carried over RTP/UDP/IP protocol stack.

is a general-purpose real-time data streaming protocol that provides intra- and inter-media payloa
chronization, payload identification and sequencing. RTCP is the transport control protocol that e
application to send/receive traffic statistics, jitter and loss estimates. If the packet loss and delay jitte
mates are obtained from RTCP sender/receiver reports, the applications can choose to tolerate the d
tion in QoS or terminate the communication. This is equivalent to “dropping” a call in PSTN terminolo

Appendix C:  Derivation of Cv in Section 4.3
Each VoIP source is modeled as an on-off Markov process as described in Section 3.2. For ou

ysis, we assume the random processes are i. i. d. (independent & identically distributed). Th

rate of the aggregate traffic isY(t):

(1)

whereNA is the number of actual voice calls in progress. The maximum possible value ofNA is N, which is
the maximum number of possible voice sources in the network. For example,N in a VPN can be the total
number of telephone handsets or other end devices that are capable of generating voice traffic.

At any particular time instant, say , are just discrete time random variables. We as

that the random process is ergodic, i.e., time averages see the ensemble averages, and statio

have the same statistics at any time instant T. SinceY(t) is the sum of i. i. d. stationary processe

Y(t) is also stationary. At any time instant, ,Y(T) is just the same of i. i. d. random variables. Fo
simplicity, we omit the time dependence and use the notationsXi, Y instead. Assume the stationary distr
bution ofXi is:

(2)

We are interested in estimating the minimum capacityCv that need to be allocated to VoIP so that th
loss rate per flow is less thanδ. Assume scheduler/server is work conserving and non-preemptive. If
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queues are bufferless, then losses occur when the sum of arrival rates is greater than the rate at w
queue is served: . We made the following approximations:

• Consider the worst case where all the potential voice users have calls in progress, i.e.,NA = N.

• As soon as the aggregate rateY exceeds the server rate, information (in bits) from some connecti
are lost. Let say this happens with probability . The losses can be shared by so

connections, or in the worst case, the losses may happen to only one connection. Assume that
cases when losses happen, the worst loss rate suffered by an individual voice flow is not more
the total loss rate,δ.

• To achieve satisfactory voice quality, loss rate per source has to be bounded: .

Therefore, the following worst case constraint has to be satisfied:

(3)

(4)

When N gets large,Y tends to have a normal (Gaussian) distribution under theCentral Limit The-
orem[42]. In short, the Central Limit Theorem states that the sum of a large number of independent o
vations from any distribution tends to have a normal distribution, and this is true for observations fro

distributions. Given thatXi’s are i. i. d. with meanm and varianceσ2 (this easily can be determined from
Eq. (2)), andY is the sum ofXi’s, the mean and variance ofY is simply the sum of the mean and the sum

the variance ofXi’s, respectively. ThereforeY is normal distributed with meanNm, and varianceNσ2,

Y~N (Nm, Nσ2). To solve Eq. (3), one can use the well-known Q-function:

(5)

whereZ is a normalized zero mean unit variance normal random variable, and

(6)

Using the inverse Q-table, one can determine the value ofCv for any givenδmax:

(7)

Appendix D:  ICNP paper
Please refer to a separately attached paper that we submitted to ICNP’99. The full paper can als

found in the following report:

• Chen-Nee Chuah and Randy Katz, “Network Provisioning and Resource Management for IP T
phony,”Technical Report No. UCB//CSD-99-1061, CS Division, University of California, Berkeley,
August 1999.
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