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ABSTRACT

Owing to theinterdomainaspect®f BGProuting, it is dif cult to
correlateinformationacrossmultiple domainsin orderto analyze
therootcauseof theroutingoutagesThispapempresent8GPEye
a tool for visualizationaidedroot-causeanalysisof BGP anoma-
lies. In contrastto previous approachesBGP Eye performsreal-
time analysisof BGP anomalieghrougha hierarchicaldeep-die
approach.First BGP updatesare clusteredto obtain BGP events
that are more representage of an anomalyandthentheseevents
arecorrelatecacrosall theborderroutersto ascertairthe extentof
the anomaly Furthermore BGP Eye providesboth the capability
to analyzeBGP anomaliesrom an Internet-CentricView through
multiple vantagepointsaswell asfrom a Home-CentricView of a
particularAutonomousSystem(AS). We presenthe capabilityfor
scalableand real-timeroot-causeanalysisprovided by BGP Eye
throughthe analysisof two widely contrastinganomalies. First,
we provide an Internet-Centricview towardsthe routing outages
causedduring the spreadof the SlammerWorm on January25th,
2003from AS568and; Secondwe provide a Home-Centricview
from the perspectie of AS6458into the routing outagescaused
by theinadwertentpre x hijackingby AS9121on DecembeR4th,
2004.

1. INTRODUCTION

The Internetis a global, decentralizechetwork comprisedof
mary smallerinter-connectechetworks. A network underthe ad-
ministrative controlof asingleorganizatioris calledanAutonomous
System(AS). The procesf routing within an AS is calledintra-
domainrouting and routing betweenASesis called inter-domain
routing The dominantinterdomainrouting protocolon the Inter
netis the Border Gatevay Protocol (BGP). Although BGP's sim-
plicity andresiliencehave enabledit to play a fundamentakole
within the global Internet, it hashistorically provided very lim-
ited performanceor securityguaranteesyhich often contritute to
aglobal-scalanstability andoutages.

Dueto the inter-domainaspecif BGR, even smallroutingfail-
ureswithin an AS can sometimespropagatewidely into the rest
of the Internetcausingsigni cant and widespreaddamage. One
suchfailure occurredon April 25th 1997, whena mis-con gured
routermaintainedy asmallInternetServiceProvider (ISP)in Vir-
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giniainjectedincorrectroutinginformationinto theglobal Internet
and claimedto have optimal connectiity to all Internetdestina-
tions. Sincethereareno mechanismso validaterouteannounce-
mentsmostinternettraf c wasre-directedo this smalllSP, which
overwhelmedthe mis-con gured routersand effectively crippled
the Internetfor almosttwo hours. Lossof reachabilityon the In-
ternetcan be consequencef humanmistales (e.g., router mis-
con gurations)or maliciousactvities. Several Internetworm out-
agesin the pasthave indicatedthe increasingvulnerability of the
Internetroutinginfrastructureo attackshatinitially startoutin the
dataplane. For example,the SQL Slammerworm outbreak[21]
on Jan25th, 2003 startedby exploiting a vulnerability in the MS
SQL sener. Although the SQL Slammerworm was not directly
targetedtowardsthe Internetrouting infrastructure,it resultedin
several AS peeringlinks beingoverloadedon accountof the sud-
dentrafc sumge. The congestiorcausedyy the port-scanningand
worm-payloadgesultedin the BGP peeringsessionseingreset,
thus startingthe chain of eventsthatled to the hugesuige in the
numberof BGP updates Suchcoincidenced®etweenvorm propa-
gationandInternetrouting event suigeshave beenobseredin the
pastaswell, suchastheCode-Red22] wormoutbreakn July 2001
andtheNimda[23] worm outbreakin Septembe2001.

Asthe numberof critical applicationson the Internetgrows,so
will therelianceon it to provide reliable and secue services.Be-
causeof the increasedimportanceof the Internet, there is mud
more interestin increasingthe securityof its underlyinginfrastruc-
ture, including BGP Althoughsud assertionsmight seemnovel,
they are not: the United Statesgovernmentcites BGP security
as part of the national strategy for securingthe Internet[Depart-
mentof HomelandSecurity2003]. Further BGP securityissues
are being looked by both IETF working groups[25] as well as
NANOG [26], which is anindicationof the importanceandrele-
vanceof this topic.

1.1 Motivation and RelatedWork

Several approachesave beenproposedecentlyon root-cause
analysisof BGP routing changes|[1, 2, 3, 4, 5, 6]. Thesestud-
iesanalyzestream®of BGP updatemessagefom several vantage
pointsthroughoutthe Internet,with the goal of inferring the most
likely causeof the problemandits location. Although theseap-
proachegrovide “identi cation of ASesthat areinvolved in the
sameproblem”, they do not considerwhatreally mattersto a Net-
work Operatori.e. theview of their speci c AS, referredin the pa-
perascustomeiAS. Ontheotherhand,in [7] theauthorsproposed
anew approachfor root-causenalysisthatanalyzesBGP routing
changesfrom the perspectie of a customeiAS suchto quantify
the effects of thesechangeson that speci ¢ network. An ideal
systemwould combineboth views, e.g. multiple vantagepoints
andcustomeiAS speci®c,suchto addup the bene®tsof both ap-
proaches.



The two cateyoriesof approacheslescribedabove suffer from
two seriouslimitations. First, they produce‘large” textual reports
thatOperatordave to parsethroughto sortout problemsrelatedto
their networks. This proceduremay betime-consumingndinef -
cient. Secondmostof the approachesffer only an off-line capa-
bility for dataanalysis.An idealsystemwould establistareal-time
interactionbetweenend-usersand network traf®c suchthat users
cangaininsightof both network dynamicsandhiddentraf®c pat-
ternsandanalyze/reacton-the- y°to theundegoing problems

In orderto accomplishtheabove, severalvisualizationtoolswere
proposedThesevisualizationtoolsempaver the userto developa
referencemodel of what is nhormalon their own network so that
they candiagnoseproblemsbetterand faster For example,one
existing systemwhich mapsBGP path attributesto an AS graph
is BGPlay[15]. Whenthe userstartsBGPlay a query window
will appearwheretheuserentershepre x andtimeintenal. The
BGPIlaysener will thenquerythe databasdor all updatego the
speci ed pre x during the speci ed time interval. The animation
window thendisplaysrouting activity of thatpre x including (a) a
histogramof the numberof eventsover time and(b) an AS graph
shawing pathsthatchangeversusstablepathsduringthe queryin-
terval.

AnothersystenthatalsomapsBGP attributesto anAS graphis
LinkRank[16]. In aLinkRankgraph theweightof aninterAS link
is determinedy the numberof pre x eshaving anAS paththatin-
cludeghatlink. In aRank-Changgraph theweightoneacHink is
thedifferencebetweerthe LinkRankof thatlink overtime. A neg-
ative weightindicatesrouteslost on a link, while positive weight
indicatesroutesgainedin that time period. A similar systemis
the TAMP graph[19], which shavs how mary pre xesarecarried
overanAS-ASlink. Theedgecolorsindicatehow thestatisticsare
changing(e.g., no change losing pre xes, gaining pre xes, and
pre x count apping too fastto animate).

The Elisha system[20] also containsnetwork visualizationof
BGP updates. In this system,all the pathsfrom the obseration
point AS to the origin AS of the IP pre x is plotted. This system
alsoallows animationover time, sothat at eachframe, all the AS
pathsusedin thetime interval aredisplayed.The color represents
thetime (lessrecentlyor morerecently)the pathwasusedwithin
thecurrently-displayedime window.

1.2 An Alter nate Solution: BGP Eye

Theseexisting visualizationtools focus only on raw informa-
tion, i.e. BGP updatesanddo not give ary deepinsightinto the
problem.On this perspectie, in this paperwe introducea new vi-
sualizationtool, called BGP Eye that provides a real-timestatus
of BGP actiity with easy-to-readayouts. Thetool hasbeende-
signedsuchto meetcriterialike: i) scalability, i.e. the ability to
processanddisplaya large setof dataat very ne time-scaledor
large-sizenetwork deployment; ii) efciency, i.e. variety of dif-
ferentgraphicallayoutsthat provide a completeview of the BGP
routing behaior; iii) readability i.e. clearand easy-to-readay-
outsthatenableOperatorgo promptly detectclassify analyzethe
undergoinganomalyandreportrich-enougleedbacko Operators
in orderfor themto take theappropriat&ounteractions.Compared
to previous visualizationtools, BGP Eyeis novel in the following
ways:

The scalabilityof BGP Eyeis derived from its useof the met-
ric of BGP eventwhich clusterstogethermultiple short-lived
someavhatarbitraryBGP updatedik ely to be originatedby the
samenetwork problem.This conceptallows Operatorgo iden-
tify a small numberof importantrouting disruptionsfrom a
large volumeof raw BGP updates.

It providesa deeperndwiderview of BGPactvity asawhole,
e.g.how multiple ASesinteractwith eachother(Internet-Centrig,

Step Policy
Ignoreif thenext hopis unreachable
HighestLocal Preference
ShortesiAS path
LowestOrigin Type
LowestMED amongroutersfrom sameAS
eBGProutesover iBGP routes
LowestIGP cost(“Hot-Potatorouting”)
LowestrouterID
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Table 1: BGP DecisionProcess

aswell asAS speci c, e.g. how problemsinvolving ASesfar
away from the customerAS might affect its normal behaior
(Home-Centri.

It providesnew informationlike numberof BGP eventscarried
over eachAS-AS link, and numberof BGP eventsoriginated
from eachAS.

It is capableof de-noisingandpro ling BGP eventsover time
usingthe ExponentiaMeightedMoving Average techniquefor
all/or highlightedASesandall/or highlightedAS-AS links.

It candeep-die into the problemdisplayinginformationnever
shawvn before,as: (i) total numberof BGP eventsper single
and multiple borderrouters; (ii) classi cation of BGP events
accordingo family typesandpereachborderrouter;(iii) pre x

statusand(iv) pre x instability.

Thepaperis organizedasfollows. In Section2 we describesome
basicconceptsof the BGP routing protocoland how we classify
BGPeventsinto severalfamily types,aspreviously de nedin [7].
In Section3 we introduceBGP Eye and describein greatdetails
all the layoutssupported.In Section4 we shav hov BGP Eyeis
ableto promptlydetecttwo commonproblemswidely experienced
in the Internet: pre x readability and pre x authenticity As an
exampleof pre x reachability we analyzetheimpactof the Slam-
merworm outbreakon January25th,2003from the perspectie of
AS568 which belongsto the Departmentof Defense(DoD). We
shav how AS568wasseverelyinfectedby the Slammemworm and
howv AS568startedto actively spreadhe worm deeplyandwidely
acrosghe Internet. As an exampleof pre x authenticity we ana-
lyze the inadertenthijacking of 100,000+pre xeshby Turkey Net
(AS9121)on December24th, 2004. Speci cally, from the view
pointof afew ASes(AS6453,AS3257) we studytheimpactof this
colossahijackingevent,andconcludethattheimpactof a colossal
eventasthis could vary widely at differentpointsin the Internet,
dependingn the peeringtopology Section5 concludeghepaper

2. FROM BGP UPDATESTO BGP EVENTS

Wegiveaquickoverview of BGProutingprotocolsin Sectior2.1
anddiscussheclusteringprocesof BGPupdatesnto BGPevents
andtheir family-typesin Section2.2

2.1 BGP Overview

BGPis therouting protocolthat ASesuseto exchangenforma-
tion abouthow to reachdestinationaddressblods (or pre xes).
Threeimportantaspectof BGPare:

Path-vector protocol: EachBGP ad\ertisementincludesthe
list of ASesalongthepathandotherattributessuchasnext-hop
IP addressBYy representinghepathatthe AS level, BGPhides
thedetailsof thetopologyandroutinginsideeachnetwork.

Incremental protocol: Every BGP updatemessages indica-
tive of a routing change suchasthe old routedisappearingr



thenew routebecomingavailable.

Policy-oriented protocol: Routerscanapply comple policies
to in uence theselectiorof thebestroutefor eachpre x andto
decidewhetherto propagatehis routeto neighbors.A router
appliesthe decisionprocessshavn in Table1 to comparethe
routeslearnedfrom BGP neighborsand selectthe bestroute.
In the backbonenetworks, BGP route selectiondependson
the interactionbetweerthreerouting protocols:External BGP
(eBGP) Internal BGP (iBGP) and Interior Gatevay Protocol
(IGP). IGP determineshe routing pathsbetweentwo routers
within the sameAS. Theroutersusethe IGP pathcostsin the
seventhstepin Tablel to selecttheclosestegresspoint. eBGP
is usedto exchangerouting information with external ASes,
while iBGP is usedto re-ad\ertisethe routeslearnedfrom ex-
ternalpeerdo otherroutersin thesameAS.

A single network disruption, suchas a link failure or policy
changecan trigger multiple BGP updatemessagess part of the
corvergenceprocessTheintermediateoutesareshort-lvedsome-
whatarbitrary sincethey dependn subtletiming detailsthatdrive
how the routersexplore alternatepaths. Operatoramay be inter-
estedn remaoving thetransitorybehaior associatedvith BGP up-
datesandanalyzeBGP behaior in a morestationaryregime. For
this matter we introducea level of aggregationinto our analysis,
by borraving the conceptof BGP eventfrom [7]. A BGPeventis
de ned asa sequencef BGPupdatedor thesamepre x from ary
borderrouterwherethe inter-arrival time is lessthana prede ned
event-timeout Sincethereis the risk that certainpre xes never
corvergeto astablepathdueto persistentoutinginstabilities,it is
importantto upperboundthe maximumdurationallowed for ary
routeto corverge. Thisis de ned ascorvergence-timeoutAppro-
priateevent-timeoutand convergence-timeouvaluesareanalyzed
andproperlysetup by BGPEye

2.2 Classi cation of BGP Routing events: Sin-
gle and Multiple Border Router(s) View

Anotherwayto look atthedatais how eachbordemrouterreaches
aspeci c pre x overtime. Indeed althougha borderroutermight
generatea BGP updateor BGP eventfor aspeci ¢ pre x ataspe-
ci ¢ pointin time, it mayeitherundego atransientoutingchange
only to returnto the samestablebestroute or changeto a new
route. Operatoramay be interestedn trackingthe statusof spe-
cic pre xesor routersover time. We usethe sameconceptof
routing vector proposedby [7]. Let be
the setof borderrouterof the speci ¢ AS thatdeplo/ed our sys-
tem. Let the setof all admissiblepre-
X. Let be the bestroute selectedby the borderrouter
to reachdestinationpre x attime . We representachroute

with atwo entriesvector , wherethe
entry correspondso the next-hopaddresof theeBGP
neighborrouter Sincea borderrouter  may selectas a
routelearnedvia iBGP from anotherborderrouter we usethe en-
try to capturethis information,with valuei in casethe
bestrouteis learnedvia iBGP or e in casethe bestrouteis learned
viaeBGP With thisde nition, we cantrackin time theevolution of
therouting vector for ary
Speci ¢ pre x . With this de nition, Operatorgjaininsight
of theroutingstatusj.e. how eachborderrouterreaches speci ¢
pre x overtime.

Froma singleborder router perspectie, we canclassifyBGP
eventsas:

No Change (NC): For this scenariotrafc enteringthe net-
work at borderrouter  destinedto thepre x ~ would con-
tinueto ow throughthe AS in the sameway (

and ).

Inter nal/External Path Change(IPC/EPC): An Internalpath
eventmay causearouterto switchfrom oneegresspointto an-
other(IPC).In thiscaserouter usesBGP-learnedoutebe-
fore andafterthe routing change( i)
but with a differentnext-hoprouter( ).
An external path event may causea routerto switch betwee
eBGP-learnedouteswith different next-hop ASes(EPC).In
this case,the e while the next hop
changesi.e. ( ).

Loss/Gainof EgressPoint (LEP/GEP): An externaleventmay
causea routeto disappearor be replacedby a lessattractize

alternatve, forcing a borderrouterto selectan iBGP-learned
route(LEP).In thiscasearouter  has

but e while i. On the contrary an

external event may causea routerto switch betweeneBGP-
learnedrouteswith differentnext-hopASes(GEP).In thiscase,
arouter has but i while

e

As previously proposedy [7], it mightbeimportantto correlate
differentviews from multiple BGProutersto identify which subset
of theborderroutershave similar views of the problem.

The multi-border router views leadsto the classi cation of
BGP eventsinto thefollowing six family-types:

Distant/Transient Disruption (TD): A BGP eventis classi-
ed asbelongingto thisfamily if andonly if eac elementfits
routing vectorhas“NC” . Theseeventsdo not have ary in u-
enceonthe ow of trafc throughthe AS. A transientdisrup-
tion may causetemporaryrouting changeshefore the border
routersconverge backto theoriginal BGProutes.

Inter nal Disruption (ID): A BGPeventis classi edasbelong-
ing to this family if andonly if the change of ead of the ele-
mentsin its routingvectoris eitherof type“NC” or type“IPC”
with at leastone elementundegoing an “IPC” . Theseevents
areimportantbecausehey may causea large shift in trafc as
routersswitchfrom anegresspointto another

Single External Disruption (SED): A BGPeventis classi ed
asbelongingto this family if andonly if only oneelemenbfits
routingvectorhasa change of type“LEP”, “GEP” or“EPC” .
Typically, anISP haseBGPsessionsvith a neighboringAS at
multiple geographicalocations,makingit interestingto high-
light routingchangeshataffectjustoneof thesepeeringpoints.

Multiple External Disruptions (MED): A BGPeventis clas-
si ed asbelongingo thisfamily if andonly if multipleelements
of its routing vector have a chang of type “LEP”, “GEP”
or*ePC” .

Loss/Gain of Reachability (LR/GR): A BGP eventis classi-
ed asbelongingto thefamily Lossof Reahability if andonly
if everyelemenf its routingvectorwith an externalrouteex-
periencesa “LEP” . Similarly, a BGP eventis classi ed asbe-
longing to the family Gain of Readability if and only if ev-
ery elementof its routing vectorwith an external route expe-
riencesa “GEP” . A lossof reachabilitymay signify complete
lossof connectiity to the destinationaddressesgspeciallyif
the routershave no routefor othernetworks that containthese
addressesA gain of reachabilitymight alsoindicatea prob-
lem, if thereareno existing routesfor thatpre x (e.g.,anAS
thatmistalenly startsadwertisinga large numberof small sub-
nets).
With this type of information,OperatorcanclusterBGP events
of thesametypeacrosre xesto infer thereal causeof anetwork
problem,i.e. correlationacrossdestinatiorpre x space.



3. BGPEYE LAYOUTS

Goal of BGP Eyeis to track the healthinesof BGP actiity,
raisean alert whenan anomalyis detectedandindicateits most
likely cause BGP Eyeofferstwo differentviews of BGP Dynam-
ics: Internet-CentricView andHome-CentricView.

The Internet-CentricView studiesthe activity amongASesin
termsof BGPeventsexchangedWe have createchgraph-basedli-
sualizationof BGP routing changeghatdisplaysinformationlike:
(a)moving averageof thetotalnumberof BGPeventsoriginatedby
ASesandtraversingAS-ASlinks; (b) instantaneoudeviation from
historicaltrendsof BGP eventsoriginatedby ASesandtraversing
AS-AS links. Operatorganusethis view to: (i) monitorthe Inter-
netstability overtime,i.e. numberof BGP eventsgenerate@cross
differentASes; (ii) promptly detectabruptchangesn the routing
activity andwhich ASesare experiencingthe obsered problem;
(i) analyzethe propagatiorof the problemthroughthe entireIn-
ternet,e.g.groving rateandspreadindactor andforecasthetime
at which their network will be hit. Moreover, this view canalso
helpthe Operatorin identifying which ASesarethe mostunstable
overtimein orderfor themto selectappropriatepeersfor thefuture
or revise currentpeeringagreements.

The Home-CentricMiew hasbeendesignedto understandhe
BGPbehaior from theperspectie of aspeci c AS, e.g.customer
AS. BGP updatewriginatedandreceved by the customeiAS are
clusteredinto different types of BGP events. We have created
several layoutsthat will help Operatorsto: (i) monitorthe rout-
ing dynamicsof their AS and its interactionwith its peers; (ii)
promptly detectrouting instabilities, pre x esinvolved and which
borderroutersare processingsuchroutes;(iiiy promptly diagnose
the cause®f the problemwhetheris in/near/fr avay their AS; (iv)
predictthe potentialdamageassociatedo the undegoing routing
instability by incrementallygainingknowledgeof thetypeof insta-
bility, pre xesandborderroutersinvolvedandhow muchtrafc is
associatedvith *.

3.1 Internet-Centric View

Thelnternet-Centriwiew providestheOperatomareal-timeview
of the routing activity from an Internetperspectie. BGP updates
are collectedfrom several vantage-points¢lusteredtogetherinto
BGP eventsandprocesseduchto provide informationassociated
with their AS routing paths,e.g. chainof ASestraversed,from
the Origin AS, astheroot of propagatiortree,to all its Destination
ASes.e.g.leavesof thetree.In thistree,ageneric - link is
drawn if a peeringsessiorwasobsenred betweerthetwo adjacent
ASes.e.g. and , whenthe snapshotvastaken.

Dueto theburstynatureof BGPupdatesindevents,it isimpera-
tive for thetool to provide a rst level de-noisingof thedataaswell
asatrendanalysis.In orderto achieve agoodtrade-of betweerac-
curay andthetight constraintof beingreal-time,we usea simple
but ef cient learningalgorithmknown as EWMA. In eachgeneric
timeslot , BGPEyedoesthefollowing steps:(i) collectstheBGP
update®riginatedby eachAS andtraversingeachAS-ASlink, and
generatetheassociateGPevents.Let's representhesam-
ple of BGP eventsgeneratedn thetime slot for a generictime
series,e.g. genericAS or AS-AS link; (ii) computests maving
average usingthelast “good” samplesstoredin mem-
ory, suchto smoothout thelargevariancepreseninto thedataand
extractthe major trend; (i) usesthe EWMA to predictthe value

9 To quantify the impactof problemsdetectecoy BGP Eyein
termsof Traf ¢ EngineeringNet ow datacollectedontheoutgoing
links canbeaggregatedo computepre x-leveltraf c statistics.For
eachdestinatiorpre x involved,the Operatorcangeneratatraf ¢
weightthatcorrespondso thepercentagef traf c destinedo that
pre x acrosgheoveralltrafc volumein thenetwork. Theweights
allow the Operatorto estimatethe potentialimpactof occurrence
of routing eventswe have discussegbreviously.

for the currenttimeslot, e.g. , thatwould obey the historical

trend. is computedas ,
where represents decayfactorchoserby the user
andstrictly relatedto the numberof samples usedto calculate
,e.g. . Notethat,alargevalueof means
more importanceto the present,while a small valueof  gives
more importanceto the historicaltrend, i.e. the past. Usually a
goodrecommendatiofior is to be equalto . (iv) evaluates

the deviation of the sample andits predictedvalue , e.0.

. (v) generatesn alert if exceedsa
pre-speci edthreshold like for example . Samplesfor which
analertis generatedirediscardedandnot usedto computefuture
runningaveragesthusavoiding to compromisehe historicaltrend
with badsamples.

The AS graphlayout usessize and color of the objects, e.g.
nodesandlinks, astwo differentdimensiongo reportmoreinfor-
mationto the operator The size of an AS representshe maoving
averageof the numberof BGP eventsoriginatedby the AS, e.g.

, while its colorrepresenttheinstantaneoudeviation of the
currentsamplefrom its historicaltrend,e.g. . Themoreevents
originatingfrom the AS, thelargerits size. Thecolor mapis shavn
at the lower left of Figure 1, with the minimum value mappedto
blue,andthe maximumvaluemappedo red.

Similarly, for eachAS-AS link shavn in the AS graph,we rep-
resentthe numberof BGP eventstraversinglink by its thickness.
Speci cally, the thicknessof the link representshe moving aver
ageof thenumberof BGPeventstraversingthelink, while its color
representshe deviation of the currentsamplefrom its historical
trend. In addition,we allow the userto selecta few ASesto shav
in detail. For eachselectedAS, its datawill be plottedover time.
The dataplotted are (1) the numberof BGP eventspertime win-
dow, and(2) themoving averageovertime. Our systemalsoallows
highlightingof selectedAS nodesandAS-AS links. Thereareser-
eralwaysof highlighting a node: (1) the usercanexplicitly click
on a nodeto togglewhetherit's highlighted,(2) the usercanenter
the AS numberof the AS to highlight, (3) theusercansetathresh-
old suchthatevery AS that hasoriginatedBGP eventsmorethan
thethresholdwill be automaticallyhighlighted,or (4) theusercan
setanumber suchthatthetop ASes/AS-ASlinks will behigh-
lighted. Thenumber canbesetbytheOperatorandcanrepresent,
for example,i) top ASes/AS-ASinks with thelargestnumberof
BGP events,orii) top ASes/AS-ASlinks thataredeviating the
mostfrom their historicaltrends.Eachhighlightednodeor link is
shavnin brightcolorsin theforeground,while nodesandlinks that
arenot highlightedare shawvn in dull colorsin the backgroundas
contet. An exampleis shavn in Figurel.

Tovisualizethelnternet-ASnetwork, we allow theuserto choose
amongthreedifferentwaysof laying outthe network graph.

Force-basedlayout: Variousforce-basednethodsexist; a re-
centexampleis Lin andYen'swork [17]. In thismethod thesystem
startswith aninitial placemenbdf thenodes.Eachlink is assigned
arestlength,andwhenit deviatesfrom its restlength, it exertsa
force onthe nodesatits end-point.At eachiteration,the resultant
force on eachnodeis calculatedandthe nodeis moved in the di-
rectionof the force. The AS network shawn in Figure1 hasbeen
laid out usingtheforce-basednethod.

Path distance basedlayout: The secondayout methodstarts
by detectingall the sourceandsink nodes.The sourcenodeg(with
only outgoingedgespareplacedatthebottomof thedisplay andthe
sink nodesare placedat the top. The systemthenusesa breadth-
rst-searchalgorithmto assigna distancenumberto eachremain-
ing node. The distancenumberof a nodeis de ned asits distance
from the source. All the nodeswith the samedistanceare placed
in thesamehorizontallayerin the display Themethodthenusesa
heuristicto placethenodeswithin eachlayerin away thatreduces



Figure 1: Visualization of number of BGP events originating
from selectedASesand carried over selectedAS-AS links

thenumberof crossingof thelinks. Figure2 shavs anexampleof
thedistance-layelayout.

Figure 2: Layout of AS nodesaccordingto their distancefrom
the obsewation point

Manual layout: In this method,we allow the userto manu-
ally adjustthe positionof eachnodeby clicking anddraggingthe
node. This methodcanbe usedin conjunctionwith eitherof the
two abore methods.

3.2 Home-Centric View

Anotherview providedby our systeris the“Home-centric’view,
where we focus on how the BGP events are obsered from the
custometAS, much like how this term is usedin Ball et. al's
work [18]. The rst panelis shavn in Figure 3. In this view, we
placethe routersin the custometAS in the inner ring, and their
peerrouters, belongingto other ASes, in the outerring. In the
outerlayer, the methodgroupsroutersbelongingto the sameAS
together We usea nodeplacemengalgorithmto obtaina placement
of thenodeghatreduceghedistancebetweerconnectedodes.

After we have placedthenodeswe draw linesbetweertheinner
routersandouterrouterswhich areconnected.The size/thickness
andcolor of thenodes/linksareassignedisingthe sameprinciples
describedfor Internet-Centridayoutsrepresentedn Figuresl,2.
Thelinks aredravn ascurvedlinesto avoid cuttingacrosgheinner
circle. If theinternalradiusis , theexternalradiusis ,theangle
of aninternalnodeis , andtheangleof anexternalnodeis , then,

nomber of updates per peer roater

AS 12608

Figure 3: Circular layout of obsewation routers in the inner
ring, and peerroutersin the outer ring

thecunedline betweerthetwo nodess (

), . An exampleis shavn in Figure3.

Single Border Router View: Prefix Status

7 Prefix Status Plane

BGP Events/Border Router Plane

Figure 4: Visualization of Pre xes Statusfrom a Single Border
Router.

Although the panelshawvn in Figure 3 monitorsthe numberof
BGPeventsprocessethy eachborderrouterovertime to highlight
instantaneoushifts from normaltrends,it doesprovide a deeper
understandingf neitherwhat kind of BGP eventsare processed
by eachborderrouternor which pre xesshav the mostunstable
behaior. For this purposewe provide a new panelshavn in Fig-
ure 4. The paneldisplaysthe pre x statusfrom a single border
router perspectie. The goal of this layoutis to shav the: i) to-
tal numberof BGP eventsprocessedy ary borderrouter ii) the
repartitionof BGP eventsin types(usingthe sametaxonomyintro-
ducedin Section2.2),andiii) theroutingstatusfor ary destination
pre x. Thelayoutis composedy two planes; BGPevents/Border
RouterPlane” (on the bottom) and “Pre x StatusPlane” (on the
top). We placeborderroutersinto the “BGP events/BordeiRouter
Plane”andthe destinationpre x esinto the “Pre x StatusPlane”.
Eachborderrouterandpre x areunequvocally identi ed by their
own id. For eachborderrouterwe displayi) the total numberof
BGP events processedrepresentedby the size of the associated
pie-chart,.e. thelargerthemoreBGP eventsthe borderrouterhas
processedandii) the numberof BGP eventsfor eachof the ve
families, accordinglyto the taxonomyintroducedin Section2.2.
Eachfamily is displayedusinga differentcolor. The sizeof each
sector(displayedwith adifferentcolor)in the pie-chartre ectsthe
numberof BGP event obsered for that speci ¢ family of BGP
events. The Operatorinterestedn learninghow a speci ¢ border



Multiple Border Router View: Prefix Status

Border Router Plane

Figure5: Visualization of Pre xes Statusfr om Multiple Border
Routers.

routerreaches speci ¢ destinatiorpre x, canclick ontherouter
of interestand consultthe planeon the top. On this planewe re-
portthestatusof all destinatiorpre x esfor therouterselectedFor
example,a destinatiorpre x appearsedif no routing changehas
beenexperiencedby the router ad the routeris ableto reachthe
pre x by usingthe sameroutelearnedpreviously. Onthecontrary
apre x thatappear®rangeimpliesthataroutingchangehasbeen
generateddy the routerand a new route hasbheenlearnedvia an
iBGP session.
In thefollowing we describewo algorithmsto placeborderrouters

anddestinatiorpre x esontothetwo planes.

To placeborderroutersonto the “BGP events/BorderRouter
Plane”we rst divide the planeinto a regular grid, suchthat
thesizeof eachgrid squards equalto themaximumnodesize,
i.e. borderrouterwith the largestnumberof BGP events. As-
sumethat the total numberof grid squaress greateror equal
to the total numberof nodesto be placed. Next, eachnodeis
positionedaccordingto its coordinates and . Theusercan
decidebetweentwo options: i) placethe routersaccordingto

their geographicalocation,i.e.  representds latitudewhile

its longitude;ii)place the routersaccordingto the ASesthey

have establisheéi BGP sessiomwith. Thetwo placemenmeth-
ods help the Operatorto localize a possibleproblemboth ge-
ographically i.e. routersgeographicallycloseeachother and
logically, routersestablishingBGP sessionavith sameASes.
Then,we searchstartingfrom this grid squareto nd thenear

estemptygrid square. Placethe nodein the rst emptygrid

square.Samestepsarefollowed for eachnodeuntil all nodes
areplaced.

The placemenbf destinationpre x esis slightly morecompli-
cateddueits largercardinality To efciently displaythepre x
spacewe proposethefollowing algorithm. Thepre x esareor-
deredby rst consideringthe mask. A pre x with a smaller
maskis consideredsmaller For all pre xes with the same
mask,apre x with asmalleraddresss consideregmaller The
orderedpre x esarethenarrangedrom theto the highestrow.
Within eachrow, the pre xesare arrangedrom left to right.
Thevisualizationprovided by this mappingwill shav patterns
of the distribution of pre xesaffectedby the routing updates,
andcanprovide someinterestingnsights.

An Operatorthatis interestedn learninghow its AS reachesa
speci ¢ pre x over time may wantto consultthe panelpresented
in Figure 5. This panelshawvs the pre x statusfrom a multiple
borderrouterperspectie. Goal of this layoutis to shav i) the sta-
tusof all pre xesfrom a multiple borderrouterperspectie andii)
which borderrouterwasinvolvedin aroutingchangejf ary. The

Tracking Prefixes in time

Unstable Entity-Sets

Figure 6: Tracking Noisy Pre xes over time.

layoutis composedy two planes:“Pre x StatusPlane” (on the
top) and“Border RouterPlane”(on the bottom). The placemenbf
bothroutersandpre x esis doneusingthe samelayoutalgorithms
describedor Figure4. The Pre x BorderRouterPlaneshavs the
statusof all pre xeswhenthe routing informationfrom all border
routersis collectedandanalyzedogether Pre xesmappedo the
samecolor arelikely to be associatedo the samenetwork prob-
lem. By clicking on a speci ¢ destinationpre x, information of
the routing statusof all borderroutersis displayedon the bottom
plane.Thesizeof thethepie-chartassociatetb eachborderrouter
is anindicatorof how mary BGP eventsof thatfamily the router
hasprocessed.
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Figure 7: Number of BGP events originated from AS568,
AS2048,AS14419and AS18296.

The last panelis presentedn Figure 6. The panelshavs the
statusof pre xesover time, highlighting the pre x esthat exhibit
the mostunstablebehaior, i.e. large numberof BGP eventsover
time. Thelayoutis composedy threeplots. On the left we shav
the numberof pre xesbelongingto different pre xes statesover
time. Threepre x statesarede ned: i)greenindicatesa stableset
of pre xes,ii) redindicatesan highly unstablesetof pre xesthat
an Operatomustconstantlymonitor, while iii) yellow represents
transitorystatethatfallsin thebetween Themappingof pre x esin
stateds doneaccordinglyto customizablehresholdsvhosevalues
canbe changedmanuallyby the Operator The thresholdscanbe
eitherbei) static,i.e. basedon hard-codedchumbersfor example,
all pre xesfor which we seea numberof BGP eventslargerthan

pertime-window fall into the red-statepr ii) dynamic,
i.e. learnedovertime, for example,all pre x esfor whichwe seea
numberof BGP eventsthatis  percentower thanthe maximum
fall into the red-state.An Operatorinterestedn monitoring over
time a speci ¢ pre x state,canthen consultthe panelat the top-
right. Thelayoutis representetly a (0,1) circle, thatis coloredac-
cordingto thepre x stateselectedIn our casewe assumedhatthe
Operatorhasselectedhe unstablepre x state,i.e. red state. The
time dimensionis capturecby the angularcoordinate , while the
instability of apre x is capturecby theradialcoordinate . For ex-
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Figure 8: TopologicalMap with AS568asthe root of the propagationtr ee.Snapshotof BGP activity during the Slammerworm

ample,if theOperatowantsto trackthelast6 hoursworth of data,
theneachincrementaldegreewill be equalto 360 degreesdivided
by 360minutes;.e. degree/minuteln orderto have aread-
ableandcomprehensiblgisualizationof the unstablepre x es,we
groupthepre xesinto block of IP addressegalledEntity-Sethat
eachnetwork entity owns, for example, University of California,
SanJoseowns 169/8. The number of unstableEntity-Set
is customizableand canbe changedy the Operatorat ary time.
For example,if the Operatoris interestedn the top
unstablesets,thenthe radius is dividedin intenals
andeachsetis placedalongthe radial coordinatein eachintenal,
with the mostunstablesetplacedat andthelowestunstable
placedat . We point out thatthe repartitionin
is doneto avoid the overlappingof thelowestunstable
setsat differenttime into the center
An Operatorinterestedin understandindhe distribution of IP
Addressednsidea speci c setEntity-Set canselectthe nodefrom
this layout and can consultthe layout on the bottom-right. Two
differentlayoutsare provided to the user The rst layoutis a 2D-
circular layout representean the bottom-rightof Figure 6. This
layout displaysall destinationpre x esbelongingto the Entity-Set
selectednto a (0,1) circle, mappingthe moststablepre x esclose
to the center andthe mostunstableonescloseto theradius
. The placementf the pre xesin thecircle is doneaccord-
ing to thefollowing algorithm.Let's assumave wantto visualizea
speci ¢ setEntity-Set , composedy pre xes.First,we clas-
sify eachpre x accordingo their (IP AddressNetwork Mask)and
we orderthepre x accordingto their Network Mask,asdescribed
for Figure4. Let's assumehatthe largestnumberof BGP events
obseredin thisfamily is . Then,weplaceeachpre x
in the (0,1) circle accordingto the pair . Theangularco-
ordinate unequvocally identi es thepre x intheset , while
theradial coordinate representshe numberof BGP eventsas-
sociatedo thepre x . Thus,eachpre x is placedin the (0,1)
circlewith polarcoordinates and ,
where representshe angularcoordinateof the previous pre-
x placed(startingfrom ), and represents
thenumberof BGPeventsassociatetb thepre x  processedWe
pointout, thatthe Operatorcanchoose to bethe maximum
numberof BGP eventsobsered acrossseveral sets in casehe
wantsto have a normalizedview of multiple setsatthe sametime.
Thesecondayoutis aplanar3D plot, whereeachdestinatiorpre x
isidenti ed by its IP AddressA andNetwork MaskM. Eachpre x
is placedaccordingto (A,M) into the plane,wherethe x-axis rep-
resentghelP addresgA), while they-axisits Network Mask (M).
Theinstability of the pre x is thenrepresentetdy a barbetweerD
and1, whereO represents very stablepre x (greencolor) while
1 a very unstablepre x (red color). All pre xesfalling between

thesetwo extremecasearethenmappediusingcolorsfrom greento
red. The Operatorcanchoosebetweenthe two layoutsaccording
to the sizeof thesetheis interestedn analyzing.

4. RESULTS

In this sectionwe shav BGP Eyein actionfor two wide spread
Internetanomaliesrepresentate of a typical worm outbreakand
pre x hijackingattack.

4.1 Outageduring SlammerWorm

In this sectionwe use BGP Eyeto identify the role playedby
AS568,correspondingo theDepartmenbf Defens€DoD), during
the spreadingof the SQL Slammemworm. We analyzedoneweek
worth of BGP datacollectedfrom January22ndto January29th
20032, We foundthreemajorresults: (i) AS568,after beingin-
fectedby the Slammemworm, playedanactive role duringthe con-
tamination spreadinghe epidemicwidely anddeeplythroughthe
entirelnternet;(ii) AS568spreadheinfectionheaily usingpeer
ing links with four outof ve of its peersAS1913,AS209,AS2914
andAS3908duringthe rst 10 minutes;(iii) AS658reachednore
than800 ASesin the rst 60 minutes,100 of which weresuccess-
fully infected.

4.1.1 AS568asanactivepropagatorof theepidemic

BGPEyeanalyzedhebehaior of thetop 4 edgecustomeASes
that generatedhe largestnumberof BGP eventsduring the one
weekobsenationperiod: AS568,AS2048,AS14419ndAS18296
(seeFigure7). During this analysis BGP Eyeidenti ed AS568as
the one contrikbuting the mostto the spreadof the infection across
Internet. The AS568suddenlygeneratedip to 15,000BGP events
onJanuary , 2006while nevergeneratednorethan2,500BGP
eventsundernormalconditions.

4.1.2 AS5685peesinfectednstantaneudy by AS5@B

Next, BGP Eyeanalyzedhe propagatiorof the BGP anomalies
that originatedfrom AS568to the Internetwith the nal goalto
quantify the growing rate of the infection over time andidentify
whenandwhich ASesweresuccessfullynfectedby theworm. For
the analysisof this speci ¢ problem,we useonly the rst panelof
thetool, e.g. Internet-Centricview. Figure8(a)providesatopolog-
ical mapof the customerAS568beforethe anomalyevent, shavn
in the mapastheroot of the tree,andits actiity with otherASes.
BGP Eyemonitorsin real-timethetotal numberof BGP eventsob-
senedoneachAS-ASlink andpro les theevolution of this metric
overtime asexplainedbefore.Thetool providesfour differentcol-
ors to represenfour differenthiddenBGP instability states:the

9 The Slammemwormwasreleasedn January25 2003.
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Figure 9: Router centric view of pre x hijacking incident

color greende nes a very stablebehaior, e.g. instantaneoude-
viation lessthan5%; the color blue de nes a stablebehavior, e.g.
instantaneoudeviation lessthan 10%; the color yellowde nesan
unstablebehaior, e.g. instantaneoudeviation lessthan15%; the
colorredde nes averyunstablebehaior, e.ginstantaneoudevi-
ation greaterthan 15%. Figures8(a), 8(b) and 8(c) shaw three
shapshotof the BGP actiity associatedo AS568, respectiely
beforethe worm, within rst 10 minutesand 60 minutesafter the
Slammerworm outbreak. As you cansee,it is very evidentand
crystalclearhow the network behaior suddenlychangedaindhow
severewasthe damagecausedy theworm. AS568wasinfected
and usedits peersas vehiclesto spreadthe anomalyfaster e.g.
AS1913,AS209,AS2914and AS3908. Its peersgot infectedin
the rst 10 minutesandspreadfurther alongthe infectionto their
peers.After arigorousanalysiswe have countedaround100ASes
and 350 AS-AS links infectedin the rst 60 minutesdueto the
activity playedby AS568in this process.

4.2 TTNet Pre x Hijacking

In this section,we analyzethe inadvertentpre x hijacking by
Turkey Net or TTNet (AS9121)on the Christmaseve, December
24th,2004.Thisday TTNetstartedadwertisingroutestowardsover
100,000pre x esthatwere not ownedby it. Someof the peering
neighborsof TTNet, bothimmediateandthosethat were multiple
hopsaway, updatedtheir routing tablesin responseo the illicit
BGP ad\ertisements Owing to the pathvectorbasedouting pro-
tocol followed by BGP, the neighborsof TTNetin turn adwertised
thesenew routesto their other neighbors,therebycascadinghe
effectsof theseillicit announcementsihile this incidentdid not
have amaliciousintentonthepartof TTNet, it caused catastrophe
of sorts thatrevealedanintegral componento routingsecuritythat
is missingin BGP. Someof thesepre x esthatwereillegally adver

tisedby TTNetbelongedo websitessuchasAmazon,Yahoo,Mi-
crosoft,CNN, BBC, etc.,andthe neighborsof TTNet shiftedtheir
outboundtrafc away from the legitimate ASescorrespondingo
thesesitesandtowardsTTNet.

Using datacollectedfrom RouteMiews, BGP Eye analyzedthe
impactof theseillicit pre x announcementsn variousASes: (1)
AS1239,whichis directneighborof TTNet; (2) AS6453,whichis
two hopsaway from TTNet. An importantconclusionderived out
of this studyis thatthe neighborsof TTNet were affecteddiffer-
ently dependingon the routing topology betweenTTNet and the
neighbor In the restof this section,we presenthov the Home-
Centric View describedn Section3.2 allows AS6453to analyze
thesudderonslaughbf BGPannouncementsriginatingfrom TTNet.
In particular we analyzethe route adwertisementghat were re-
ceivedat AS6453over a 3-dayperiodsurroundingheincident.

Figure9 is aninstantiationof the “Single RouterView” panel

presenteth Figure4 andshavsthetwo bordemouters 207.45.223.244

and195.219.96.238sedby AS6453.The gure presentshestatus
of pre xesasviewedby oneof theborderrouters(195.219.96.239)
overdifferenttimestampshroughthepre x hijackingincident.No-
tice thataroundthe time thatthe pre x hijackingincidentstarted,
12/2408:24:50UTC, severalpre x eschangeo non-grgscalecol-
ors. A majority of routesthat were obtainedthroughan IGP ses-
sion, are now obtainedthroughan IGP sessioralthoughthrough
a differentnext-hop AS, therebybeing classi ed as Internal Path
Changeevents. Accordingly the bottomplanewhich presentghe
proportionof eventsexperiencedper router shawvs a greaterpro-
portion of Internal Path Changeevents. This onslaughtof illicit
BGPadwertisementsastsuntil 12/2409:25:38UTC, whenmostof
thepre xeshave recoreredtheir original routesandtheroutingta-
blesat AS6453have stabilizedto the correctroutes.The “Multiple
RouterView” asshowvn in Figure 10 presentsnoreinsightsby al-
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Figure 10: Pre x centric view of pre x hijacking incident

lowing the Operatorto analyzethe routingchangessexperienced
by a pre x after correlatingboth the routers. Whencon gured to
presenthe changeson a particularpre x, 192.188.106.0/24this
panelrevealsaninsight not obserablein the Single RouterView
panel.Therouteto this pre x wasearlierobtained¢hroughanEGP
sessiorandduring the incidentit is obtainedthroughan IGP ses-
sionby boththeborderrouters.Since boththerouterdoseanEGP
route,theincidentis interpretedasa Lossin EgresPointeventfor
thepre x, which couldindicateasigni cant shiftin traf c between
AS6453andpre x 192.188.106.0/24 This Lossin EgressPoint
event canbe explainedby a deeperanalysisof the routing topol-
ogy aroundAS6453. Several of the illicit pre xes, which were
normally reachedrom AS6453via an EGPsessiorwith AS3561,
werenow beingreachedvia an IGP sessionwith AS6762,which
in turn waspropagatingagnnouncementsom AS9121.This pre x
getsrestoredo its original EGPobtainedouteafter6 minutes and
hencewe obsenre a Gainin EgressPointeventfor it.

The capability to succinctly presenteventsand correlatethem
acrossroutersin the Multiple RouterPanel 10 allows usto study
the entiresequencef eventsfor theselO pre xes. The snapshots
for thesepre x esarenotshawvn heredueto lack of spacehowever,
the panelsallowed us to analyzethem asfollows. Pre xessuch
as193.151.108.0/24ufferedthefollowing sequencef events:(a)
12/2408:24:50UTC: Original EGProuteis lostandchangedo an
IGP routeleadingto a Lossin EgressPointeventfor therouterand
Lossin Reachabilityfor the pre x; (b) 12/2408:30:00UTC: The
original routeis obtained however notthroughthe EGPsessiorbut
throughan IGP sessiontherebythe eventis classi ed asInternal
Path Changeor therouterandinternalDisruptionfor thepre x.

To summarizethroughanomalyclassi cationalgorithms,BGP
Eyeprovidesa customerAS the unigueability to monitor the au-
thenticity of the BGP announcementthatarebeingreceved by it
from therestof thelnternet.Moreover, throughnovel visualization
techniguesthe customerAS canquickly analyzetheimpactof the
problemaswell asit provides pointerstowardsthe possibleroot
cause®f theincident.

5. CONCLUSION

In this paper we presentedBGP Eye, a scalableandreal-time
tool for root-causeanalysisof BGP anomalies.BGP Eyetakesa
hierarchicabpproachowardsanalyzingBGPupdatesdy rst clus-
teringthe updatesasreceved by arouterinto BGP eventsthatare
more representate of a problem. Next, BGP Eye correlateshe
BGPeventsacrossll theroutershelongingto anAS to alsoobtain
aninsightin to the extentandimpactof the anomaly Moreover,
BGPEyeisthe rst visualizationtool thatcananalyzeBGPanoma-
liesfrom two differentperspecties: (a) InternetCentric,whichcan

trackthe spreadof ananomalythroughanalysisof the AS-AS in-

teractionsand; (b) Home Centric,which providesthe insightin to

hov an AS is affectedby anomaliesthat originatefrom external
ASesseveral hopsaway. In this regard, we analyzedtwo sepa-
rateincidentsto establishthe scalabilityandef cacy of BGP Eye
towards their root-causeanalysis. Speci cally, we presentedan
Internet-Centricview of how AS568wheninfectedby the Slam-
mer Worm wasthe origin for several of the routing changeseen
onJanuary25, 2003. Furthermoreye presentediow theinadwer

tent hijacking of 100,000+pre xesby AS9121contritutedto the
suddenonslaughbf routing changeseenby AS6453throughour
Home-Centriganels.
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