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ABSTRACT
Owing to theinter-domainaspectsof BGProuting,it is dif�cult to
correlateinformationacrossmultiple domainsin orderto analyze
therootcauseof theroutingoutages.ThispaperpresentsBGPEye,
a tool for visualizationaidedroot-causeanalysisof BGP anoma-
lies. In contrastto previous approaches,BGP Eye performsreal-
time analysisof BGP anomaliesthrougha hierarchicaldeep-dive
approach.First BGP updatesareclusteredto obtainBGP events
that aremorerepresentative of an anomalyandthentheseevents
arecorrelatedacrossall theborderroutersto ascertaintheextentof
the anomaly. Furthermore,BGPEye providesboth thecapability
to analyzeBGPanomaliesfrom anInternet-CentricView through
multiple vantagepointsaswell asfrom a Home-CentricView of a
particularAutonomousSystem(AS). We presentthecapabilityfor
scalableand real-timeroot-causeanalysisprovided by BGP Eye
throughthe analysisof two widely contrastinganomalies.First,
we provide an Internet-Centricview towardsthe routing outages
causedduring the spreadof the SlammerWorm on January25th,
2003from AS568and;Second,we provide a Home-Centricview
from the perspective of AS6458into the routing outagescaused
by theinadvertentpre�x hijackingby AS9121on December24th,
2004.

1. INTRODUCTION
The Internet is a global, decentralizednetwork comprisedof

many smallerinter-connectednetworks. A network underthead-
ministrativecontrolof asingleorganizationiscalledanAutonomous
System(AS). Theprocessof routing within anAS is calledintra-
domainrouting androuting betweenASesis called inter-domain
routing. Thedominantinter-domainroutingprotocolon theInter-
net is theBorder GatewayProtocol (BGP).AlthoughBGP's sim-
plicity and resiliencehave enabledit to play a fundamentalrole
within the global Internet, it hashistorically provided very lim-
ited performanceor securityguarantees,which oftencontribute to
a global-scaleinstability andoutages.

Dueto theinter-domainaspectof BGP, evensmall routingfail-
ureswithin an AS can sometimespropagatewidely into the rest
of the Internetcausingsigni�cant andwidespreaddamage.One
suchfailure occurredon April 25th 1997,whena mis-con�gured
routermaintainedby asmallInternetServiceProvider(ISP)in Vir-
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ginia injectedincorrectroutinginformationinto theglobalInternet
and claimedto have optimal connectivity to all Internetdestina-
tions. Sincethereareno mechanismsto validaterouteannounce-
ments,mostInternettraf�c wasre-directedto thissmallISP, which
overwhelmedthe mis-con�guredroutersand effectively crippled
the Internetfor almosttwo hours. Lossof reachabilityon the In-
ternetcan be consequenceof humanmistakes (e.g., router mis-
con�gurations)or maliciousactivities. Several Internetworm out-
agesin the pasthave indicatedthe increasingvulnerability of the
Internetroutinginfrastructureto attacksthatinitially startout in the
dataplane. For example,the SQL Slammerworm outbreak[21]
on Jan25th, 2003startedby exploiting a vulnerability in the MS
SQL server. Although the SQL Slammerworm wasnot directly
targetedtowardsthe Internetrouting infrastructure,it resultedin
several AS peeringlinks beingoverloadedon accountof the sud-
dentraf�c surge. Thecongestioncausedby theport-scanningand
worm-payloadsresultedin the BGP peeringsessionsbeingreset,
thusstartingthe chainof eventsthat led to the hugesurge in the
numberof BGPupdates.Suchcoincidencesbetweenworm propa-
gationandInternetroutingeventsurgeshave beenobserved in the
pastaswell, suchastheCode-Red[22] wormoutbreakin July2001
andtheNimda[23] wormoutbreakin September2001.

Asthenumberof critical applicationson the Internetgrows,so
will therelianceon it to provide reliableandsecure services.Be-
causeof the increasedimportanceof the Internet, there is much
more interestin increasingthesecurityof its underlyinginfrastruc-
ture, including BGP. Althoughsuch assertionsmight seemnovel,
they are not: the United Statesgovernmentcites BGP security
aspart of thenational strategy for securingthe Internet[Depart-
mentof HomelandSecurity2003]. Further, BGP securityissues
are being looked by both IETF working groups[25] as well as
NANOG [26], which is an indicationof the importanceandrele-
vanceof this topic.

1.1 Moti vation and RelatedWork
Several approacheshave beenproposedrecentlyon root-cause

analysisof BGP routing changes [1, 2, 3, 4, 5, 6]. Thesestud-
iesanalyzestreamsof BGPupdatemessagesfrom severalvantage
pointsthroughoutthe Internet,with thegoal of inferring themost
likely causeof the problemand its location. Although theseap-
proachesprovide “identi�cation of ASesthat are involved in the
sameproblem”,they do not considerwhatreally mattersto a Net-
work Operator, i.e. theview of theirspeci�c AS, referredin thepa-
perascustomer-AS. Ontheotherhand,in [7] theauthorsproposed
a new approachfor root-causeanalysisthatanalyzesBGProuting
changesfrom the perspective of a customer-AS suchto quantify
the effects of thesechangeson that speci�c network. An ideal
systemwould combineboth views, e.g. multiple vantagepoints
andcustomer-AS speci®c,suchto addup thebene®tsof both ap-
proaches.



The two categoriesof approachesdescribedabove suffer from
two seriouslimitations. First, they produce“large” textual reports
thatOperatorshave to parsethroughto sortoutproblemsrelatedto
their networks. This proceduremaybetime-consumingandinef�-
cient. Second,mostof theapproachesoffer only anoff-line capa-
bility for dataanalysis.An idealsystemwouldestablishareal-time
interactionbetweenend-usersandnetwork traf®c suchthat users
cangain insightof both network dynamicsandhiddentraf®c pat-
ternsandanalyze/reactªon-the-�yº to theundergoingproblems.

In orderto accomplishtheabove,severalvisualizationtoolswere
proposed.Thesevisualizationtoolsempower theuserto developa
referencemodel of what is normalon their own network so that
they can diagnoseproblemsbetterand faster. For example,one
existing systemwhich mapsBGP pathattributesto an AS graph
is BGPlay [15]. When the userstartsBGPlay, a query window
will appear, wheretheuserentersthepre�x andtime interval. The
BGPlayserver will thenquerythe databasefor all updatesto the
speci�ed pre�x during the speci�ed time interval. The animation
window thendisplaysroutingactivity of thatpre�x including(a) a
histogramof thenumberof eventsover time and(b) anAS graph
showing pathsthatchangeversusstablepathsduringthequeryin-
terval.

AnothersystemthatalsomapsBGPattributesto anAS graphis
LinkRank[16]. In aLinkRankgraph,theweightof aninter-AS link
is determinedby thenumberof pre�xeshaving anAS paththatin-
cludesthatlink. In aRank-Changegraph,theweightoneachlink is
thedifferencebetweentheLinkRankof thatlink over time. A neg-
ative weight indicatesrouteslost on a link, while positive weight
indicatesroutesgainedin that time period. A similar systemis
theTAMP graph[19], which shows how many pre�xesarecarried
overanAS-AS link. Theedgecolorsindicatehow thestatisticsare
changing(e.g., no change,losing pre�xes, gaining pre�xes, and
pre�x count�apping too fastto animate).

The Elisha system[20] also containsnetwork visualizationof
BGP updates. In this system,all the pathsfrom the observation
point AS to theorigin AS of the IP pre�x is plotted. This system
alsoallows animationover time, so thatat eachframe,all theAS
pathsusedin the time interval aredisplayed.Thecolor represents
the time (lessrecentlyor morerecently)thepathwasusedwithin
thecurrently-displayedtime window.

1.2 An Alter nateSolution: BGP Eye
Theseexisting visualizationtools focus only on raw informa-

tion, i.e. BGP updates,anddo not give any deepinsight into the
problem.On this perspective, in this paperwe introducea new vi-
sualizationtool, calledBGP Eye, that provides a real-timestatus
of BGP activity with easy-to-readlayouts. The tool hasbeende-
signedsuchto meetcriteria like: i) scalability, i.e. the ability to
processanddisplaya largesetof dataat very �ne time-scalesfor
large-sizenetwork deployment; ii) ef�ciency, i.e. variety of dif-
ferentgraphicallayoutsthat provide a completeview of the BGP
routing behavior; iii) readability, i.e. clearandeasy-to-readlay-
outsthatenableOperatorsto promptlydetect,classify, analyzethe
under-goinganomalyandreportrich-enoughfeedbacktoOperators
in orderfor themto taketheappropriatecounteractions.Compared
to previous visualizationtools,BGPEyeis novel in the following
ways:

� Thescalabilityof BGPEyeis derivedfrom its useof themet-
ric of BGP eventwhich clusterstogethermultiple short-lived
somewhatarbitraryBGPupdateslikely to beoriginatedby the
samenetwork problem.ThisconceptallowsOperatorsto iden-
tify a small numberof important routing disruptionsfrom a
largevolumeof raw BGPupdates.

� It providesadeeperandwiderview of BGPactivity asawhole,
e.g.how multipleASesinteractwith eachother(Internet-Centric),

Step Policy
1 Ignoreif thenext hopis unreachable
2 HighestLocalPreference
3 ShortestAS path
4 LowestOrigin Type
5 LowestMED amongroutersfrom sameAS
6 eBGProutesover iBGP routes
7 LowestIGPcost(“Hot-Potatorouting”)
8 LowestrouterID

Table 1: BGP DecisionProcess

aswell asAS speci�c, e.g. how problemsinvolving ASesfar
away from the customer-AS might affect its normalbehavior
(Home-Centric).

� It providesnew informationlikenumberof BGPeventscarried
over eachAS-AS link, andnumberof BGP eventsoriginated
from eachAS.

� It is capableof de-noisingandpro�ling BGPeventsover time
usingtheExponentialWeightedMoving Average techniquefor
all/or highlightedASesandall/or highlightedAS-AS links.

� It candeep-dive into theproblemdisplayinginformationnever
shown before,as: (i) total numberof BGP eventsper single
andmultiple borderrouters;(ii) classi�cation of BGP events
accordingto family typesandpereachborderrouter;(iii) pre�x
statusand(iv) pre�x instability.

Thepaperis organizedasfollows. In Section2 wedescribesome
basicconceptsof the BGP routing protocolandhow we classify
BGPeventsinto severalfamily types,aspreviously de�ned in [7].
In Section3 we introduceBGP Eyeanddescribein greatdetails
all the layoutssupported.In Section4 we show how BGP Eyeis
ableto promptlydetecttwo commonproblemswidely experienced
in the Internet: pre�x reachability andpre�x authenticity. As an
exampleof pre�x reachability, we analyzetheimpactof theSlam-
merworm outbreakon January25th,2003from theperspective of
AS568, which belongsto the Departmentof Defense(DoD). We
show how AS568wasseverelyinfectedby theSlammerwormand
how AS568startedto actively spreadtheworm deeplyandwidely
acrossthe Internet. As anexampleof pre�x authenticity, we ana-
lyze the inadvertenthijackingof 100,000+pre�xesby Turkey Net
(AS9121)on December24th, 2004. Speci�cally, from the view
pointof afew ASes(AS6453,AS3257),westudytheimpactof this
colossalhijackingevent,andconcludethattheimpactof acolossal
event asthis could vary widely at differentpoints in the Internet,
dependingon thepeeringtopology. Section5 concludesthepaper.

2. FROM BGP UPDATES TO BGP EVENTS
Wegiveaquickoverview of BGProutingprotocolsin Section2.1

anddiscusstheclusteringprocessof BGPupdatesinto BGPevents
andtheir family-typesin Section2.2

2.1 BGP Overview
BGPis theroutingprotocolthatASesuseto exchangeinforma-

tion abouthow to reachdestinationaddressblocks (or pre�xes).
Threeimportantaspectsof BGPare:

� Path-vector protocol: EachBGP advertisementincludesthe
list of ASesalongthepathandotherattributessuchasnext-hop
IP address.By representingthepathat theAS level, BGPhides
thedetailsof thetopologyandroutinginsideeachnetwork.

� Incr ementalprotocol: Every BGP updatemessageis indica-
tive of a routingchange,suchastheold routedisappearingor



thenew routebecomingavailable.
� Policy-oriented protocol: Routerscanapplycomplex policies

to in�uence theselectionof thebestroutefor eachpre�x andto
decidewhetherto propagatethis routeto neighbors.A router
appliesthe decisionprocessshown in Table1 to comparethe
routeslearnedfrom BGP neighborsandselectthe bestroute.
In the backbonenetworks, BGP route selectiondependson
the interactionbetweenthreeroutingprotocols:ExternalBGP
(eBGP), Internal BGP (iBGP) andInterior Gateway Protocol
(IGP). IGP determinesthe routing pathsbetweentwo routers
within thesameAS. Theroutersusethe IGP pathcostsin the
seventhstepin Table1 to selecttheclosestegresspoint. eBGP
is usedto exchangerouting information with external ASes,
while iBGP is usedto re-advertisetherouteslearnedfrom ex-
ternalpeersto otherroutersin thesameAS.

A single network disruption, such as a link failure or policy
changecan trigger multiple BGP updatemessagesaspart of the
convergenceprocess.Theintermediateroutesareshort-livedsome-
whatarbitrary, sincethey dependonsubtletiming detailsthatdrive
how the routersexplore alternatepaths. Operatorsmay be inter-
estedin removing thetransitorybehavior associatedwith BGPup-
datesandanalyzeBGPbehavior in a morestationaryregime. For
this matter, we introducea level of aggregation into our analysis,
by borrowing theconceptof BGPeventfrom [7]. A BGPevent is
de�ned asasequenceof BGPupdatesfor thesamepre�x from any
borderrouterwherethe inter-arrival time is lessthana prede�ned
event-timeout. Sincethereis the risk that certainpre�xes never
convergeto a stablepathdueto persistentroutinginstabilities,it is
importantto upperboundthe maximumdurationallowed for any
routeto converge. This is de�ned asconvergence-timeout. Appro-
priateevent-timeoutandconvergence-timeoutvaluesareanalyzed
andproperlysetup by BGPEye.

2.2 Classi�cation of BGPRouting events: Sin­
gle and Multiple Border Router(s)View

Anotherwayto look atthedatais how eachborderrouterreaches
a speci�c pre�x over time. Indeed,althougha borderroutermight
generatea BGPupdateor BGPevent for a speci�c pre�x at a spe-
ci�c point in time, it mayeitherundergo a transientroutingchange
only to return to the samestablebest route or changeto a new
route. Operatorsmay be interestedin tracking the statusof spe-
ci�c pre�xes or routersover time. We usethe sameconceptof
routing vector proposedby [7]. Let
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Froma singleborder router perspective, we canclassifyBGP
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As previouslyproposedby [7], it mightbeimportantto correlate
differentviews from multipleBGProutersto identify whichsubset
of theborderroutershave similar views of theproblem.

The multi-border router views leadsto the classi�cation of
BGPeventsinto thefollowing six family-types:

� Distant/Transient Disruption (TD): A BGP event is classi-
�ed asbelongingto this family if andonly if each elementof its
routing vectorhas“NC” . Theseeventsdo not have any in�u-
enceon the �o w of traf�c throughtheAS. A transientdisrup-
tion may causetemporaryrouting changesbeforethe border
routersconvergebackto theoriginalBGProutes.

� Inter nal Disruption (ID): A BGPeventis classi�edasbelong-
ing to this family if andonly if the change of each of the ele-
mentsin its routingvectoris eitherof type“NC” or type“IPC”
with at leastoneelementundergoing an “IPC” . Theseevents
areimportantbecausethey maycausea largeshift in traf�c as
routersswitchfrom anegresspoint to another.

� SingleExternal Disruption (SED): A BGPevent is classi�ed
asbelongingto this family if andonly if onlyoneelementof its
routingvectorhasa change of type“LEP”, “GEP” or“EPC” .
Typically, anISPhaseBGPsessionswith a neighboringAS at
multiple geographicallocations,makingit interestingto high-
light routingchangesthataffectjustoneof thesepeeringpoints.

� Multiple External Disruptions (MED): A BGPevent is clas-
si�ed asbelongingto thisfamily if andonly if multipleelements
of its routing vector have a change of type “LEP”, “GEP”
or“EPC” .

� Loss/Gain of Reachability (LR/GR): A BGPevent is classi-
�ed asbelongingto thefamily Lossof Reachability if andonly
if everyelementof its routingvectorwith an externalrouteex-
periencesa “LEP” . Similarly, a BGPevent is classi�edasbe-
longing to the family Gain of Reachability if andonly if ev-
ery elementof its routing vectorwith an external routeexpe-
riencesa “GEP” . A lossof reachabilitymaysignify complete
lossof connectivity to the destinationaddresses,especiallyif
theroutershave no routefor othernetworks thatcontainthese
addresses.A gain of reachabilitymight also indicatea prob-
lem, if thereareno existing routesfor thatpre�x (e.g.,an AS
thatmistakenly startsadvertisinga largenumberof smallsub-
nets).

With this typeof information,OperatorscanclusterBGPevents
of thesametypeacrosspre�xesto infer therealcauseof anetwork
problem,i.e. correlationacrossdestinationpre�x space.



3. BGP EYE LAYOUTS
Goal of BGP Eye is to track the healthinessof BGP activity,

raisean alert whenan anomalyis detected,and indicateits most
likely cause.BGPEyeoffers two differentviews of BGPDynam-
ics: Internet-CentricView andHome-CentricView.

The Internet-CentricView studiesthe activity amongASesin
termsof BGPeventsexchanged.Wehavecreatedagraph-basedvi-
sualizationof BGProutingchangesthatdisplaysinformationlike:
(a)moving averageof thetotalnumberof BGPeventsoriginatedby
ASesandtraversingAS-ASlinks; (b) instantaneousdeviation from
historicaltrendsof BGPeventsoriginatedby ASesandtraversing
AS-AS links. Operatorscanusethis view to: (i) monitortheInter-
netstabilityover time, i.e. numberof BGPeventsgeneratedacross
differentASes;(ii) promptly detectabruptchangesin the routing
activity andwhich ASesareexperiencingthe observed problem;
(iii) analyzethepropagationof theproblemthroughtheentireIn-
ternet,e.g.growing rateandspreadingfactor, andforecastthetime
at which their network will be hit. Moreover, this view canalso
helptheOperatorin identifying which ASesarethemostunstable
over timein orderfor themto selectappropriatepeersfor thefuture
or revisecurrentpeeringagreements.

The Home-CentricView has beendesignedto understandthe
BGPbehavior from theperspectiveof aspeci�c AS,e.g.customer-
AS. BGPupdatesoriginatedandreceivedby thecustomer-AS are
clusteredinto different types of BGP events. We have created
several layoutsthat will help Operatorsto: (i) monitor the rout-
ing dynamicsof their AS and its interactionwith its peers; (ii)
promptly detectrouting instabilities,pre�xes involved andwhich
borderroutersareprocessingsuchroutes;(iii) promptly diagnose
thecausesof theproblemwhetheris in/near/farawaytheirAS; (iv)
predictthe potentialdamageassociatedto theundergoing routing
instabilityby incrementallygainingknowledgeof thetypeof insta-
bility, pre�xesandborderroutersinvolvedandhow muchtraf�c is
associatedwith 1.

3.1 Inter net­Centric View
TheInternet-Centricview providestheOperatorareal-timeview

of the routing activity from an Internetperspective. BGP updates
arecollectedfrom several vantage-points,clusteredtogetherinto
BGPeventsandprocessedsuchto provide informationassociated
with their AS routing paths,e.g. chain of ASestraversed,from
theOrigin AS, astherootof propagationtree,to all its Destination
ASes,e.g.leavesof thetree.In thistree,ageneric����� - ����� link is
drawn if a peeringsessionwasobservedbetweenthetwo adjacent
ASes,e.g. ����� and ����� , whenthesnapshotwastaken.

Dueto theburstynatureof BGPupdatesandevents,it is impera-
tivefor thetool to providea�rst level de-noisingof thedataaswell
asatrendanalysis.In orderto achieveagoodtrade-off betweenac-
curacy andthetight constraintof beingreal-time,we usea simple
but ef�cient learningalgorithmknown asEWMA. In eachgeneric
timeslot � , BGPEyedoesthefollowing steps:(i) collectstheBGP
updatesoriginatedby eachAS andtraversingeachAS-ASlink, and
generatestheassociatedBGPevents.Let's ,

�	�&� representthesam-
ple of BGP eventsgeneratedin the time slot � for a generictime
series,e.g. genericAS or AS-AS link; (ii) computesits moving
average,




�	�5� using the last 
 “good” samplesstoredin mem-
ory, suchto smoothout thelargevariancepresentinto thedataand
extract the major trend; (iii) usesthe EWMA to predict the value

9
�

To quantify the impactof problemsdetectedby BGP Eye in
termsof Traf�c Engineering,Net�ow datacollectedontheoutgoing
linkscanbeaggregatedtocomputepre�x-level traf�c statistics.For
eachdestinationpre�x involved,theOperatorcangenerateatraf�c
weightthatcorrespondsto thepercentageof traf�c destinedto that
pre�x acrosstheoverall traf�c volumein thenetwork. Theweights
allow the Operatorto estimatethe potentialimpactof occurrence
of routingeventswe have discussedpreviously.
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	 ! . Samplesfor which
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runningaverages,thusavoiding to compromisethehistoricaltrend
with badsamples.

The AS graph layout usessize and color of the objects,e.g.
nodesandlinks, astwo differentdimensionsto reportmoreinfor-
mationto the operator. The sizeof an AS representsthe moving
averageof the numberof BGP eventsoriginatedby the AS, e.g.

,




�	�5� , while its colorrepresentstheinstantaneousdeviationof the
currentsamplefrom its historicaltrend,e.g.

�

�	�&� . Themoreevents
originatingfrom theAS, thelargerits size.Thecolormapis shown
at the lower left of Figure1, with the minimum valuemappedto
blue,andthemaximumvaluemappedto red.

Similarly, for eachAS-AS link shown in theAS graph,we rep-
resentthe numberof BGP eventstraversinglink by its thickness.
Speci�cally, the thicknessof the link representsthe moving aver-
ageof thenumberof BGPeventstraversingthelink, while its color
representsthe deviation of the currentsamplefrom its historical
trend. In addition,we allow theuserto selecta few ASesto show
in detail. For eachselectedAS, its datawill beplottedover time.
The dataplottedare(1) the numberof BGP eventsper time win-
dow, and(2) themoving averageover time. Oursystemalsoallows
highlightingof selectedAS nodesandAS-ASlinks. Therearesev-
eral waysof highlighting a node: (1) the usercanexplicitly click
on a nodeto togglewhetherit' s highlighted,(2) theusercanenter
theAS numberof theAS to highlight, (3) theusercanseta thresh-
old suchthatevery AS that hasoriginatedBGP eventsmorethan
thethresholdwill beautomaticallyhighlighted,or (4) theusercan
setanumber! suchthatthetop ! ASes/AS-ASlinks will behigh-
lighted.Thenumber! canbesetby theOperatorandcanrepresent,
for example,i) top ! ASes/AS-ASlinks with thelargestnumberof
BGP events,or ii) top ! ASes/AS-ASlinks that aredeviating the
mostfrom their historicaltrends.Eachhighlightednodeor link is
shown in brightcolorsin theforeground,while nodesandlinks that
arenot highlightedareshown in dull colorsin the backgroundas
context. An exampleis shown in Figure1.

TovisualizetheInternet-ASnetwork,weallow theusertochoose
amongthreedifferentwaysof layingout thenetwork graph.

Force-basedlayout: Variousforce-basedmethodsexist; a re-
centexampleisLin andYen'swork [17]. In thismethod,thesystem
startswith aninitial placementof thenodes.Eachlink is assigned
a rest length,andwhenit deviatesfrom its rest length,it exertsa
forceon thenodesat its end-point.At eachiteration,theresultant
force on eachnodeis calculatedandthe nodeis moved in the di-
rectionof the force. TheAS network shown in Figure1 hasbeen
laid outusingtheforce-basedmethod.

Path distancebasedlayout: The secondlayout methodstarts
by detectingall thesourceandsinknodes.Thesourcenodes(with
onlyoutgoingedges)areplacedatthebottomof thedisplay, andthe
sink nodesareplacedat the top. Thesystemthenusesa breadth-
�rst-searchalgorithmto assigna distancenumberto eachremain-
ing node.Thedistancenumberof a nodeis de�ned asits distance
from the source.All the nodeswith the samedistanceareplaced
in thesamehorizontallayerin thedisplay. Themethodthenusesa
heuristicto placethenodeswithin eachlayerin a way thatreduces



Figure 1: Visualization of number of BGP events originating
fr om selectedASesand carried over selectedAS-AS links

thenumberof crossingsof thelinks. Figure2 showsanexampleof
thedistance-layerlayout.

Figure 2: Layout of AS nodesaccording to their distancefr om
the observation point

Manual layout: In this method,we allow the user to manu-
ally adjustthepositionof eachnodeby clicking anddraggingthe
node. This methodcanbe usedin conjunctionwith eitherof the
two above methods.

3.2 Home­Centric View
Anotherview providedbyoursystemis the“Home-centric”view,

wherewe focus on how the BGP events are observed from the
customer-AS, much like how this term is usedin Ball et. al's
work [18]. The �rst panelis shown in Figure3. In this view, we
placethe routersin the customer-AS in the inner ring, and their
peerrouters,belongingto other ASes, in the outer ring. In the
outer layer, the methodgroupsroutersbelongingto the sameAS
together. Weuseanodeplacementalgorithmto obtainaplacement
of thenodesthatreducesthedistancebetweenconnectednodes.

After wehaveplacedthenodes,wedraw linesbetweentheinner
routersandouterrouterswhich areconnected.Thesize/thickness
andcolorof thenodes/linksareassignedusingthesameprinciples
describedfor Internet-Centriclayoutsrepresentedin Figures1,2.
Thelinks aredrawn ascurvedlinesto avoid cuttingacrosstheinner
circle. If theinternalradiusis �

� , theexternalradiusis �

� , theangle
of aninternalnodeis

�

, andtheangleof anexternalnodeis � , then,

Figure 3: Cir cular layout of observation routers in the inner
ring, and peer routers in the outer ring
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�$� ), � � ' � � . An exampleis shown in Figure3.

Figure4: Visualization of Pre�xes Statusfr om a SingleBorder
Router.

Although the panelshown in Figure3 monitorsthe numberof
BGPeventsprocessedby eachborderrouterover time to highlight
instantaneousshifts from normal trends,it doesprovide a deeper
understandingof neitherwhat kind of BGP eventsareprocessed
by eachborderrouternor which pre�xesshow the mostunstable
behavior. For this purpose,we provide a new panelshown in Fig-
ure 4. The paneldisplaysthe pre�x statusfrom a single border
routerperspective. The goal of this layout is to show the: i) to-
tal numberof BGP eventsprocessedby any borderrouter, ii) the
repartitionof BGPeventsin types(usingthesametaxonomyintro-
ducedin Section2.2),andiii) theroutingstatusfor any destination
pre�x. Thelayoutis composedby two planes,̀ BGPevents/Border
RouterPlane” (on the bottom)and “Pre�x StatusPlane” (on the
top). We placeborderroutersinto the“BGP events/BorderRouter
Plane”andthe destinationpre�xesinto the “Pre�x StatusPlane”.
Eachborderrouterandpre�x areunequivocally identi�ed by their
own id. For eachborderrouterwe display i) the total numberof
BGP eventsprocessed(representedby the size of the associated
pie-chart,i.e. thelargerthemoreBGPeventstheborderrouterhas
processed)andii) the numberof BGP eventsfor eachof the � ve
families, accordinglyto the taxonomyintroducedin Section2.2.
Eachfamily is displayedusinga differentcolor. Thesizeof each
sector(displayedwith adifferentcolor) in thepie-chartre�ects the
numberof BGP event observed for that speci�c family of BGP
events. The Operatorinterestedin learninghow a speci�c border



Figure5: Visualization of Pre�xes Statusfr om Multiple Border
Routers.

routerreachesa speci�c destinationpre�x, canclick on therouter
of interestandconsultthe planeon the top. On this planewe re-
port thestatusof all destinationpre�xesfor therouterselected.For
example,a destinationpre�x appearsred if no routingchangehas
beenexperiencedby the router ad the router is able to reachthe
pre�x by usingthesameroutelearnedpreviously. On thecontrary,
a pre�x thatappearsorangeimpliesthata routingchangehasbeen
generatedby the routeranda new routehasbeenlearnedvia an
iBGP session.

In thefollowingwedescribetwo algorithmstoplaceborderrouters
anddestinationpre�xesontothetwo planes.

� To placeborderroutersonto the “BGP events/BorderRouter
Plane”we �rst divide the planeinto a regular grid, suchthat
thesizeof eachgrid squareis equalto themaximumnodesize,
i.e. borderrouterwith the largestnumberof BGPevents. As-
sumethat the total numberof grid squaresis greateror equal
to the total numberof nodesto be placed.Next, eachnodeis
positionedaccordingto its coordinates� and � . Theusercan
decidebetweentwo options: i) placethe routersaccordingto
their geographicallocation,i.e. � representsits latitudewhile

� its longitude;ii)placetheroutersaccordingto theASesthey
haveestablishedaBGPsessionwith. Thetwo placementmeth-
odshelp the Operatorto localizea possibleproblemboth ge-
ographically, i.e. routersgeographicallycloseeachother, and
logically, routersestablishingBGP sessionswith sameASes.
Then,we searchstartingfrom this grid squareto �nd thenear-
estemptygrid square.Placethe nodein the �rst emptygrid
square.Samestepsarefollowed for eachnodeuntil all nodes
areplaced.

� Theplacementof destinationpre�xesis slightly morecompli-
cateddueits largercardinality. To ef�ciently displaythepre�x
spacewe proposethefollowing algorithm.Thepre�xesareor-
deredby �rst consideringthe mask. A pre�x with a smaller
mask is consideredsmaller. For all pre�xes with the same
mask,apre�x with asmalleraddressis consideredsmaller. The
orderedpre�xesarethenarrangedfrom theto thehighestrow.
Within eachrow, the pre�xesarearrangedfrom left to right.
Thevisualizationprovidedby this mappingwill show patterns
of the distribution of pre�xesaffectedby the routing updates,
andcanprovide someinterestinginsights.

An Operatorthat is interestedin learninghow its AS reachesa
speci�c pre�x over time may want to consultthe panelpresented
in Figure 5. This panelshows the pre�x statusfrom a multiple
borderrouterperspective. Goalof this layout is to show i) thesta-
tusof all pre�xesfrom a multiple borderrouterperspective andii)
which borderrouterwasinvolved in a routingchange,if any. The

Figure6: Tracking NoisyPre�xes over time.

layout is composedby two planes: “Pre�x StatusPlane” (on the
top)and“BorderRouterPlane”(on thebottom).Theplacementof
bothroutersandpre�xesis doneusingthesamelayoutalgorithms
describedfor Figure4. ThePre�x BorderRouterPlaneshows the
statusof all pre�xeswhentherouting informationfrom all border
routersis collectedandanalyzedtogether. Pre�xesmappedto the
samecolor are likely to be associatedto the samenetwork prob-
lem. By clicking on a speci�c destinationpre�x, informationof
the routing statusof all borderroutersis displayedon the bottom
plane.Thesizeof thethepie-chartassociatedto eachborderrouter
is an indicatorof how many BGPeventsof that family the router
hasprocessed.
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Figure 7: Number of BGP events originated fr om AS568,
AS2048,AS14419and AS18296.

The last panel is presentedin Figure 6. The panelshows the
statusof pre�xesover time, highlighting the pre�xes that exhibit
themostunstablebehavior, i.e. largenumberof BGPeventsover
time. Thelayout is composedby threeplots. On the left we show
the numberof pre�xesbelongingto differentpre�xes statesover
time. Threepre�x statesarede�ned: i)greenindicatesa stableset
of pre�xes,ii) red indicatesanhighly unstablesetof pre�xesthat
anOperatormustconstantlymonitor, while iii) yellow representsa
transitorystatethatfalls in thebetween.Themappingof pre�xesin
statesis doneaccordinglyto customizablethresholdswhosevalues
canbe changedmanuallyby the Operator. The thresholdscanbe
eitherbei) static,i.e. basedon hard-codednumbers,for example,
all pre�xesfor which we seea numberof BGPeventslarger than

� �

� ��� � pertime-window fall into thered-state,or ii) dynamic,
i.e. learnedover time, for example,all pre�xesfor which we seea
numberof BGPeventsthat is � � percentlower thanthemaximum
fall into the red-state.An Operatorinterestedin monitoringover
time a speci�c pre�x state,canthenconsultthe panelat the top-
right. Thelayoutis representedby a(0,1)circle, thatis coloredac-
cordingto thepre�x stateselected.In ourcaseweassumedthatthe
Operatorhasselectedtheunstablepre�x state,i.e. red state.The
time dimensionis capturedby theangularcoordinate

�

, while the
instabilityof apre�x is capturedby theradialcoordinate� . For ex-
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Figure8: TopologicalMap with AS568asthe root of the propagationtr ee.Snapshotof BGP activity during the Slammerworm

ample,if theOperatorwantsto trackthelast6 hoursworthof data,
theneachincrementaldegreewill beequalto 360degreesdivided
by 360minutes,i.e.

� �

�

� degree/minute.In orderto havearead-
ableandcomprehensiblevisualizationof theunstablepre�xes,we
groupthepre�xesinto block of IP addresses,calledEntity-Setthat
eachnetwork entity owns, for example,University of California,
SanJoseowns 169/8. The number 
������ of unstableEntity-Set
is customizableandcanbe changedby the Operatorat any time.
For example,if the Operatoris interestedin the top 
������

�

� �

unstablesets,thenthe radius � is divided in 
������ � � intervals
andeachsetis placedalongtheradialcoordinatein eachinterval,
with themostunstablesetplacedat �

�

� andthelowestunstable
placedat �

� ���

�	
������ � ��� . We point out thattherepartitionin

������ � � is doneto avoid theoverlappingof thelowestunstable
setsat differenttime into thecenter�

�

� .
An Operatorinterestedin understandingthe distribution of IP

Addressesinsidea speci�c setEntity-Set, canselectthenodefrom
this layout and can consult the layout on the bottom-right. Two
differentlayoutsareprovided to theuser. The�rst layout is a 2D-
circular layout representedon the bottom-rightof Figure6. This
layout displaysall destinationpre�xesbelongingto theEntity-Set
selectedinto a (0,1) circle, mappingthemoststablepre�xesclose
to thecenter�

�

� andthemostunstableonescloseto theradius
�

�

� . Theplacementof thepre�xesin thecircle is doneaccord-
ing to thefollowing algorithm.Let'sassumewewantto visualizea
speci�c setEntity-Set � , composedby 
�� pre�xes.First,we clas-
sify eachpre�x accordingto their(IP Address,Network Mask)and
we orderthepre�x accordingto their Network Mask,asdescribed
for Figure4. Let's assumethat the largestnumberof BGPevents
observedin thisfamily is

	

,

�
� . Then,weplaceeachpre�x '

?

�

in the (0,1) circle accordingto the pair �
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�

�




� . The angularco-
ordinate

�



unequivocally identi�es thepre�x ' in theset � , while
the radial coordinate�




representsthe numberof BGP eventsas-
sociatedto thepre�x ' . Thus,eachpre�x ' is placedin the (0,1)
circlewith polarcoordinates
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� representstheangularcoordinateof theprevious pre-
�x placed(startingfrom
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represents
thenumberof BGPeventsassociatedto thepre�x ' processed.We
point out, thattheOperatorcanchoose

	

,

�
� to bethemaximum

numberof BGP eventsobserved acrossseveral sets � in casehe
wantsto have a normalizedview of multiple setsat thesametime.
Thesecondlayoutis aplanar3D plot,whereeachdestinationpre�x
is identi�ed by its IP AddressA andNetwork MaskM. Eachpre�x
is placedaccordingto (A,M) into theplane,wherethex-axis rep-
resentstheIP address(A), while they-axisits Network Mask(M).
Theinstability of thepre�x is thenrepresentedby a barbetween0
and1, where0 representsa very stablepre�x (greencolor) while
1 a very unstablepre�x (red color). All pre�xes falling between

thesetwo extremecasearethenmappedusingcolorsfrom greento
red. The Operatorcanchoosebetweenthe two layoutsaccording
to thesizeof thesetheis interestedin analyzing.

4. RESULTS
In this sectionwe show BGPEyein actionfor two wide spread

Internetanomaliesrepresentative of a typical worm outbreakand
pre�x hijackingattack.

4.1 Outageduring SlammerWorm
In this sectionwe useBGP Eyeto identify the role playedby

AS568,correspondingto theDepartmentof Defense(DoD),during
thespreadingof theSQL Slammerworm. We analyzedoneweek
worth of BGP datacollectedfrom January22nd to January29th
20032. We found threemajor results:(i) AS568,afterbeingin-
fectedby theSlammerworm,playedanactive roleduringthecon-
tamination,spreadingtheepidemicwidely anddeeplythroughthe
entireInternet;(ii) AS568spreadtheinfectionheavily usingpeer-
ing links with four outof � veof its peersAS1913,AS209,AS2914
andAS3908duringthe�rst 10 minutes;(iii) AS658reachedmore
than800ASesin the�rst 60 minutes,100of which weresuccess-
fully infected.

4.1.1 AS568asanactivepropagatorof theepidemic
BGPEyeanalyzedthebehavior of thetop4 edgecustomerASes

that generatedthe largestnumberof BGP eventsduring the one
weekobservationperiod:AS568,AS2048,AS14419andAS18296
(seeFigure7). During this analysis,BGPEyeidenti�ed AS568as
theonecontributing themostto thespreadof the infectionacross
Internet.TheAS568suddenlygeneratedup to 15,000BGPevents
onJanuary

�������

, 2006while nevergeneratedmorethan2,500BGP
eventsundernormalconditions.

4.1.2 AS568'speersinfectedinstantaneously byAS568
Next, BGPEyeanalyzedthepropagationof theBGPanomalies

that originatedfrom AS568 to the Internetwith the �nal goal to
quantify the growing rateof the infection over time and identify
whenandwhich ASesweresuccessfullyinfectedby theworm. For
theanalysisof this speci�c problem,we useonly the�rst panelof
thetool,e.g.Internet-CentricView. Figure8(a)providesatopolog-
ical mapof thecustomerAS568beforetheanomalyevent,shown
in themapastheroot of the tree,andits activity with otherASes.
BGPEyemonitorsin real-timethetotalnumberof BGPeventsob-
servedoneachAS-ASlink andpro�les theevolutionof thismetric
over timeasexplainedbefore.Thetool providesfour differentcol-
ors to representfour different hiddenBGP instability states: the

9
�

TheSlammerwormwasreleasedonJanuary25 2003.



(a) 12/2406:00:00UTC (b) 12/2408:24:50UTC

(c) 12/2408:45:00UTC (d) 12/2409:25:38UTC

Figure9: Router centric view of pre�x hijacking incident

color greende�nes a very stablebehavior, e.g. instantaneousde-
viation lessthan5%; thecolor bluede�nes a stablebehavior, e.g.
instantaneousdeviation lessthan10%;thecolor yellowde�nesan
unstablebehavior, e.g. instantaneousdeviation lessthan15%; the
color redde�nes a veryunstablebehavior, e.ginstantaneousdevi-
ation greaterthan15%. Figures8(a), 8(b) and 8(c) show three
snapshotsof the BGP activity associatedto AS568, respectively
beforetheworm, within �rst 10 minutesand60 minutesafter the
Slammerworm outbreak. As you cansee,it is very evident and
crystalclearhow thenetwork behavior suddenlychangedandhow
severewasthedamagecausedby theworm. AS568wasinfected
and usedits peersas vehiclesto spreadthe anomalyfaster, e.g.
AS1913,AS209,AS2914andAS3908. Its peersgot infectedin
the �rst 10 minutesandspreadfurtheralongthe infection to their
peers.After a rigorousanalysiswe have countedaround100ASes
and 350 AS-AS links infectedin the �rst 60 minutesdue to the
activity playedby AS568in thisprocess.

4.2 TTNet Pre�x Hijacking
In this section,we analyzethe inadvertentpre�x hijacking by

Turkey Net or TTNet (AS9121)on the Christmaseve, December
24th,2004.ThisdayTTNetstartedadvertisingroutestowardsover
100,000pre�xesthat werenot ownedby it. Someof the peering
neighborsof TTNet, both immediateandthosethatweremultiple
hopsaway, updatedtheir routing tablesin responseto the illicit
BGPadvertisements.Owing to thepathvectorbasedroutingpro-
tocol followedby BGP, theneighborsof TTNet in turn advertised
thesenew routesto their other neighbors,therebycascadingthe
effectsof theseillicit announcements.While this incidentdid not
haveamaliciousintentonthepartof TTNet,it causedacatastrophe
of sorts,thatrevealedanintegralcomponentto routingsecuritythat
is missingin BGP. Someof thesepre�xesthatwereillegally adver-

tisedby TTNetbelongedto websitessuchasAmazon,Yahoo,Mi-
crosoft,CNN, BBC, etc.,andtheneighborsof TTNet shiftedtheir
outboundtraf�c away from the legitimateASescorrespondingto
thesesitesandtowardsTTNet.

Using datacollectedfrom RouteViews, BGP Eyeanalyzedthe
impactof theseillicit pre�x announcementson variousASes: (1)
AS1239,which is directneighborof TTNet; (2) AS6453,which is
two hopsaway from TTNet. An importantconclusionderivedout
of this study is that the neighborsof TTNet wereaffecteddiffer-
ently dependingon the routing topologybetweenTTNet and the
neighbor. In the restof this section,we presenthow the Home-
CentricView describedin Section3.2 allows AS6453to analyze
thesuddenonslaughtof BGPannouncementsoriginatingfrom TTNet.
In particular, we analyzethe route advertisementsthat were re-
ceivedatAS6453over a 3-dayperiodsurroundingtheincident.

Figure9 is an instantiationof the “Single RouterView” panel
presentedin Figure4 andshowsthetwoborderrouters,207.45.223.244
and195.219.96.239usedby AS6453.The�gure presentsthestatus
of pre�xesasviewedby oneof theborderrouters(195.219.96.239)
overdifferenttimestampsthroughthepre�x hijackingincident.No-
tice thataroundthe time that thepre�x hijacking incidentstarted,
12/2408:24:50UTC, severalpre�xeschangeto non-greyscalecol-
ors. A majority of routesthat wereobtainedthroughan IGP ses-
sion, arenow obtainedthroughan IGP sessionalthoughthrough
a differentnext-hop AS, therebybeingclassi�ed as InternalPath
Changeevents. Accordingly, thebottomplanewhich presentsthe
proportionof eventsexperiencedper router, shows a greaterpro-
portion of Internal Path Changeevents. This onslaughtof illicit
BGPadvertisementslastsuntil 12/2409:25:38UTC, whenmostof
thepre�xeshave recoveredtheir original routesandtheroutingta-
blesatAS6453havestabilizedto thecorrectroutes.The“Multiple
RouterView” asshown in Figure10 presentsmoreinsightsby al-



(a) 12/2406:00:00UTC (b) 12/2408:24:50UTC (c) 12/2408:30:00UTC

Figure10: Pre�x centric view of pre�x hijacking incident

lowing theOperatorto analyzetheroutingchangesasexperienced
by a pre�x aftercorrelatingboth the routers.Whencon�gured to
presentthe changeson a particularpre�x, 192.188.106.0/24,this
panelrevealsan insightnot observablein the SingleRouterView
panel.Therouteto thispre�x wasearlierobtainedthroughanEGP
sessionandduring the incidentit is obtainedthroughan IGP ses-
sionby boththeborderrouters.Since,boththeroutersloseanEGP
route,theincidentis interpretedasaLossin EgressPointeventfor
thepre�x, whichcouldindicateasigni�cant shift in traf�c between
AS6453andpre�x 192.188.106.0/24.This Loss in EgressPoint
event canbe explainedby a deeperanalysisof the routing topol-
ogy aroundAS6453. Several of the illicit pre�xes, which were
normally reachedfrom AS6453via anEGPsessionwith AS3561,
werenow beingreachedvia an IGP sessionwith AS6762,which
in turn waspropagatingannouncementsfrom AS9121.This pre�x
getsrestoredto its originalEGPobtainedrouteafter6 minutes,and
hencewe observe a Gainin EgressPointeventfor it.

The capability to succinctlypresenteventsand correlatethem
acrossroutersin the Multiple RouterPanel10 allows us to study
theentiresequenceof eventsfor these10 pre�xes. Thesnapshots
for thesepre�xesarenotshown heredueto lackof space,however,
the panelsallowed us to analyzethem as follows. Pre�xessuch
as193.151.108.0/24sufferedthefollowing sequenceof events:(a)
12/2408:24:50UTC: OriginalEGProuteis lostandchangedto an
IGProuteleadingto aLossin EgressPointeventfor therouterand
Lossin Reachabilityfor thepre�x; (b) 12/2408:30:00UTC: The
original routeis obtained,howevernotthroughtheEGPsessionbut
throughan IGP session,therebythe event is classi�ed asInternal
PathChangefor therouterandInternalDisruptionfor thepre�x.

To summarize,throughanomalyclassi�cationalgorithms,BGP
Eyeprovidesa customerAS theuniqueability to monitor theau-
thenticityof theBGPannouncementsthatarebeingreceivedby it
from therestof theInternet.Moreover, throughnovel visualization
techniques,thecustomerAS canquickly analyzetheimpactof the
problemaswell as it providespointerstowardsthe possibleroot
causesof theincident.

5. CONCLUSION
In this paper, we presentedBGP Eye, a scalableandreal-time

tool for root-causeanalysisof BGP anomalies.BGP Eye takesa
hierarchicalapproachtowardsanalyzingBGPupdatesby �rst clus-
teringtheupdatesasreceivedby a routerinto BGPeventsthatare
more representative of a problem. Next, BGP Eye correlatesthe
BGPeventsacrossall theroutersbelongingto anAS to alsoobtain
an insight in to the extent andimpactof the anomaly. Moreover,
BGPEyeis the�rst visualizationtool thatcananalyzeBGPanoma-
liesfrom two differentperspectives:(a) InternetCentric,whichcan

track thespreadof ananomalythroughanalysisof theAS-AS in-
teractionsand;(b) HomeCentric,which providestheinsight in to
how an AS is affectedby anomaliesthat originatefrom external
ASesseveral hopsaway. In this regard, we analyzedtwo sepa-
rateincidentsto establishthescalabilityandef�cacy of BGPEye
towards their root-causeanalysis. Speci�cally, we presentedan
Internet-Centricview of how AS568wheninfectedby the Slam-
mer Worm wasthe origin for several of the routing changesseen
on January25, 2003.Furthermore,we presentedhow theinadver-
tent hijackingof 100,000+pre�xesby AS9121contributedto the
suddenonslaughtof routingchangesseenby AS6453throughour
Home-Centricpanels.
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