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1    Project overview

The project aims in designing, implementing and testing an Ad Hoc network. This wireless network is composed of many mobile devices. Due to the power constraint, the mobile devices are disconnected from other devices if they go outside the network distance range. A mobile device has three components, which are the antenna, the data acquisition part and the micro-controller. Mobile devices can detect and establish bi-directional communication channels with each other that are within the network distance range. The data transmitted among the devices is then sent to a PC for further data processing (data compression, correlation and routing). We decide to make this mobile device USB-compatible. It supports Play and Play feature and USB communication protocol. It is used as a low speed device in this project.  

This report gives emphasis on the software development part of the USB device driver and the simple console user application  (that supports file operation and device configuration report). All other parts mentioned above are in the final stage of testing. 

USB device driver is designed and implemented in order to access hardware from a simple user application. The driver supports USB bus architecture, protocol and device. It has been tested with USB device (ST72 USB low-speed microcontroller device from ST7 family produced by STMicroelectronics). Driver development is very time-consuming and requires a firm understanding of the basics of operating system internals and driver development. Therefore, this report will briefly discuss both the operating system internals and the driver development (both in user-mode and kernel-mode environment). In order to develop an USB driver, the developer has to have an understanding of USB specification. This report will also briefly discuss the USB specification. The application supports the file operation and the device configuration report. It is believed that it will not be difficult to make it into a GUI application. Both the driver and application is developed and executed successfully in Windows XP PC.

It is common that software development work is usually done in application level (user mode), where the programmer does not have the right to access directly to the hardware in protected operating systems such as Windows, Linux and Solaris. However, there is a solution. By utilizing software modules called device drivers that are located within the operating system (kernel mode), the application can “directly” access the hardware. The application is written and compiled using 32-bit compiler Microsoft Visual Studio .Net. The driver is built in DDK (Driver Development Kit from Microsoft). Both the driver and application code is written in C language. Both the development machine (for software development) and the user machine (for normal hardware access) run on Windows XP.     

2    Driver development process

To access a hardware running on Windows, the application must call the standard Win32 APIs and the driver must call the system-specific APIs (Hardware Abstraction Layer, HAL). The developer also must conform to the operating system’s specific method of writing, linking, and loading of drivers. The development process of a driver is as follows by Microsoft:

1. Understand Driver and Operating System Basics. Understand the fundamentals of how drivers work in operating system. 

2. Understand and follow the specific device class hardware and software requirements during development so that device/driver works correctly with other system components.

3. Make Driver Design Decisions. For example, driver developer should decide which operating systems and hardware platforms the driver will run on, whether the driver is user-mode or kernel-mode, and whether to modify existing sample driver code or start from scratch.  

4. Learn how to write the driver code. The driver deals with the connections, signals, and protocols for communication between host and device.  

5. Write, build, debug and test the driver. Understand the building environment for driver. Master the driver debugging tools and perform comprehensive driver testing. 

6. Write the user application to access the hardware. 

7. Provide a driver package. Determine the device installation components and what operating system expects during device installation. 

8. Distribute the driver package. 

Note that these steps need to be repeated with every new operating system for the device. 

3    Hardware specifications

The hardware we use in the project is ST72 USB low-speed microcontroller device from ST7 family produced by STMicroelectronics. Figure 1 illustrates the board layout of ST72. Although the company provides a complete USB application package, it lacks the file operation and the device configuration report. File operation is important to the data processing (compression, correlation and routing) that is another part of this project. Therefore we decide to design and implement our own generic USB driver with a simple application. The device board incorporates basic inputs (push-buttons, analog trimmer), outputs (LEDs) and a wire-wrap area so that the user is able to easily develop his own application. The device is FLASH device allowing up to 100 reprogramming cycles. The device is directly powered by the USB connector (bus powered) and therefore does not require any external power supply. In case the components added on the wire-wrap sink more than 500mA, an external power supply must be used. 
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Figure 1. The ST72 microcontroller device board layout produced by STMicroelectronics. 
Communications between the PC and the ST72 device are done through different USB pipes:

1. Control IN and OUT during the enumeration with the bi-directional endpoint 0. 

2. Interrupt IN (addressed at 0x81) from endpoint 1 for data transferred from ST72 to PC. 

3. Interrupt OUT (addressed at 0x02) to the endpoint 2 for the data transferred from PC to ST72. 

4    Overview of operating system internals

The operating system we do the software development and testing is Windows XP. An operating system is “intuitively” considered a collection of drivers for whatever hardware the end user chooses to populate the system with from one moment to the next. The Windows Driver Model (WDM) provides a framework for drivers that operate in the operating system. Under Windows, software code runs either in user mode (untrusted and restricted to authorized activities only) or in kernel mode (fully trusted and able to do anything). Each allows a different level of privilege in accessing memory and other system resources. Applications are limited to the user mode while drivers run in the kernel mode. Figure 2 shows the typical driver architecture in Windows.



User Mode



Kernel Mode

Hardware

Figure 2. Typical driver architecture in Windows.

In the user mode, an application has no access to an area of memory that the operating system has designated as protected. This allows multiple applications to run at the same time without interfering with each other. The user mode corresponds to the so-called CPU’s Ring 3 mode. In the kernel mode, the code has unrestricted access to system resources, including the ability to execute memory-management instructions and control access to I/O ports. The kernel mode corresponds to the CPU’s Ring 0 mode.

As a result, applications are unable to access the hardware directly. In fact, this is only made available to code running in at Ring 0 or the kernel mode. This means that driver must be written in the kernel before accessing the hardware from the user mode. 
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Figure 3. The Windows operating system architecture. 

A simple scenario is illustrated in Figure 3. The user mode application program that wants to read data from a device would call a Win32 API such as ReadFile. A Win32 subsystem module such as NTDLL.DLL and KERNEL32.DLL (system dynamic-link library, DLL) implements this API by invoking some sort of platform-dependent system service interface to reach a corresponding kernel-mode support routine. I/O Manager holds and coordinates all the kernel-mode support routines, which operate in kernel mode to service an application’s request to interact with a device in some way. 

The kernel-mode support routines create a data structure called an I/O request packet (IRP) that is then passed to an entry point in some device driver. The relevant dispatch routine in the driver will be called to perform the IRP. More details on how the driver performs an IRP are discussed in the section “Basic components of WDM driver”. In the case of a ReadFile API call, the kernel-mode support routine creates an IRP with a major function code of IRP_MJ_READ (a constant defined in a DDK). It then returns to the user-mode caller with an indication that the operation described by the IRP hasn’t finished yet. The user-mode program might continue about its business and then wait for the operation to finish, or it might wait immediately. Either way, the device driver proceeds independently of the application to service the request. 

In order to perform an IRP, device driver needs to access its hardware by using facilities provided by the hardware abstraction layer (HAL). In the case of an IRP_MJ_READ, the access may be a read operation directed to an I/O port or a memory register implemented by the device. A read operation may involve calling READ_PORT_UCHAR (a HAL routine) to read a single data byte from an I/O port. The HAL routine uses a platform-dependent method to actually perform the operation to the hardware. On an Intel x86 computer, the HAL would use the IN instruction while on an Alpha, it would perform a memory fetch. 

After a driver has finished with an I/O operation, it completes the IRP by calling a particular kernel-mode service routine. Completion is the last act in processing an IRP, and it allows the waiting application to resume execution.  

4.1    Device driver

A device driver is a software component that handles communication between hardware and computer. This shields the details of hardware devices from the applications. The driver allows the application code to access hardware when the application knows only the hardware’s name or function. The application need not have to know about the physical address of the port, or explicitly monitor and control handshaking signals. This is achieved by translating between application-level and hardware-specific code. Many kinds of drivers form a complete operating system. Figure 4 shows several of them. In addition to device drivers, Windows also provide a device class called Human Interface Device (HID). For the purpose of this report, we will not have a separate section for HID. Instead we put the HID basics in Appendix F. 
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Figure 4. Types of device driver in Windows.

Kernel-mode drivers include many sub drivers. We will not discuss all the different driver types in this report but some important ones. A PnP driver is a kernel-mode driver that understands the Plug and Play (PnP) protocols of Windows. A WDM driver is a PnP driver that also understands power management protocols of Windows. Within the WDM drivers, you can also distinguish between class drivers, which manage a device belonging to some well-defined device class, and minidrivers, which supply vendor-specific functions to a class driver. The combination of class plus minidriver adds up to a complete function driver. A file system driver implements the standard PC file system on local hard disks or over network connections. Video drivers are kernel-mode drivers for displays and printers. Legacy device drivers are kernel-mode drivers that directly control hardware without help from other drivers.  

4.1.1    Monolithic driver

These are the device drivers, which are primarily used to driver custom hardware, exist in all operating systems including all Windows platforms and all Unix platforms. A monolithic driver is accessed by one or more user applications, and directly drives a hardware device. A monolithic driver is illustrated in Figure 5. The driver communicates with the application through I/O control commands (IOCTs) and drives the hardware using calls to the DDK functions.    
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Figure 5. A monolithic driver
     Figure 6. A layered driver       Figure 7. A miniport driver

4.1.2    Layered driver 

Layered drivers are device drivers that are part of a stack of device drivers that together process an I/O request. A layered driver is illustrated in Figure 6. An example of a layered driver is a driver that intercepts calls to the disk and encrypts/decrypts all data being transferred to/from the disk. In this example, a driver would be hooked on to the top of the existing driver and would only do the encryption/decryption. Layered drivers are sometimes also known as filter drivers. 

4.1.3    Miniport driver

There are classes of device drivers in which much of the code has to do with the functionality of the device, and not with the device’s inner workings. A miniport driver is illustrated in Figure 7. Windows NT/2000/XP/Server 2003, for instance, provides several driver classes (called ports) that handle the common functionality of their class. It is then up to the user to add only the functionality that has to do with the inner workings of the specific hardware.
4.2    The Windows Driver Model (WDM)

In the Windows Driver Model (WDM), each hardware device has at least two device drivers, which are function/device driver and bus driver. The function driver is responsible for initiating I/O operations, for handling the interrupts from hardware, and for providing user the legal control over the hardware. The bus driver is responsible for managing the connection between the hardware and the computer. 

Some devices may need other drivers. Filter drivers, supplied by a software or hardware vendor, are used to modify the behavior of an existing function driver. The WDM formalizes a layering of drivers, as illustrated in Figure 8. Upper filter driver sees IRPs before the function driver and adds additional features to function driver. Lower filter driver sees IRPs from the function driver to the bus driver. It can modify the stream of bus operations that the function driver is trying to perform when the device is attached to a universal serial bus (USB). 
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Figure 8. Layering of device drivers in WDM.

A driver is a collection of subroutines that the operating calls to perform various IRP operations. Figure 9 illustrates the concept. DriverEntry, AddDevice and few IRP dispatch routines must be present in every driver. Drivers that need to queue requests will have a StartIo routine. Driver that performs direct memory access (DMA) transfers will have an AdapterControl routine. Drivers that handle hardware-generated interrupts will have an interrupt service routine (OnInterrupt) and a deferred procedure call routine (DpcForlsr). Most drivers will have dispatch functions for several types of IRP (DispatchRead and DispatchWrite) besides the required three (including DispatchPnP, DispatchPower, and DispatchWmi).  
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Figure 9.Contents of a WDM driver.


     Figure 10. IRP processing model

4.3    Basic components of WDM driver

WDM has its “standard model” for IRP processing. Figure 10 illustrates a typical flow of ownership for an IRP as it progresses through various stages in its life. WDM driver consists of the following components or routines.
4.3.1    The DriverEntry routine 

A given driver might be used for more than one piece of similar hardware, and there’s some global initialization that the driver needs to perform only once when it’s loaded for the first time. The DriverEntry routine (called by the I/O Manager) performs this global initialization. It is also the main entry point to a kernel-mode driver. 

4.3.2    The AddDevice routine 

Each function driver has a special AddDevice function that the PnP Manager can call when it detects hardware. Once the associated drivers are loaded, the PnP Manager calls their AddDevice functions, which creates device objects and links them into a stack. 

4.3.3    The StartIo routine 

The I/O Manager calls the StartIo routine to process one IRP at a time. The StartIo routine needs to access hardware registers that are also used by the interrupt service routine (ISR) and, perhaps by other routines in the driver. Once it gets the device busy handling the IRP request, it returns. Next request comes when the device interrupts to signal that it is done with current request. 

4.3.4    The OnInterrupt routine 

It is an interrupt service routine (ISR). Many devices signal completion of I/O operations by asynchronously interrupting the PC. The hardware-generated interrupt instructs the hardware abstraction layer (HAL) to call the associated ISR (OnInterrupt routine). The ISR is to service the hardware to clear the interrupt. Likely, the ISR may schedule a deferred procedure call (DPC), which will be discussed in the next section. Once the task is performed, the ISR return TRUE to indicate to the HAL that the device interrupt has been serviced.  

4.3.5    The DpcForlsr routine

It is requested by the ISR and its job is to finish up the processing of the IRP that caused the most recent interrupt. After that call, the I/O Manager will destroy the IRP and may unblock a thread that has been waiting for the request to complete. 

4.3.6    The Dispatch routine 

It keeps a table of pointers to the subdispatch functions. Each subdispatch function only handles a minor function code. Once the Dispatch routine receives an IRP, it redirects that IRP to a corresponding subdispatch function defined in the function driver. The subdispatch function takes the pointer to the device object and the IRP as parameters and continues the processing. Different dispatch routines have different functionality. DispatchPnp is used only for Plug and Play feature of Windows while DispatchWmi for the Windows Management Instrument (WMI) to manage the computer system. We will discuss in details of the Plug and Play feature in the section “Plug and Play”. DispatchPower is used for the power management. In addition to these three dispatch routines, DispatchRead and DispatchWrite is often present in the driver. DispatchRead and DispatchWrite are used for reading data from device and writing data to device respectively. 

4.4    Win32 Application Programming Interface (API)

The application-level code uses functions supported by the operating system to communicate with the device driver while the hardware specific code handles the protocols necessary to access the peripheral’s circuits, including detecting the states of status signals and toggling control signals at appropriate times. Windows provides Win32 Application Programming Interface (API) functions that enable applications to communicate with device drivers. Applications use the API functions to establish a communication through the enumeration process and during the communication itself. Once enumeration has been established, CreateFile must be called to get an open handle to the device. After that, three functions that drivers may use for reading and writing to USB devices are ReadFile, WriteFile, and DeviceIoControl. When the access to the device is finished, CloseHandle should be called to close the device handle. 

Applications that access the driver need to be linked with SETUPAPI.DLL, which includes the general Setup functions (SetupXxx) and the device installation functions (SetupDiXxx). These functions perform many device installation tasks such as searching for INF files, building a potential list of drivers for a device, copying driver files, writing information to the registry, registering device co-installers, and so forth. Most Setup components call these functions. The SetupDiXxx functions are also sometimes referred to as the device installer. 

4.5    I/O control operations

Before the application can do any I/O operation, it has to obtain a HANDLE (an open handle open to the device) by calling the standard Microsoft Win32 API function CreateFile. While the handle is open, the application can make calls to ReadFile, WriteFile, or DeviceIoControl. ReadFile and WriteFile are called when the application want to read data from and write data to a device respectively. 

In addition, an application may use a Win32 API function DeviceIoControl to perform an I/O Control (IOCTL) operation on a device such as retrieving the driver’s version number and device configuration. On the driver side, each user mode application call to DeviceIoControl causes the I/O Manager to create an IRP with the major function code IRP_MJ_DEVICE_CONTROL and to send that IRP to the driver dispatch routine, which passes that IRP to another subdispatch function that understands how to handle the IOCTL. After the access to the device is done, the application should close the handle by calling CloseHandle. Each IOCTL operation has its associated code, which is defined in the header file (WINIOCTL.H) for user-mode programs to include.

One important use of IOCTL operations is to give a WDM driver a way to notify an application that an interesting hardware event has occurred. The application may then take some sort of user-visible action. For example, a button press on a Data Acquisition Unit (DAU) may trigger an application to begin collecting and displaying data. Asynchronous procedure call and posted window message are ways for a driver to signal an application. For the purpose of this section, we will discuss another method instead. Having the application issue an IOCTL operation that the driver completes when the interesting event occurs. To use this method, the application first calls CreateEvent or OpenEvent to open a handle to an event object, which it then passes to the driver through DeviceIoControl. The driver can convert the user-mode handle to a pointer to a KEVENT object. The application will receive event notification when the interesting event has occurred. 

4.6    Application software

The application will need to call the many functions located in the Win32 Application Programming Interface (API) that are used to communicate with the operating system. The compiled code for the functions is found in dynamic linked library (DLL) file.  In order to establish a connection to a device, you use the Win32 API functions including SetupDiXxx(), DeviceIoControl(), CreateFile(), ReadFile(), WriteFile(), and CloseHandle() provided in SETUPAPI.DLL.  The application software can be written as follows:

1. Find the device to communicate with.

i. Enumerate all devices (of USB class) that are connected to the host and get a device information set that contains information of all attached and numerated USB devices by calling API function SetupDiGetClassDevs. This provides a list of USB devices available.  

ii. Iterate and obtain information on each of the listed devices by calling API function SetupDiEnumDeviceInterfaces. Stop until the device with the desired Vendor and Product IDs is found. The right device is ready for establishing the communication channel with the host. 

iii. Obtain detailed information of the device found above by calling the function SetupDiGetDeviceInterfaceDetail. The device pathname is obtained here.

iv. Get a handle to and open the device by calling API function CreateFile with the device pathname as one of its parameters.

v. Verify that the Vendor and Product IDs are that of the desired device. Device handle and configuration are returned when the IDs are correct. If the IDs obtained are incorrect, the device handle is closed and the process is repeated from step iii.

vi. Pass the handle and the device configuration to another API function DeviceIoControl, which binds the pipe to the handle.

2. Exchange data reports with the device.

i. Sends an Output report to the device by calling the function WriteFile using the device handle obtained above and the bytes of data in the report.

ii. Reads the Input report by calling the function ReadFile by using the device handle.

iii. Multiple threads can be used in the data transfer process. By placing the Read and Write commands in separate threads, the application will be able to respond even when it waiting for overlapping transactions to complete.

iv. Call API function CloseHandle to close the pipe and handle at the end of the transaction. 

For example, if you have a device that has one IN pipe (transfer direction from device to host) and one OUT pipe (transfer direction from host to device), you will establish three handles (one device handle and two pipe handles) by calling CreateFile() function. The device handle only performs device-related operations. The IN pipe handle is bound to the IN pipe, with the Win32 API function ReadFile(), can perform the data transfer from the IN endpoint of device to the host internal buffers. Similarly, the OUT pipe handle is bound to the OUT pipe, with the function WriteFile(), can perform the data transfer from the host internal buffer to the OUT endpoint of the device. Finally, you call API function CloseHandle() to close the handle.  
5    Plug and Play

The Play and Play (PnP) Manager consults the system registry to learn which function and filter drivers will manage the hardware. Once it finds the associated drivers, it loads the drivers and calls their AddDevice functions, which creates device objects and links them into a stack. Note that PnP Manager communicates requests to device driver via IRPs with a major function code of IRP_MJ_PNP. At this point, the PnP Manager is ready, working with all device drivers, to assign I/O resources. Once the resources are assigned, the PnP Manager notifies each device by sending it a PnP request with the minor function code IRP_MN_START_DEVICE. This IRP is then passed to the DispatchPnp function, which calls the associated function (like StartDevice) to open a handle to the device object. In general, having received an IRP, the DispatchPnp routine redirects that IRP and device object pointer to a corresponding subdispatch routine according to the table of subdispatch routine pointers kept in the DispatchPnp.

WDM drivers can let the PnP Manager do the work of detecting and configuring the devices. PnP requests instruct the driver when and how to configure or deconfigure itself and the hardware. Figure 11 lists the PNP request minor functions that a function driver might need to handle. There are other minor functions that are only handled by the bus driver (we will not discuss here). The PnP Manager uses IRP_MN_START_DEVICE to inform the function driver what I/O resources it has assigned to the hardware and to instruct the function driver to do any necessary hardware and software setup. IRP_MN_STOP_DEVICE tells the function driver to shut down the device so that the PnP Manager can reassign I/O resources. IRP_MN_REMOVE_DEVICE tells the function driver to shut down the device and release the associated device object. 

PnP requests have another functionality, which guides the driver through a series of state transitions, as illustrated in Figure 12. WORKING and STOPPED are the two fundamental states of the device. The STOPPED state is the initial state of a device immediately after the device object is created. The WORKING state indicates that the device is fully operational. PENDINGSTOP and PENDINGREMOVE are two intermediate states. SURPRISEREMOVE occurs after the sudden and unexpected removal of the physical hardware.  
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Figure 11. Minor function codes for IRP_MJ_PNP. (taken from Oney’s WDM book)
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Figure 12. State transition of a device. (taken from Oney’s WDM book) 

6    USB protocol basics

USB (Universal Serial Bus) is an industry standard extension to the PC architecture for attaching peripherals to the computer. It supports Plug and Play (PnP) capability that simplifies the setup process for the device. Upon connection, the computer will automatically detect the device and load the appropriate drivers. USB provides multi-platform support with three different speeds (low, full, high-speed) and has four transfer modes, making it flexible to the needs of different devices.

In USB, host has the active role while device has the passive role. Only the host is allowed to initiate any request or transaction. Even if the device needs to send data to the host, it has to store the data in its queue until the host asks it for the data. Hence the device must be able to monitor the device address in each request on the bus. When the device detects a request that contains its specific address, it stores the data in its receiving buffer and generates an interrupt to signal that the data has arrived. Otherwise, the device will simply ignore the request. 

A USB device may be bus-powered or may have its own power supply. For devices that use bus-power, when there is no bus activity, the device must enter its low-power Suspend state when it must continue to monitor the bus and exit the state when the bus activity resumes. When the host computer enters a low power state, all communication ceases. If the devices detect the absence of activity for three milliseconds, they must enter the Suspend state and limit the current that they draw.

A single USB port can be used to connect up to 127 peripheral devices. Cable connecting the device to the PC can be up to five meters (16.4 feet) long. 

Before any transfer can occur, the host and device must establish a pipe between them. The pipe refers to an association between the device’s endpoint and the host controller’s software. Endpoints are buffers that store multiple bytes, typically blocks of data memory or like in our micro-controller case, registers in the controller chip. The pipes are established in the so called enumeration process.

Comparing to USB 1.1, USB 2.0 supports higher data transfer speed and more transfer types; provides expanded functionality; requires wider bandwidth; handles a larger number of peripherals simultaneously; enhances the user’s experience of many applications. Throughout the report, we refer USB as USB 2.0. 

USB supports three data transfer speeds, which is listed as follows.   

High Speed - 480Mbits/s 

Full Speed - 12Mbits/s 

Low Speed - 1.5Mbits/s 

Each USB transaction consists of 

one Token Packet - header defining what it expects to follow;  

one optional Data Packet - containing the payload; and 

one Status Packet - used to acknowledge transactions and to provide a means of error correction.  

6.1    USB components 

1. USB host computer: It is where the USB host controller is installed and where the client software/device runs.  

2. USB host controller: It is the interface between the host computer and the USB peripherals. It is responsible for detecting the attachment and removal of USB devices, managing the control and data flow between the host computer and the devices, providing power to attached devices. 

3. USB root hub: It is located on the back plane of the host computer. 

4. USB external hub: A USB device that allows multiple USB devices to attach to a USB port on host computer. 

5. USB Function: A USB device that can receive or transmit or control information flow over the bus and provides a function or more.  

6.2    Data flow and exchange in USB

One of the most important topics in USB is the data flow between the host computer and the USB device. The data is transferred through pipes, which are logical components that represent the association between memory buffers of the driver on the host and endpoints on the device. Each USB device has a collection of independent endpoints. Data flows through the established pipes. A pipe can be either a stream pipe or a message pipe, depending on the transfer type used in the pipe. Stream pipe handles interrupt, bulk and isochronous transfers, which join together to support the functional data exchange. Message pipe supports control transfer, which support the control exchange. The functional data exchange is used to move data to and from the device while the control exchange is used to configure a device when it is first attached and can also be used for other device-specific purposes, including control of other pipes on the device. The default control pipe is Endpoint/Pipe 0, which always exists and is bi-directional.      

USB is a host centric bus. The host initiates all transactions. The first packet, also called a token is generated by the host to describe what is to follow and whether the data transaction will be a read or write and what the device’s address and designated endpoint is. The next packet is generally a data packet carrying the payload and is followed by a status/handshaking packet, reporting if the data or token was received successfully, or if the endpoint is stalled or not available to accept data. 

6.3    USB Packet Types 

USB has four different packet types in terms of their functionality and their format.  Token packets indicate the type of transaction to follow, data packets contain the payload, handshake packets are used for acknowledging data or reporting errors and start of frame packets indicate the start of a new frame.

6.3.1    Token Packets 

There are three types of token packets,

1. In - Informs the USB device that the host wishes to read information. 

2. Out - Informs the USB device that the host wishes to send information. 

3. Setup - Used to begin control transfers. 

6.3.2    Data Packets 

There are two types of data packets each capable of transmitting up to 1024 bytes of data.

1. Data0 

2. Data1 

High Speed mode defines other two data packets which are DATA2 and MDATA. Data must be sent in multiples of bytes.

1. Maximum data payload size for low-speed devices is 8 bytes. 

2. Maximum data payload size for full-speed devices is 1023 bytes. 

3. Maximum data payload size for high-speed devices is 1024 bytes. 

6.3.3    Handshake Packets 

There are three types of handshake packets which consist of 

1. ACK - Acknowledgment that the packet has been successfully received. 

2. NAK - Reports that the device temporary cannot send or received data. Also used during interrupt transactions to inform the host there is no data to send. 

3. STALL - The device finds it’s in a state that it requires intervention from the host. 

6.3.4    Start of Frame (SOF) Packets 

The SOF packet consisting of an 11-bit frame number is sent by the host every 1ms +/- 500ns on a full speed bus or every 125µs +/- 0.0625µs on a high speed bus.

6.4    Endpoints 

Endpoints can be described as sources or sinks of data. As the bus is host centric, endpoints occur at the end of the communications channel at the USB function. At the software layer, the device driver may send a packet to your devices EP1 for example. As the data is flowing out from the host, it will end up in the EP1 OUT buffer. The device firmware will then at its leisure read this data. If it wants to return data, the function cannot simply write to the bus as the bus is controlled by the host. Therefore it writes data to EP1 IN which sits in the buffer until such time when the host sends an IN packet to that endpoint requesting the data. Endpoints can also be seen as the interface between the hardware of the function device and the firmware running on the function device. 

All devices must support endpoint zero. This is the endpoint which receives all of the devices control and status requests during enumeration and throughout the duration while the device is operational on the bus. 

6.5    Pipes 

While the device sends and receives data on a series of endpoints, the client software transfers data through pipes. A pipe is a logical connection between the host and endpoint(s). Pipes will also have a set of parameters associated with them such as how much bandwidth is allocated to it, what transfer type (Control, Bulk, Iso or Interrupt) it uses, a direction of data flow and maximum packet/buffer sizes. For example the default pipe is a bi-directional pipe made up of endpoint zero in and endpoint zero out with a control transfer type.

6.6    Transfer Types 

The Universal Serial Bus specification defines four transfer types, 

6.6.1 Control transfers 

These transfer types are typically used for configuration, command and status operations between the host and the device. Each USB device has at least one control pipe, which is bi-directional pipe. All enumeration functions are only performed through control pipe. Control pipe transfers bursty, non-periodic, and random packets which are initiated by the host with the support of automatic error detection, recovery and retransmission mechanism. Control transfer is used by low-speed, full-speed and high-speed devices.

6.6.2 Interrupt transfers 

These transfer types are intended for devices that send and receive non-periodic and small amount of data at a time with bounded latency at regular time basis. The interrupt is uni-directional. Interrupt data is queued in the memory buffer on the device until the host polls the device for data. The polling is periodic. The polling period (1-255 ms and 10-255 ms for high-speed and low-speed devices respectively) is specified by the endpoint of the interrupt pipe.  Keyboard and mice use interrupt transfers to send key-press and mouse-movement data. Interrupt transfers are the typical mode of operation for the micro-controller that we have acquired.

6.6.3 Isochronous transfers 

These transfer types are continuous and periodic. They typically contain time sensitive information such as an audio or video stream. The isochronous pipe is uni-directional and a certain endpoint can either transmit or receive information. USB guarantees the isochronous transfer access to the USB bandwidth with bounded latency and guaranteed data transfer rate but no error correction. This transfer type can be used only by high-speed devices.  

6.6.4 Bulk transfers 

These transfer types can be used for non-periodic, large amounts of non-time sensitive and bursty data communication, like sending a file to a printer. They have the lowest priority in accessing the USB bandwidth. Bulk transfers will use spare un-allocated bandwidth on the bus after all other transfers/transactions have been allocated. As a result Bulk transfers should only be used for non-time insensitive communication as there is no guarantee of latency. They guarantee the data transfer but not the latency, and provide error checking mechanism with retries attempts. Bulk transfers are only supported by full and high speed devices.

6.6.5    More about the control transfer

The control transaction always begins with a setup stage, which is followed by an optional data stage (that is consisted of zero or more data packets). These data packets carry the specific information for the requested operation. Finally a status stage completes the control transaction by returning the status from the device to the host. 

A control transfer can be a read transaction or a write transaction. In a read transaction the setup packet indicates the characteristics and amount of data to be read from the device. In a write transaction the setup packet contains the command sent (written) to the device and the number of control data bytes that will be sent to the device in the data stage.

The setup packet (combined with the control data stage and the status stage) are used to configure and send commands to the device. The definition of standard device requests is defined by the USB 2.0 specification. USB requests such as these are sent from the host to the device, using setup packets. The USB device is required to respond properly to these requests. In addition, each vendor may define device-specific setup packets to perform device-specific operations. The standard setup packets (standard USB device requests) are detailed below. The vendor’s device-specific setup packets are detailed in the vendor’s data book for each USB device.

During the setup stage, an 8-byte setup packet is used to transmit information to the control endpoint of the device. The setup packet’s format is defined by the USB 2.0 specification. 

6.6.6    Setup packet example 

This example of a standard USB device request illustrates the setup packet format and its fields. The setup packet is issued by the host and is in Hex format. The following setup packet is for a control read transaction that retrieves the device descriptor from the USB device. The device descriptor includes information such as USB standard revision, vendor ID and product ID.

GET_DESCRIPTOR Setup Packet of Device Descriptor: 

Hex 

0x80 
0x06 
0x00 
0x01 
0x00 
0x00 
0x12 
0x00

Byte 
 
0   
1   
2   
3   
4   
5   
6   
7

Setup packet meaning:

Byte 0 (0x80) specifies the direction of requested data (in this example is the device descriptor) is from device to host and the recipient of this setup packet is the device.

Byte 1 (0x60) specifies the actual request type carried in this setup packet is GET_DESCRIPTOR.       

Byte 2 & 3 (0x0001) specifies the descriptor type (in this example is the device descriptor type) in this GET_DESCRIPTOR request.

Byte 4 & 5 (0x0000) specifies the index that is not relevant in this setup up packet because there is only one device descriptor. It is used to specify an endpoint or an interface. 

Byte 6 & 7 (0x1200) specifies the length of the data to be retrieved is 18 bytes, which is the length of the device descriptor.  

In response, the device sends the device descriptor data to the host.

Byte 
 0 
1 
2 
3 
4 
5 
6 
7 
8 
9 
10

Hex
 12 
01 
00 
01 
ff 
ff 
ff 
40 
47 
05 
80

Byte 
 11 
12 
13 
14 
15 
16 
17

Hex
 00 
01 
00 
00 
00 
00 
01

As defined in the USB specification, byte 0 indicates the length of the descriptor, bytes 2-3 contain the USB specification release number, byte 7 is the maximum packet size for endpoint 00, bytes 8-9 are the Vendor ID, bytes 10-11 are the Product ID, etc.

6.7    USB Configuration 

Each USB device must be configured before it can operate correctly. The host conducts the configuration by asking the device for the configuration information (such as what the device is, who makes it, what version of USB it supports, how many ways it can be configured, the number of endpoints and their transfer types etc). The devices report their device-specific attributes by a hierarchy of USB descriptors. A descriptor is a defined structure and format in which the data is transferred.   

Four levels of the hierarchical structure of USB descriptors: 

1. Device Descriptors

2. Configuration Descriptors

3. Interface Descriptors

4. Endpoint Descriptors

6.7.1    Device Descriptor 

Each USB device can only have one device descriptor, which includes general device information such as protocol version, device class, product ID and vendor ID and the number of possible configurations the device have. The number of configurations indicates how many configuration descriptor branches are to follow. It could have one or more configuration descriptors on each device.

6.7.2    Configuration Descriptor 

A USB device can have one or more configuration descriptors, which each could have one or more interface descriptors are to follow. Each configuration descriptor specifies values such as the amount of power this particular configuration uses, if the device is self or bus powered and the number of interfaces it has. When a device is enumerated, the host reads the device descriptors and can make a decision of which configuration to enable. It can only enable one configuration at a given time.

6.7.3    Interface Descriptor  

The interface could be seen as a grouping of the endpoints into a functional group that performs a single feature of the device. Each interface may operate independently. Each interface descriptor could have zero or more endpoint descriptors. It describes the index number of interface and the number of endpoints used by this interface. Each interface may have optional alternate settings, which can change the endpoints or their characteristics after the device is configured. Unlike the configuration descriptor, there is no limitation as to having only one interface enabled at a time. A device could have one or many interface descriptors enabled at a time. 

6.7.4    Endpoint Descriptor 

The lowest level is the endpoint descriptor that provides the host with information such as the data transfer type, direction, polling interval, bandwidth (or maximum packet size) of each endpoint, bus access frequency, their endpoint index number, and their error handling mechanism. Note that endpoint zero, the default control endpoint, is always assumed to be a control endpoint and never has a descriptor. 

6.8    USB Enumeration 

USB Enumeration is the initial exchange of information for the host computer to learn about the device and assign the device a particular device driver. Through this process, we may say that the host learns about all different endpoints. When the device is attached, the device responds to the requests made by the host in the enumeration process. The process includes the initial assigning of an address to the device, reading the descriptors from the device. These descriptors are data structures, or formatted blocks of information, that enable the host to learn about a device. Each descriptor contains information about the device as a whole or an element in the device. For example, a endpoint descriptor will have information like the endpoint address, the type of transfer to use, the maximum size of data packets, and the desired interval for transfers, to tell the host what it needs to know in order to communicate with it. Based on these descriptors, the host assigns and loads a device driver, and selects a configuration from the options presented in the retrieved data.  

The device is then configured and ready to transfer data using any of the endpoints in its configuration. On receiving the request, the device places any data or status information in the transmit buffer. After the device is configured, it must respond to requests to send and receive data. The host may poll the device at regular intervals or only when an application requests to communicate with it. The device’s configuration, the host’s device driver, and the applications that use the device together determine what type of request the host makes and how often it makes them.

When the host sends data to the device, the device must respond by sending a code that indicates whether it accepted the data or was too busy to handle it. On the other hand, when data is sent from the device to the host, the device must respond returning data or a code to indicate that there is no data to be sent. Usually, the hardware responds automatically according to the specifications of the firmware. 

The controller chips’ hardware handles the details of formatting the data for the bus. This includes adding error-checking bits to data to transmit, checking for errors in received data, and sending and receiving the individual bits on the bus. This is required in addition to any other functions that the controller chip is responsible for.

7    Driver architecture

All the software development uses development and debugging tools and complier (Microsoft Visual Studio .Net). The programming language is C language. The driver is a monolithic type driver. It enables the access to the hardware directly from within Win32 application (in user mode). The driver architecture includes a simple console application (stm_diag.exe), user-mode library (windrvr.h), and kernel-mode driver (windrvr6.sys). In order to access the hardware, the application makes calls to one of the functions from the user-mode library, which then calls the kernel-mode driver located in the operating system. IOCTL and I/O operations are used to enable communication between the kernel-mode driver and the user-mode library. The kernel-mode driver accesses the USB device resources through the native system-dependent calls. Figure 13 illustrates the driver architecture that has been developed in this project. USBD module hides the lower-level driver details from the kernel-mode driver. As a driver developer, we only need to interface the driver with the USBD module. On the other hand, we also need to define the basic WDM routines for the driver to respond to the IRPs generated by the I/O Manager. Whenever an application makes a request, the I/O Manager will generate an IRP.  
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Figure 13. Driver architecture.

7.1    Driver response to external events 

This section outlines the procedures how the driver responds to an external event (in our case, device attachment to and detachment from the PC). There are three user callback functions WDU_ATTACH_CALLBACK, WDU_DETACH_CALLBACK and WDU_POWER_CHANGE_CALLBACK that are used to notify the application when a relevant system event occurs, such as the attachment, detachment or power mode change of a USB device. These callback functions are initiated by the driver, which is first initiated by the Windows system. Figure 14 shows the driver response to events of device attachment and detachment. 
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Figure 14. Driver response to events of device attachment and detachment

1. The application calls WDU_Init at the beginning of the program to initialize the kernel driver for USB device with criteria that helps the system to identify USB device. WDU_Init also pass pointers to the user callback functions. 

2. The application then simply waits to receive notification of device-attachment (signal from WDU_ATTACH_CALLBACK function). The relevant device information will be provided in the attach callback. 

3. Upon receipt of such a notification, processing continues. The application calls any API functions (defined in windrvr.h) to begin the data transfer between the PC and device. The API functions in turn call IOCTLs (defined in winioctl.h) to establish the communication between the kernel-mode driver and the user-mode application. For example, once the attach callback is received, you can start using one of the WDU_Transfer functions family to send and receive data. 

4. When the device is detached from the system, the WDU_DETACH_CALLBACK function signals the application with a detach callback. 

5. Upon receipt such notification, the application issue WDU_Uninit to stop listening to and unregister from the device.  

7.2    Driver software modules 

Table 1 summarized the core driver software modules and their descriptions. 

Driver Software Modules
       Module Description

	stm_diag.c
	user application for accessing the STM electronic board

	status_strings.c
	library for handling the application and device status

	status_strings.h
	error strings conversion from numerical return value

	windrvr_int_thread.c
	implementation of thread that waits for kernel driver events

	windrvr_int_thread.h
	definitions of interrupt wrapper functions to simplify interrupt handling

	windrvr_events.c 
	library for receiving events from kernel driver

	windrvr_events.h
	functions to implement event handling and PnP notifications

	usb_diag_lib.c
	utility functions for communication between STM board and application

	wdu_lib.c
	user mode API implementations and declarations 

	wdu_lib.h
	definitions of the USB user-mode logic interface

	utils.h
	OS specific implementation of threads and events

	windrvr.h
	the user-mode library includes the API, data structures and constants

	windows.h
	windows APIs

	winioctl.h
	windows I/O control APIs


Table 1. Table summarized the core driver software modules and their descriptions.

7.3    Important API functions

The API provides an interface for the application to use the lower level functions (such as ICOTLs provides winicotl.h) to communicate with the device. We listed some important API functions in the Table 2.

Table 2. List of some important API functions

	API functions
	Descriptions

	WDU_Init 


	Listen to device with matched input criteria and register callback notifications

	WDU_SetInterface


	Set the alternate setting for the specified interface

	WDU_GetDeviceInfo


	Get configuration information (all descriptor) from device 

	WDU_GetDeviceData


	Same as WDU_GetDeviceInfo but store the information in user-allocated buffer

	WDU_Uninit


	Stop listening to device and unregister callback notifications 

	WDU_Attach_Callback


	Signal application when a criteria matched device has newly attached to the system

	WDU_Detach_Callback


	Signal application when a registered device has detached from the system

	WDU_Power_Change_Callback


	Signal application when a registered device has changed its power settings

	WDU_Transfer


	Transfer data to or from a device

	WDU_TransferDefaultPipe


	Transfer control data to or from a device through the default control pipe

	WDU_TransferBulk


	Transfer bulk data to or from a device through the bulk pipe 

	WDU_TransferIsoch


	Transfer isochronous data to or from a device through the isochronous pipe

	WDU_TransferInterrupt


	Transfer interrupt data to or from a device through the interrupt pipe

	WDU_HaltTransfer


	Halt the data transfer on the specified pipe 

	WDU_ResetPipe


	Reset a pipe

	WDU_ResetDevice


	Reset a device

	WDU_Wakeup
	Enable/disable the wakeup feature


7.4    User application 

In this project, a simple console user application is designed and implemented to give user the access to the STM electronic board. As shown in Figure 15, the board has vendor ID of 0x483 and product ID of 0x003. The device handle assigned to the board has a number of 0x3258d8. The application is organized as a menu, which has four main options, which are self-explanatory. 
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Figure 15. User application for STM device (Vendor and Product Ids of 0x483 and 0x3). 

We are ready to enter “1” to choose the first option. As shown in figure 16, it shows the device configurations including number of configurations, number of interfaces, number of endpoints, endpoint type, endpoint address, bandwidth, polling interval, etc. 

[image: image15.jpg]'lease make sure the device is attached:
eviceAttach: received and accepted attach for vendor id Bx483, product id 8x3,

euice handle Bx3258d8

- Display device configurations
_ Change_interface alternate setting
_ Reset Pipe
. Read/vite from pipes
9. Exit
nter option: 1
hic device has 1 configuration
8. configuration value 1 Chas 1 interfaces)
he configuration indexed 8 has 1 interface(s
intexface no. B:
alternate: @, endpoints: 2, class: @x3, subclass: Ox8, protocol: Bxd
end-point address: Bx81, attributes: @x3. max packet 8, Interva.
end-point address: OxB2. attributes: @x3. max packet 2, Interva.

10
16





Figure 16. Application output of option “Display device configurations”. 

We now enter “2” to choose the second option. As shown in figure 17, it allows the user to choose a specific interface (in our case, interface of index 0) and change its alternate setting index (in our case, change to 0).  
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Figure 17. Application output of option “Change interface alternate setting”.

We now enter “3” to choose the third option. As shown in figure 18, it allows the user to reset a specific pipe (in our case, endpoint IN 0x81). 
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Figure 18. Application output of option “Reset Pipe”. 

We now enter “4” to choose the fourth option. As shown in figure 19, it allows the user to read from or write to pipes. It shows all the existing pipes and their own properties (address, bandwidth, transfer type, direction, and polling interval). Another sub menu asks the user whether he wants to read from pipe or write to pipe or continuous read/listen to pipe. 
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Figure 19. Application output of Option “Read/Write from pipes”. 

In our case, we will choose to listen to pipe as shown in figure 20. The user needs to tell the application from which pipe it is reading. In our case, we read from the IN pipe (0x81) and press “Enter” to start listening. Press “Enter” again to stop the listening. We manually adjust and increase the trimmer value of the STM electronic board. The trimmer value is the result of the analog-to-digital conversion of the RV1 trimmer output. When the position of the trimmer is modified, the new ADC value is transmitted via the USB bus to the application, which in turns will display its HEX and ASCII value on the console window and store a copy on file named input.txt. The file name is hard-coded. The file keeps amending new coming data without starting a new file. If the user needs to start with a new file without any previous data, the user has to delete the file manually. As seen in figure 20, the data (03 XX) keep increasing because we rotate the trimmer in one direction. 


Finally, we could write two bytes of data to the switch on the LEDs on the STM device, as illustrated in Figure 21. We enter “4” to choose option “Read/Write from pipes” and then “2” to choose option “Write to pipe”. Enter “0x2” for the OUT pipe and transfer data “0x01 0x01” to device. The first 0x01 means the LEDs and the second 0x01 means to switch on the LEDs. If you want to switch off the LEDs, change the second 0x01 to 0x00. 
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Figure 20. Console output of trimmer values on STM device.  
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Figure 21.Application output of “Write to pipe”. 

7.5    Driver testing

The driver testing is performed by the following two steps. First, you perform the driver installation on Windows as described in the Driver Installation section. Second, you test the driver by running the user application program, which is described in the User Application section. 

8    Driver installation

In this section, we will outline the basic steps for installing the driver on a target Windows XP PC. Generally, you must first register the driver with Windows and then register the STM device with the driver. All the relevant files (including windrvr6.sys, windrvr6.inf, stm.inf, wdreg.exe and stm_diag.exe) are included in the driver package. As long as you have this driver package, you could access the STM device in few minutes. 

There are two ways to install the driver on the system. They are the manual installation and automatic installation. We will outline all the steps for each of the installation method in the following two sections. The automatic installation is recommended because it is easier and faster than the manual installation. 

Note that to install the driver on PC; the user must have administrative privileges on the computer. Whenever you perform the installation (of INF and driver files), you always point Windows to the directory that contains the relevant INF and driver files.

8.1    Manual installation 

You can manually install the driver on Windows by copying both driver and inf files to the corresponding system directory. However, it needs to reboot the system to successfully install the driver.

1. Copy the kernel mode driver file windrvr6.sys to Windows’ drivers directory on the target PC - %windir%\system32\drivers

2. Copy the driver INF file windrvr6.inf to the INF directory %windir%\inf

3. Reboot the PC for Windows to register/load both the driver and INF files

4. Install the INF file for the STM device stm.inf manually, using Windows Update Driver wizard (from the Device Manager) or New Hardware wizard. 

5. Alternatively, copy the INF file to Windows’ INF directory - %windir%\inf and reboot to let Windows locate and install the INF file

6. Always checks if the STM device is registered to work with windrvr6.sys, checking the “Driver Details” of the STM device (from the Device Manager).    

8.2    Automatic installation

The wdreg utility is used to automatically install and uninstall the driver (windrvr6.sys) without needing to reboot the PC. It enables the user to start the application immediately after installing the driver. The utility can be found in the driver package and can be run from the command line. In order to load the driver, you need to dynamically load INF files for the driver and the USB devices. 

1. To install windrvr6.sys on target Windows 2000/XP PC, you need to run the utility wdreg.exe for the first time. For example, if windrvr6.inf is in the c:\driver directory, from the command line you should type: 

wdreg -inf c:\driver\windrvr6.inf install

which installs the windrvr6.inf and windrvr6.sys files on Windows.

2. To install a specific device INF file named stm.inf on target Windows 2000/XP PC, you need to run the utility wdreg.exe again. For example, if stm.inf is in the c:\driver directory, from the command line you should type:

wdreg -inf c:\driver\stm.inf install
which registers the STM device to work with windrvr6.sys on Windows. 

3. Always checks if the STM device is registered to work with windrvr6.sys, checking the “Driver Details” of the STM device (from the Device Manager).    

Note that you must type full path to the INF file when using wdreg (even if wdreg is located in the same directory as the INF files). 

To uninstall the driver, use the same commands, but simply replace install in the examples above with uninstall.

In order to successfully uninstall the driver, you must first close any open handles to the windrvr6.sys driver. This includes closing any open applications that use this driver and there are no connected USB devices that are registered to work with the driver. In other words, there are no INF files that point to this driver are currently installed for any of the USB devices connected to the computer. You should either uninstall all USB devices that are registered to work with the driver (from the Device Manager or using wdreg utility) or otherwise disconnect the device(s) from the PC. 

9    Driver package 

The driver package includes the following components:

· windrvr6.sys – the actual kernel mode driver

· windrvr6.inf – an INF file for the kernel mode driver

· stm.inf – an INF file for the STM USB device

· stm_diag.exe – user application with access to the STM USB device

· wdreg.exe – utility that is used to install the INF and driver files

9.1    INF file (*.inf) 

Every driver package must include an INF file, which the Setup Wizard reads when installing the device. The Wizard copies this file to the %windir%\inf directory when it installs the device. It is required for all devices and drivers. It is used by the Plug and Play mechanisms of Windows operating systems to load the driver for a newly installed piece of hardware or to replace an existing driver. It is text file that provides device and driver information, including the name and version number of supported operating system, the device's setup class GUID and setup class, the driver name and version, device-specific hardware and compatible IDs, registry entries, and catalog files (.cat) required by Plug and Play mechanism on Wiindows 98/Me/2000/XP to install the device or driver. The INF is used not only when the device or driver is first installed, but also when the user requests a driver update through the Device Manager. More details are in the INF File section. The INF files installing the driver and STM device on Windows is given in Appendix A and B. A detail explanation of INF file is given in Appendix C. 

9.2    Driver file (*.sys)

This is the kernel-mode driver (in binaries), which is built by build utility (build.exe) provided in WINXP DDK. It provides the I/O interface for a device. Typically, a driver is a dynamic-link library with the .sys filename extension. When a device is installed, Setup Wizard copies the .sys file to the %windir%\system32\drivers directory. More details are in the sections 4.1, 4.2, 4.3 and 7. 

9.3    Application program (*.exe)

This is the user application program (in binaries), which is built in Microsoft Visual Studio C++ 6.0. More details are in the sections 4.6 and 7.4. 

10    Kernel mode driver development

Building a driver is not the same as building a user-mode application. In order to build a working driver, you have to use the "free" and "checked" operating system builds and configure the build environments for the driver. You also need to perform the iterative testing and debugging on as many hardware configurations as possible. The driver development process could be summarized as below and explained in more detail after the summary.  

1. Writing the driver code in standard complier in C. 

2. Building checked version of the driver in WINXP DDK. Test and debug the checked 

    driver. 

3. Building free version of the driver in WINXP DDK. Test and debug the free driver. 

4. Tuning the performance of the driver on the free build. 

5. Final testing and verification using the free build.

6. Preparing a driver package including INF file, driver files, and catalog files (if 

    necessary).   

10.1    Microsoft Windows Driver Development Kit (DDK)

Microsoft provides Driver Development Kits for all of it's operating systems which includes example USB device drivers. The Windows 98 and Windows 2000 DDK's is available for download from www.microsoft.com/ddk. The Windows XP DDK is only available through MSDN registration or by ordering a copy on CDROM. All the DDKs except XP require Visual C to be installed. The windows XP DDK includes build tools alleviating the need to have a compiler installed. The WINXP DDK includes two USB driver examples: the BulkUSB and IsoUSB plus a USB filter driver and an USBView utility. Early Win98/ME and Win2K examples are plagued by bugs, thus you are recommended to use the WINXP DDK as a foundation for your new drivers.

The GenINF tool, provided in the \tools directory of the SDK, creates a skeleton ASCII INF file (Windows 2000 or later) for a device of any standard setup class. You must edit the resulting file to supply device-specific information, and to support additional operating systems or hardware platforms. 

The ChkINF tool, in the same directory, checks the syntax and structure of all cross-class INF sections and directives, along with the class-specific extensions for all setup classes except for Printers.

10.2    Driver building environment in DDK

The WINXP DDK provides two environments (free build and checked build) for building drivers. You should use both environments to build, test and debug your driver.  

In the early stages of driver development you should use the checked build to debug the driver. It contains extra error checking, argument verification, and additional debugging code that is not available in the free build. It helps protect against many driver errors.

Performance tuning, final testing, and verification of the driver should be done on the free build. The drivers are built with full optimization, and debugging asserts are disabled. The faster speed of the free build makes it possible to detect race conditions and other synchronization problems.

Both environments include various tools including a build utility (build.exe), a make utility (nmake.exe), a complier (cl.exe) and a linker (link.exe). The build utility automatically invokes make utility, the compiler, and the linker according to the command-line options you specify.

10.3    Build utility 

The build utility is used to build the samples, drivers, and associated software components that are supplied in the WINXP DDK. The build utility helps you maintain target-dependent information, such as source file names and paths to header files and output directories, in a single file. The utility automatically sets the compiler and linker switches that are required to create output files for specific platforms that you specify.

10.4    Running the build utility

When you open a build environment window, the directory in the window is set to the default directory for the WINXP DDK. Before running the build utility, you must first create a number of data files. The build utility requires the files, as illustrated in Table 3, to build a driver.

Table 3. Required files for the build utility to build a driver.

	File
	Location

	source files (.c)  
	Typically reside in a subdirectory of the DDK install directory, but can be anywhere. 

	Sources File (sources)
	Required in each directory that contains source files. The sources file lists the source files to be compiled and linked, and specifies values for certain macros. 

	makefile File (makefile)
	Required in each directory that contains a sources file. The makefile file specifies dependency relationships, compiler and linker options, and various other build-related settings. 

	dirs File (dirs)
	Optional file used to compile source code in multiple subdirectories automatically. This contains macros called DIRS and OPTIONAL_DIRS that specify the directories to open recursively and the order in which they should be opened.


The build utility (build.exe) is invoked from the command line of the build environment window. On the command line, you type: 


build -cZg

It searches for the sources file. Each sources file indicates a job to be built.

If sources files are found, the build utility searches for the macros: SOURCES, INCLUDES, TARGETNAME, and TARGETPATH. The values assigned to these macros are parsed to determine the dependencies, the list of files to build, and the end result. Generally, this information is then stored by the build utility in a file called build.dat for future reference. A example of sources file is given in Appendix D.

Depending on the options you pass to it, the build utility performs the appropriate actions and then calls NMAKE (nmake.exe). Specifying any other make program besides NMAKE is not recommended. NMAKE uses the makefile file to generate dependency and command lists. A standard makefile located in the source code directory of every driver directs NMAKE to the master macro definition file, makefile.def (which is included in the WINXP DDK). The makefile you supply for your own source code should do the same. A example of makefile file is given in Appendix E.

After NMAKE evaluates the macros in all the relevant make files, it spawns the C compiler (cl.exe) with the proper switches. The compiler creates an object file containing machine code, linker directives, sections, external references, and function/data names. After compilation is complete, the build utility again spawns NMAKE, this time to link the compiled object files (.obj). The linker combines code from the object files created by the compiler and from statically linked libraries, resolves the name references, and creates an executable or driver file. When the entire directory tree is built, the build utility halts.

10.5    Driver code building example

Assume that you are compiling three C source files: MAIN.c, PART1.c, and PART2.c. 

· Each file includes a call to a function defined in a different file: 

· MAIN.c calls the function func1 in PART1.c and the function func2 in PART2.c. 

· PART1.c calls the standard library functions printf and scanf. 

· PART2.c calls the functions StartDevice and StopDevice, which are defined in Hardware Abstraction Layer (HAL).

To build this program, compile with the following command line:

CL MAIN.c PART1.c PART2.c [optional library]

1. CL first compiles the C source files and creates the object files MAIN.obj, PART1.obj, and PART2.obj. The compiler places the name of the standard library in each .obj file.

2. CL passes the names of the .obj files, along with the name of optional library, to the linker. The linker resolves the external references as follows: 

3. In MAIN.obj, the reference to func1 is resolved using the definition in PART1.obj; the reference to func2 is resolved using the definition in PART2.obj. 

4. In PART1.obj, the references to printf and scanf are resolved using the definitions in the library that the linker finds named within PART1.obj. 

5. In PART2.obj, the references to StartDevice and StopDevice are resolved using the definitions in HAL. 

10.6    Driver debugging 

The WINXP DDK includes the Debugging Tools for Windows package. This package contains extremely powerful user-mode and kernel-mode debuggers that can debug applications, drivers, and services running on any NT-based operating system. 

11    Conclusions

With the help of Windriver from Jungo, we developed a driver and application for our STM microcontroller device. WinDriver provides a host of library functions that allows the developer to access the device’s resources. The application allows the developer to read or write to the device from user mode level. 

Writing a working blend of driver and application is not a straightforward process and we faced some difficulties while embarking on the project. Through the project, we learnt about the working of a USB device. We have developed a working USB device driver for the STM micro-controller device. It is able to send and receive date to/from the device by using a simple console user application with support of file operation. The next possible step of the project may be designing a GUI user application.    
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13    Appendix 

Appendix A. The INF file for installing the driver on Windows XP PC. 

[Version]

Signature=$CHICAGO$

Class=STM USB device

ClassGUID={BE56A80C-F161-4e3d-8091-845D4CCFD5CA}
Provider=%MFGNAME%

[Manufacturer]

%MFGNAME%=DeviceList

[DestinationDirs]

DefaultDestDir=10,System32\Drivers

[SourceDisksFiles]

windrvr6.sys=1

[SourceDisksNames]

1=%INSTDISK%,,,.

[DeviceList]

%DESCRIPTION%=DriverInstall,*WINDRVR6

[ClassInstall]  ; Register a new class in Windows 98/Me

AddReg=UpDateRegistry

[ClassInstall32]  ; Register a new class in Windows 2k/XP

AddReg=UpDateRegistry

[UpDateRegistry]

HKR,,,,Jungo

HKR,,Icon,,-5

;------------------------------------------------------------------------------

;  Windows 2000 Sections

;------------------------------------------------------------------------------

[DriverInstall.NT]

CopyFiles=DriverCopyFiles

LogConfig=DriverConfigNT

[DriverCopyFiles]

windrvr6.sys,,,2

[DriverInstall.NT.Services]

AddService=WinDriver6,2,DriverService

[DriverService]

ServiceType=1

StartType=3

ErrorControl=1

ServiceBinary=%10%\system32\drivers\windrvr6.sys

[DriverConfigNT]

ConfigPriority=NORMAL

IOConfig=1@0-ffff%ffff(ffff::)

[DriverInstall.nt.hw]

AddReg=DriverHwAddReg

[DriverHwAddReg]

HKR,,SampleInfo,,""

;------------------------------------------------------------------------------

;  Windows 98 Sections

;------------------------------------------------------------------------------

[DriverInstall]

AddReg=DriverAddReg

CopyFiles=DriverCopyFiles

LogConfig=DriverConfig98

[DriverAddReg]

HKR,,DevLoader,,*ntkern

HKR,,NTMPDriver,,windrvr6.sys

[DriverConfig98]

ConfigPriority=NORMAL

IOConfig=1@100-3ff%ffff(3ff::)

[DriverInstall.hw]

AddReg=DriverHwAddReg

;------------------------------------------------------------------------------

;  String Definitions

;------------------------------------------------------------------------------

[Strings]

MFGNAME="Jungo"

INSTDISK="Jungo Installation Disc"

DESCRIPTION="WinDriver"

Appendix B. The INF file for registering the STM device with the driver on Windows XP PC.

 [Version]

Signature="$CHICAGO$"  ; Represents all Windows OSs

Class=STM USB device

ClassGUID={BE56A80C-F161-4e3d-8091-845D4CCFD5CA}
Provider=%jun%

DriverVer=08/13/2003, 6.0.2

; Driver information

; ------------------

[Manufacturer]

%Mfg%=DeviceList

[DeviceList]

; The Vendor ID is 0483, and the Product ID is 0003

"DEVICE"=Install, USB\VID_0483&PID_0003

; Installation section

; --------------------

[Install]  ; Installation script for Windows 98/Me

CopyFiles=FilesToCopy

AddReg=UpDateRegistry

[Install.NT]  ; Installation script for Windows 2000/XP

CopyFiles=FilesToCopy

AddReg=UpDateRegistry

[FilesToCopy]

; To copy windrvr6.sys upon installation remove the ';' from the start of the following line

;windrvr6.sys ,,,0x40  ; 0x40 == COPYFLG_OVERWRITE_OLDER_ONLY

[ClassInstall]  ; Register a new class in Windows 98/Me

AddReg=UpDateRegistry

[ClassInstall32]  ; Register a new class in Windows 2k/XP

AddReg=UpDateRegistry

[UpDateRegistry]

HKR,,,,Jungo

HKR,,Icon,,-5

HKR,,DevLoader,,*ntkern

HKR,,NTMPDriver,, windrvr6.sys

[ControlFlags]

ExcludeFromSelect = *  ; Remove all devices listed in this INF file

    ; from the display shown to the end user (a PNP device shouldn't

    ; be manually loaded).

[PreCopySection]

HKR,,NoSetupUI,,1

; Defining WinDriver6 Service

; ---------------------------

[Install.NT.Services]

Addservice=WinDriver6, 0x00000002, Service_Info

[Service_Info]

ServiceType    = 1                  ; SERVICE_KERNEL_DRIVER

StartType      = 3                  ; SERVICE_DEMAND_START

ErrorControl   = 1                  ; SERVICE_ERROR_NORMAL

ServiceBinary  = %10%\System32\Drivers\windrvr6.sys

; Source file information

; -----------------------

[SourceDisksFiles]

windrvr6.sys=1  ; This indicates that the windrvr6.sys file is located on

    ; disk number 1 of "SGS Thomson Microelectronics Installation disks" set.

[SourceDisksNames]

1="SGS Thomson Microelectronics Installation Disk",,  ; This indicates that disk number 1

    ; has the label "SGS Thomson Microelectronics Installation Disk". The installer will

    ; search for windrvr6.sys in this disk.

[DestinationDirs]

DefaultDestDir=10, System32\Drivers  ; The location to which the windrvr6.sys

    ; file will be copied (10 translates to the correct Windows directory

    ; on the target machine).

;String information 

; -----------------------

[Strings]

jun="Cornell University"

Mfg="SGS Thomson Microelectronics"

Appendix C. INF details
Lets look more detail at the INF file. I would cite and discuss several parts of the INF file. The contents and syntax of INF file is documented in DDK. 

The INF file is composed of sections or tags. Each section has its own specific set of attributes. The structure of INF file is similar to that of HTML. Among many sections, only several of them are important and need to be modified, depending on the device. For the purpose of this project, those important sections include Version, DeviceList, Install.NT, SourceDisksFiles, and Strings. Now I explain each section briefly as follows. 

Version section has several attributes. Provider and DriverVer attributes give the provider name and the version date. Most important attributes are Class and ClassGUID, which combine to define the class for the device. You may define your own class by generating a private GUID and a class description or use a system-defined class. This is required for a device that belongs to a device class that is supported by system-provided drivers, HID, USB Audio for instance. For example, to install the HID USB mouse driver you have to specify the HID class here: Class=HIDClass ClassGuid={745a17a0-74d3-11d0-b6fe-00a0c90f57da}. More details on HID is given in Appendix F. In this demo, I used guidgen.exe provided in Windows SDK to generate a private GUID and create a new class description.

[Version]

Signature="$CHICAGO$"  ; Represents all Windows OSs

Class=STM USB device

ClassGUID={BE56A80C-F161-4e3d-8091-845D4CCFD5CA}
Provider=%jun%

DriverVer=08/13/2003, 6.0.2
DeviceList section has one important attribute “DEVICE”, which contains the Hardware ID string. Hardware ID is the key for the operating system to unambiguously identify the device and install the correct driver for that device. The Plug&Play Manager builds the Hardware ID string from the 16-bit vendor ID (VID), the 16-bit product ID (PID), and optionally the revision code (REV). The string is prefixed by the bus identifier USB. The IDs and revision code are reported by the device in the USB Device Descriptor during the enumeration process. Please refer to the DDK for detailed information on Hardware IDs and driver selection algorithms.  

[DeviceList]

//STM USB device’s Vendor ID is 0483, and the Product ID is 0003

"DEVICE"=Install, USB\VID_0483&PID_0003
Install.NT section has one CopyFiles attribute, which points to FilesToCopy section. The FilesToCopy specifies the file name of device driver binary. Make sure you put the name correctly. 

[Install.NT]

CopyFiles=FilesToCopy
[FilesToCopy]

windrvr6.sys ,,,0x40  // 0x40 == COPYFLG_OVERWRITE_OLDER_ONLY
SourceDisksFiles section doesn’t have any attribute either. You just need to set value of 1 for the driver. 

[SourceDisksFiles]

windrvr6.sys=1  
DestinatonDirs section tells the operation system the location to which the windrvr6.sys file will be copied. 

[DestinationDirs]

DefaultDestDir=10, System32\Drivers  //10 translates to the correct Windows directory

  




//on the target machine).

Strings section has many simple attributes. It is used to edit the strings that are either shown at the application or the Device Manager. Refer to the INF file for details. 

[Strings]

jun="Cornell University"

Mfg="SGS Thomson Microelectronics"

Appendix D. Example of sources file  

TARGETNAME=STM 

TARGETPATH=obj

TARGETTYPE=DRIVER

MSC_WARNING_LEVEL=-W3 -WX

SOURCES=
EntryDriver.c   \



AddDevice.c   \

        

PnP.c   \

        

Power.c   \



ReadPipe.c   \



WritePipe.c   \



Thread.c   \



Buffer.c   

Appendix E. Example of makefile file.

#

# DO NOT EDIT THIS FILE!!!  Edit .\sources. if you want to add a new source

# file to this component.  This file merely indirects to the real make file

# that is shared by all the components of Windows NT

#

!INCLUDE $(NTMAKEENV)\makefile.def

Appendix F. Human Interface Device (HID) overview. 

USB defines a Human Interface Device (HID) class, which saves the need to write a 

device driver for the Windows/Mac/Linux systems. This HID class is a standard classification for the USB. It supports a variety of devices with varying characteristics. These include a computer mouse, keyboard, sport equipment, medical instruments, and audio/visual devices. It also supports primitive devices, like a LCD or button and standard devices that measure time, temperature and distance. Microsoft supports this HID class with a well-defined library that it is part of the Windows DDK. 

To decide if a device can use Windows’ HID drivers to communicate with a computer, we need to know if the device fits into the HID class. The characteristics of a HID class device is as follows:

· All HID transfers use either the Default Control Pipe or an interrupt pipe. A HID must have an interrupt IN endpoint for sending data to the host. An interrupt OUT endpoint is optional. The control pipe for a HID device carries the standard USB request as well as six class-specific requests defined in the HID specifications. The hardware device’s firmware must thus support the HID report format.

· Each transaction can only carry a small amount of data. For a low speed device, the maximum is 8 bytes per transaction. For a full-speed device, the maximum is 64 bytes per transaction. For a high-speed device, the maximum is 1024 bytes per transaction. A long report can use multiple transactions. 

· The maximum speed of transfers is limited. For a low speed device, the interrupt endpoint can only guarantee no more than a transaction per 10 milliseconds, for a maximum of 800 bytes a second. For a full-speed device, no more than 1 transaction per millisecond is guaranteed, for a maximum of 64,000 bytes a second. A high-speed device guarantees up to 3 transactions per 125 microseconds for a maximum of 24.576 megabytes per second.

· There is no guaranteed rate of transfer. If a device is configured for 10-millisecond intervals, the time between transactions may be any period equal of less than this. 

· Although most HID devices mostly send data from the device to the host, a HID device can also receive data from the host. The capability is important as it coincides with the micro-controller’s need to transmit and receive data for an application.

Any device that meets these limitations is a candidate to be a HID class device. These include bar code readers, thermometers, and voltmeters. Each of these sends data to the computer and may also receive requests to configure the device. 
All HID data must use a specific report format that defines the size and contents of the data in the report [1]. A report descriptor in the device’s firmware described the report, and may also include information about how the receiver of the data should use it.

A value in each report will define the report as an Input, Output or Feature report. The host receives data in Input reports and sends data in Output reports. Feature reports may travel in either direction. Input reports use interrupt transfers while feature reports use control transfers. Output reports will depend on the endpoints that the device supports and the type of Windows Operating System being used.

All USB devices handle requests that include tasks such as retrieving a standard set of descriptor from the device and setting standard device parameters. The first step is enumeration.

During enumeration, the device supplies an HID class descriptor, which basically contains the HID specification information and the length of the HID report descriptor. A report descriptor defines the format and uses of the data that carries out the purpose of the device [1]. When the device correctly handles the requests and HID specific parameters, the rest of the work lies in the application itself.
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